Collection of Native Unix/Linux attributes (Priority - High)
The primary purpose of Product A is to collect Unix/Linux attributes from target systems, store them in a central database, and allow compliance reports to be run against the gathered data.  Secondarily, Product A will allow viewing of the gathered data in both “grid” and report displays.  This requirement mimics that of the ECM base attribute, with the general difference of collecting data from Unix/Linux systems rather than from Windows based systems.

Objects/attributes to be collected

The objects/attributes to be collected may vary depending on the flavor of Unix/Linux being monitored.  More detail of attributes to be collected may be defined in later sections.  However, the following general areas of objects/attributes (with some examples) will be collected:

Operating System 

· Vendor name (e.g. Sun, Red Hat)

· Official OS name (e.g. Solaris, HP-UX)

· Official Version (e.g. 5.8, 5L 5.2)

· Kernel Parameters (Priority - Medium)
Hardware (Asset) Information

· Internal HW information

· CPU, Memory, BIOS information

· Internal hard drives or removable media drives (e.g. Floppy, CD-ROM, Tape)

· Network connection (e.g. Ethernet, Token Ring)

· External HW information

· Modem

· Locally connected printer

· External hard drives or removable media drives

· Monitor, Keyboard, Mouse

Software (Asset) Information

· Packages installed

· OS Packages

· Non-OS Software products (if loaded through vendor recognized method)

· Patches / Updates installed

· Well known applications (Oracle, Apache, Citirx, SAP, EAI apps, etc.) (Priority - Low)
· Version

· Install directory

· Date installed / modified

Network Information

· Network interfaces (e.g. IP Address(es), Netmask, Flags, MAC Addr)

· Hostname (fully and non-qualified)

· Name Resolution (DNS) configuration (as client and/or server)

· Network Tuning Parameters (Priority - Medium)
Network Services (active)

· IP Ports in use by a Service (name, protocol, UID)

· RPC ports in use (name, port, version, UID)

· Listening Services (port, name, protocol)

System Startup

· Startup scripts by run level

· Default boot parameters

· Default services started

Local job scheduling

· cron configuration (allow, deny, logging)

· at / batch configuration (allow, deny, logging)

· Currently scheduled jobs (cron, at)

System logs

· syslog

· User accounting (e.g. /var/adm/acct)

· Specific service logging not sent to syslog (e.g. sulog/autlog, mqueue, ftp.log)

Filesystems

· Locally mounted

· Mount point, device name, type

· Space allocation (percentage, inodes)

· Exported (if system is acting as a filesystem server)

· Mount point, access, user permissions

· Partitions (device, start/end, name, flags)

· RAID information (if present)

System files and libraries

· Modification time

· File size

· Permissions

Subsystem configuration (Priority – Medium)

· UUCP

· Printer (lp)

· Mail

· Web

Common system utility versions (Priority – Medium)

· Perl

· cc / gcc

· awk / nawk

· mail (e.g. mailx, mmdf, sendmail)

· ftp / tftp

· ssh / telnet

User / Group information (Priority – Medium)

· User/Groups added, deleted, or modified

· User Passwords (Priority – Low)
· Polices (age, length, re-use)

· Vulnerability (e.g. dictionary attacks)

· Root account

· Vulnerability (UID 0 accounts, remote login, su, etc.)

