An Integrated Approach to Information Security


Quality information is one of the keys to competitive success and business profitability.  Security is an essential element in ensuring information quality.

The integrated security process consists of:


Security Principles & Techniques


Tools Architecture


Training & Awareness


Implementation


This article focuses on the training and awareness facet of the integrated approach. 

Training & Awareness:

Have you ever purchased a piece of hardware or software and wished there was training on how to use it or integrate it specifically into your business.  Has your company adopted a new policy that no one knows how to implement much less comply to.

This is the value added aspect of training & awareness.  Assuming for the moment that you have gone through the steps of doing a risk analysis and decided on the appropriate tools architecture, how will you now ensure that all your employees know what to do, and just as important why they are doing it. 

Security training and awareness is the third aspect of our integrated model of integrating a successful security program.  You can implement the most sophisticated security technology available, but if users exchange their passwords or write them down, you've got nothing.  I frequently see managers give their User ID and passwords to their secretary when they are traveling.  There is really no security without awareness.

Government clients will never need the kind of awareness that my private sector clients need. And, hopefully, my private sector clients will never face the threats and vulnerabilities that my government clients experience.

To develop an awareness program, I would take two entirely different approaches to security awareness.  The security/systems/network administrator must be aware of appropriate security guidelines/safeguards/etc. so they can help others that depend on them for a certain amount of security.

In the PC LAN environments, that lack of acceptance comes from a certain user mindset.  In the not to distant past, the computing community relied on batch processing mainframes or time-sharing minis.  There was typically a systems administrator responsible for their systems, including the security controls.

Now that each user has their own PC, there is usually no system administrator to tell them what to do.  This has resulted in users becoming more independent and often reacting negatively to their new computing freedoms.

With LANs, we have entered a world of distributed computing.  Every user has an intruder's best tool - a computer.  Building awareness in a LAN environment can be a tough job.  You need to build a case for security without imposing upon the users computing freedoms.

Develop a sense of need in the users.  Information needs to be protected. Access needs to be controlled.  Instill a sense of responsibility in users. With freedom comes responsibility.

The PC users are now in effect stewards of the organization's information assets - the most valuable asset in most companies.

Users must accept that stewardship or they will not accept the need for security.  We don't leave our doors unlocked because we are protecting our personal possessions.  Similarly, we shouldn't be leaving access to our corporate data. The integrity or confidentiality of that data might mean the life or death of that organization.

And that is the key.  Users will not proactive good security until the need is made personal for them.  If you want to build information security awareness and practices, bring the issues home to the users in the most personal ways possible.
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