Application Development - Maintenance Policy
Overview

This policy defines the basic elements required for the Corporate IT Information Systems Application Development and Maintenance program.

Purpose

To obtain reasonable assurance that changes to application systems are appropriately initiated, tested, approved, and migrated to the production environment.

Scope

The scope of this policy includes all personnel, including external vendors, who have access to or are responsible for application development and maintenance for any and all systems.

Management will approve all decisions to purchase or develop application systems in order to ensure consistency with organizational plans and strategies.
Typically, both user management and management responsible for information systems should approve any new application purchase/development projects. User management will have the best understanding of the functional requirements of the new system, while information systems management can assess how the new application system will interface with existing application systems and computer processing environments.  Management approval may be documented on an approval form, similar to those used to approve accounts payable. Alternatively, it may be documented in minutes from meetings of an information systems steering committee or other similar task force.

The Application Development team will use a formal methodology or process to guide the acquisition, development, and maintenance of application systems.

The policies, procedures, standards, and guidance regarding management approval of application development and acquisition typically include the following: 
· Approval of vendors and/or criteria for selection of vendors

· Standards to evaluate available software products
· Guidelines for how to justify implementation of new systems or replacement of existing    systems (e.g., templates for preparing a cost-benefit analysis)

· Comparison of internal development capabilities and resources to proposed application    development requirements

· Approval of any purchase and/or internal development costs comparison to information systems project plans and schedules; 
· Assessment of the impact of the purchase or new development on existing systems and business processes.

· All application systems will be developed, modified, and tested in an environment separate from the production environment.

· Access to production environments appropriately restricted from development and testing environments. 

· It is not necessary to restrict access to the test environment from the development environment.  Access to the production environment, however, should be restricted to technical support staff, quality assurance personnel and database administrators.  
To ensure that program changes are properly authorized, tested, and implemented, programmers should not have access to the production environment.

The timing of changes to production application systems will be coordinated with all affected parties to minimize the impact on other processing activities

The production environment often forms an integral part of the operational and support functions of the applications development team. Consequently, any change to the current applications will impact the organization. While changes are necessary, they can disrupt normal operations. In order to minimize this disruption, affected parties, such as users, operators, and management, need to be contacted in advance and the most appropriate timing for application upgrades, changes, or implementations should be agreed upon. Failure to consult affected parties could result in significant delays to operations, user dissatisfaction, and problems due to lack of preparation.

System implementation procedures will include training users on appropriate use of new or substantially modified systems.
Management will monitor compliance with these procedures.

Application source code as well as technical and user documentation will be maintained for executable production programs.

For most programming languages, two versions of each program exist. One, the source code, is the version that programmers write and read. Depending on the language, source code is written in various stages of normal, written communication. Executable code, on the other hand, is stored in machine-readable format, also called binary. Source code is compiled at the end of the development process to create the executable code.

Management will review and approve the conversion of data (e.g., balancing and reconciliation activities) from old application systems to new systems.
In many cases, data will need to be copied and converted from the old application system to the new application system.  Control activities should be implemented to ensure that data in the new application system is complete, accurate, and valid.  These activities may include removing invalid and erroneous data from the existing data before or during conversion, reconciling the new data to the existing data using record counts or hash totals, producing reports from the existing data and the new data and comparing the results, or having an appropriate user review a subset of the new data. Poor control activities over the conversion of data may result in inaccurate, invalid, or incomplete data in the new application system.

· Management will retain prior versions of application systems and/or data to allow for recovery of the environment in the event of processing problems.

· Any change to an environment has an inherent risk of failure. Proper planning, sound design, diligent coding, thorough testing, and accurate implementation mitigate this risk.  
· Typically, it is not cost-effective to eliminate the risk of failure entirely. Therefore, it is necessary to be able to restore the original environment when insurmountable problems arise. 
Depending on the nature of the change, the restoration of an environment can range from a simple procedure to a complex sequence of tasks. The definition of these tasks should be completed before any changes occur to ensure that related and dependent tasks are properly identified.  A critical consideration is the time needed to either confirm that an implementation has succeeded, or to accept that it has failed and commence restoration tasks.

· All formal agreements with outside vendors to obtain application support will be monitored for compliance with this policy.

· Management will ensure that supported versions of purchased application systems are being used and that new releases are implemented timely.

· The development staff will be adequately trained and familiar with the common set of standards, technology, and tools used by the organization.

