Sample BMC Patrol for Oracle Database Monitoring checklist
Configure Oracle Knowledge Module (version 9.2.0.7.0 - 64 bits)  for BMC Patrol on a LAB server and eventually into production.
1. Push the configuration to other LAB servers 

2. Test 

3. Push the configuration to Development Servers

4. Finally, push the configuration to Production Servers

Oracle KM Configuration
1. Configure instance for monitoring

2. Setup all the thresholds (Alerts and Warnings) for parameters

3. Setup Enterprise Tablespace Monitoring (ETSM) series of alerts for monitoring tablespaces 

4. Configure listener

Instance Configuration
Before configuring an instance for monitoring

1. Add system for monitoring

2. Load ORACLE.kml, ETSM.kml, UNIX_OS.km, FILESYSTEM.km

To configure an instance

1. Choose ‘Instance Configure’ from the Oracle menu  

2. Enter the account information

3. Select the categories for monitoring

Instance Configuration - Categories and their Parameters
	Application Class
	Function & Parameters

	Availability
	Monitors availability of resources
·  Alerts
·  CannotExtend 
·  ConnectCheck 
·  ExtentsLeft 
·  FreeSpaceDeficit 
·  InstanceStatus 
·  RSExtentsLeft 
·  RSSpaceLeft

	Capacity
	Monitors capacity left
· ProcsLeft

	Collectors
	Collect the data for the parameters in the application class
· CollAvailability 
· CollCapacity 
· CollEnvironment 
· CollJobs 
· CollSGA

	Environment
	Monitors environment of the instance
· BlkChgRatio 
· BlkChgTrans 
· BlkGetsTrans 
· BlkUpdRatio 
· CallsPerTrans 
· LongScanRatio 
· ParseCallRatio 
· RecsvCallRatio 
· RowSourceRatio

	· ETSM
	Monitors tablespaces 

· CollPopulateContainers

	ETSM_REGULAR, ETSM_LARGE, ETSM_VERY_LARGE, ETSM_READONLY, ETSM_ROLLBACK, ETSM_TBSP_INSTANCE, ETSM_TEMP, ETSM_UNDO
	· ColSpaceLeft 
· SpaceLeft 
· PctUsed

	JOBS
	Monitors jobs within the Oracle job queue
· BrokenJobs 
· FailedJobs 
· OverdueJobs 

	SGA
	Monitors the SGA parameters of the instance
· BuffHitRatio 
· DictHitRatio 
· LibGetHitRatio 
· LatchGetRatio 


Instance Configuration - Default Categories

1. Availability 
2. Collectors 
3. ETSM
Parameters- Setup Thresholds
To setup thresholds (Alarms and Warnings) for parameters

· Choose ‘Parameter Settings’ from the Server Application menu

· Enter the alarm and the warning range

Availability Parameters

Alerts

1. Displays Oracle errors written to the alert log for the instance

2. The line number of the last line read from the alert log is saved in the agent configuration file

3. To add error strings to monitor or exclude, choose Error Log Filter from the AVAILABILITY menu 

4. Changes its value to 5 and generates an alarm on detecting an ORA-6XX Oracle error

5. Annotation – displays the details of the error 

RSExtentsLeft, RSSpaceLeft 

· Rollback segment related parameters are disabled if the database is using UNDO tablespace  (instead of rollback segments)

CannotExtend  

· Alarms when an autoextensible tablespace cannot extend

· FreeSpaceDeficit 

· Alarms when a non-autoextensible tablespace cannot extend

ETSM – Enterprise Tablespace Monitoring
· Monitors all tablespaces, (autoextensible, non-autoextensible)  except those that  are specifically excluded

· Sorts tablespaces into ‘logical application containers’
· ETSM_REGULAR, ETSM_LARGE, ETSM_VERY_LARGE, ETSM_UNDO,

· ETSM_TEMP, ETSM_ROLLBACK, ETSM_READONLY

· Monitors tablespaces at one level and starts additional monitoring only when a problem is detected (‘exception-based approach’)

ETSM Parameters
· ETSM Application Parameter: 

· CollPopulateContainers -  sorts the tablespaces into the correct container ; no icon

· ETSM Container Parameters:

· ColSpaceLeft -  calculates SpaceLeft and PctUsed for the tablespaces monitored ; no icon

· PctUsed : percentage of space that is used by the tablespace 

· SpaceLeft: total free space remaining in the tablespace 

· ETSM_TBSP_INSTANCE Parameters:

· PctUsed 

· SpaceLeft 

Note:

· By default, tablespaces identified as undo, rollback, read-only, temp are monitored by their appropriate ETSM containers, and the remaining tablespaces are monitored by the ETSM_REGULAR container.

· We can set the tablespace type in the Agent Configuration File. 

ETSM Thresholds
	ETSM Container
	Tablespace Size

	ETSM_LARGE
	5 GB – 100 GB

	ETSM_VERY_LARGE
	100 GB and above

	ETSM_REGULAR
	Less than 5 GB


	ETSM Container
	Warning
	Alarm

	ETSM_REGULAR (PctUsed)
	90 – 95 (%)
	95 – 100 (%)

	ETSM_LARGE (SpaceLeft)
	500 MB – 1 GB
	0  – 500 MB

	ETSM_VERY_LARGE (SpaceLeft)
	5 GB – 10 GB
	0 – 5 GB

	ETSM_TBSP_INSTANCE (PctUsed)
	90 – 95 (%)
	95 – 100 (%)

	ETSM_TBSP_INSTANCE (PctUsed)
	90 – 95 (%)
	95 – 100 (%)


Note: When a tablespace exceeds the thresholds set for PctUsed and SpaceLeft, the ETSM application performs the following actions:

· Creates an ETSM_TBSP_INSTANCE for that tablespace 

· Places that ETSM_TBSP_INSTANCE under the appropriate ETSM container

· Monitors that ETSM_TBSP_INSTANCE with a set of parameters

Best practices

· ORACLE_ETSM.KM should be preloaded

· ‘A preloaded KM is a KM that is loaded by the PATROL Agent at startup and runs as long as the PATROL Agent runs’

· For ETSM  to monitor autoextensible tablespaces correctly,  the PATROL KM for the Operating System should be loaded.

· For the SpaceLeft parameter to be calculated correctly, FSAvailableSpace parameter must be active under the FileSystem.km

· Define tablespace size for  ETSM_LARGE , ETSM_VERY_LARGE in the agent configuration file

· /opt/patrol/Patrol
· ETSM Application Debug 

· /opt/patrol/Patrol/lib/psl/ORACLE_ETSMDiscovery.psl

· ETSM Container Debug

· Choose  ‘Force Execution with Debug’ from the ETSM container menu
Listener Configuration
· Monitor listener using the ORANET application

· Loading ORACLE.kml also loads the ORANET.km, ORANET_LISTENER.km

· ORANET automatically discovers the listeners that are executing

· To monitor a listener, configure the specific listener 

· The ORANET application appears only after the Oracle instance has been configured.

Parameters

· ListenerLog : goes into alarm if a TNS- error message or user-defined string is detected in the listener log

· ListenerStatus : shows the status of the listener
In servers where we have both Oracle 10g and 9.20 databases, Patrol was discovering conflicting listener data

· To add error strings to monitor or exclude, choose Listener Log Filters from the LISTENER menu
· ‘ListenerStatus’ was generating alarm even when the listener was up and running

· A patch was installed to fix this problem

· Now the Configuration menu command under ORANET allows us to change the ORACLE_HOME permanently and use this location to find the lsnrctl binary to get the status

Performance recommendations

· To enhance performance, deactivate the parameters that we do not want to use

· Consumer Parameter 

· Depends on a collector to collect information and set its value

· Deactivating a collector also deactivates the consumer parameters for which it collects information

· Standard Parameter

· Sets its own values and does not depend on a collector 

· Alerts, ConnectDB, ListenerLog, ListenerLogSize, ListenerStatus 

· Deactivating a consumer parameter only stops it from accepting the data sent by its collector

· The collector still attempts to send information to the deactivated consumer parameter causing unnecessary processing. To avoid this, while deactivating a parameter change all its threshold values to zero.

Monitoring considerations
· DB_LINKS

· LOG
Automatic Configuration using ORACLE_AUTO_CONFIG.kml

· This application automatically configures all instances on a host using the configuration specified in the default_auto_conf_port number.txt file

· Requires an OS authenticated account

Push Configuration to other environment
· This needs to be coordinated with Systems Management

· We identify the settings that need to be pushed to other environment from the agent configuration file

· Systems Management push these settings (rules) to other environment using Patrol Configuration Manager (PCM)

