Information Technology Policies and Procedures

System Backup Procedures
Purpose
For recovery of vital files and member information in case of catastrophic systems failure.  To recover files in instances of file corruption.  To enable us to restore systems availability for credit union members from a remote site if disaster (natural or otherwise) causes the destruction of the corporate data center.

Applicability

Nightly systems backups are run by the IS staff, who, along with IT management, are responsible for its implementation and maintenance. All departments and members are affected.  They are most commonly used by IT staff for training, testing and file recovery or restoration.          

System Backup Policy
The backup of the corporate system is for Disaster recovery purposes only.

Schedule

For disaster recovery purposes, the corporate system must have a full system backup performed on it each evening, Monday thru Saturday, after all daily processing has been completed. It is run between 1:00 – 3:00 AM to ensure file integrity. 

Storage and Retention

The full system tape is sent off site via courier the next morning to the vault at the Havana branch.  The tapes remain offsite for one week to enable recovery from a disaster:  
1. One week worth of tapes are held off site at a time.  
2. When the tape is returned on site it will be held for approximately 2 weeks before being reused allowing to restore data for up to 3 weeks. 

3. Additionally, the backup tape created on the last day of the month is held off site at the Havana branch for an entire month. 

System Backups

1) Objectives, to meet system backup standards in order to maintain the customers infrastructure.

· Determine if the customer has a standard policy for doing Production System Backups.

· What it will take for Infrastructure to meet any customer standards or an agreed upon approach for these backups to take place.

· What processes and procedures need to be in place for the backups.
2) Action Plan for Infrastructure System Backups.

· Obtain business requirements for production backups (Action Plan):

a)  Discuss with the backup administrators if there are any, requirements to do production/quality assurance/development backups.

· Is there a need to determine system capacity for doing backups. Discuss in the meeting.

· Determine the cost to implement a backup process for support, tapes, machines, etc.

· Determine what needs to be backed up for the system and database across Infrastructure.  Discuss in the meeting.

· Router configurations

· Recovery disks for NT  (Rdisk /s NT4x, XP, Restore points)

· Web server(s)

· Databases

· Etc….

· Who will do the system backups? 

· How often?

· How will the backups be stored and rotated?

· How quickly can the customer restore critical files such as defaced web server pages etc.
· Test the process and practice for an emergency

· Adjust processes based on practices experiences

