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1 Executive Summary

1.1 Background

As corporations extend their computing power to more users, they must ensure that the appropriate resources are available. Not only must resources be available to all users who need them, both inside and outside the company, they must be made available quickly and efficiently. At the same time, corporations must ensure that their resources are never at risk. Balancing the conflicting demands between making resources open and available yet maintaining a controlled and secure environment is one of the most difficult problems businesses must solve. 

The rapid expansion of IT systems is creating a similar rise in security exposure.  And while the bulk of the attention and negative publicity have focused on outside hackers, studies show that most security breaches – and most damage – arises from “insiders” such as employees, contractors, and other “authorized” users.  Analysts estimate that as much as 80 percent of security technology is deployed to keep external “bad actors” out of corporate systems, but that 80 percent of information-security attacks originate from within the enterprise itself. The inherent nature of manual provisioning processes and regular turnover among IT staff can cause an inconsistent application of enterprise security policy, which creates more vulnerabilities.

Netegrity IdentityMinder Provisioning Edition is the enterprise solution designed specifically to balance these demands. With IdentityMinder Provisioning Edition, corporations can cost-effectively support up to hundreds of thousands of users by managing their identities. Once a user has their IdentityMinder identity, whether it is a company officer, a business partner, an employee, or a casually interested consumer, their access to corporate resources can be managed.  

Solution Overview

Netegrity provides a comprehensive Identity and Access Management infrastructure for continuously evolving computing environments, including legacy, Web, and service-oriented architectures.  Netegrity's flexible, standards-based solutions increase security, reduce administrative costs and enable revenue enhancement.  

Netegrity is currently offering four core Identity and Access Management products:

· SiteMinder: The market-leading access management solution for Web-based and enterprise applications, creating a secure foundation for identity and access management. 

· TransactionMinder: The industry's first policy-based solution to protect access to Web services. 

· IdentityMinder: A flexible, roles-based user administration and access management solution for Web-based applications. 

· IdentityMinder eProvision: A comprehensive provisioning solution for automating the process of managing access to valuable enterprise resources for employees, contractors, and partners.

Based on the requirements specified within your RFP, Netegrity is recommending its IdentityMinder Provisioning Edition (PE) suite, which includes IdentityMinder Web Edition and IdentityMinder eProvision.  Provisioning Edition is an identity management and resource provisioning solution that automates the administration of access to enterprise applications, network operating systems, databases, mainframe and legacy systems, and other essential resources.  With eProvision, organizations can ensure timely access to business assets throughout the employee lifecycle, while securely enforcing security policies.  

IdentityMinder Provisioning Edition enables managers to transform business changes (such as employee hiring/termination, or establishing new business alliances) into specific, automated IT activities in various enterprise resources, increasing responsiveness and enforcing security policies more effectively.   

2 Solution Overview

2.1 Features & Benefits

Based on the requirements specified within your RFP, Netegrity is recommending its IdentityMinder Provisioning Edition (PE) suite.  IdentityMinder Provisioning Edition is an identity management and resource provisioning solution that automates the administration of access to enterprise applications, network operating systems, databases, mainframe and legacy systems, and other essential resources.  With Provisioning Edition, organizations can ensure timely access to business assets throughout the employee lifecycle, while securely enforcing security policies.  

IdentityMinder Provisioning Edition enables managers to transform business changes (such as employee hiring/termination, or establishing new business alliances) into specific, automated IT activities in various enterprise resources, increasing responsiveness and enforcing security policies more effectively.  
Provisioning Edition’s key features include: 

· Delegated and Self-Service User Management – Administrators can selectively delegate user administration and profile management down to business units, remote offices, partner/supplier administrators, or even end users (for unattended self-service) through a browser-based interface.  This reduces load/dependency on centralized IT for resource provisioning activities. 

· Dynamic Business Rules Engine – A business rules engine designed to automatically assess the impact of a business change to the IT infrastructure and organize the required activities into a dynamically-generated task list based on provisioning policies.  This dramatically simplifies development and maintenance of provisioning processes by generating those processes on-the-fly.  

· Progress Monitoring – You can monitor the progress of pending activities and relieve bottlenecks as they occur.  

· Approval/Escalation – Choose to enforce single- or multiple-stage approvals from authorized personnel before completion – or generate notifications for interested individuals when provisioning tasks are complete.  

· Connectors – You can more quickly establish direct communication with large sets of popular target resources, converting business changes into specific actions on each managed resource.  Mature development tools to enable custom connector creation and deployment.  

· Synchronization – Bi-directional connectors enable changes made directly in one target resource to synchronize profile changes with other target resources.  This promotes profile consistency across resources, automatically distributing profile changes pertinent to a person’s entitlements and ensuring appropriate enterprise-wide access privileges.  

· Authoritative Source – Modifications to master sources (e.g., an HR system) can automatically trigger provisioning account creation, modification, or deletion.  That means a new user can be created in an existing authoritative system first, then passed along to other resources through the provisioning system.

· Auditing/Reporting – Comprehensive reports highlight common activities, delayed tasks, and other information.  Sophisticated audit file definition/viewing tools enable you to group and sort specific system events for easy viewing.  

IdentityMinder Provisioning Edition provides significant business value via eight key features and functionality.  The following paragraphs describe each feature and the benefits that can be realized using them.  

2.1.1 Delegated Administration and Self-Service User Management

Leveraging the capabilities found in IdentityMinder Web Edition, selectively delegate user administration and profile management down to business units, remote offices, partner/supplier administrators or even end users through a browser-based interface. 

· Increases administrative efficiency by distributing administrative tasks 

· Provides quicker access to critical resources for employees, partners and customers 

· Improves profile accuracy by placing responsibility for profile changes with the end-user 

· Significantly reduces Helpdesk costs, as users change and reset passwords, self-subscribe to groups, etc. on their own. 

2.1.2 Dynamic Business Rules Engine

The business rules engine automatically assesses the impact of a business change to the IT infrastructure and organizes the required activities into a dynamically-generated provisioning task list based on provisioning policies. 

· Dramatically simplifies development and maintenance of provisioning processes by generating those processes on-the-fly. 

· By relieving the administrator from having to manually interpret security policies, Provisioning Edition guarantees uniform adherence to corporate security standards. 

2.1.3 Progress Monitoring

Monitor the progress of all pending activities and relieve bottlenecks as they occur. 

· Improves customer service through visibility into status of all provisioning events. 

· Improves visibility into slow-moving processes, allowing administrators to identify processes that require adjustment or replacement. 

2.1.4 Approval/Escalation

Choose to require single/multi-stage approvals from authorized personnel before completion - or generate notifications for interested individuals when provisioning tasks complete. 

· Ensures quality of delegated, self-service administrative actions by placing an administrator-defined gate before completion. 

· Blends provisioning system into existing approval processes, enabling smooth migration from a manual to automated provisioning system. 

2.1.5 Connectors

Quickly establish direct communication with large set of popular target resources, converting business changes into specific actions on each managed resource. Mature development tools enable custom connector creation and deployment. 

· Speeds deployment of automated provisioning to new target resources. 

· Extends solution to custom-developed resources that may not use standard integration or communication methods. 

2.1.6 Synchronization

Bi-directional connectors enable changes made directly from one target resource to synchronize profile changes with other target resources. 

· Promotes profile consistency across resources, automatically distributing profile changes pertinent to a person's entitlements and ensuring appropriate enterprise-wide access privileges. 

· Reduces password-related Helpdesk calls since users can synchronize their password across resources, making for only password to remember. 

2.1.7 Authoritative Sources

Modifications made to master sources (e.g. an HR system) can automatically trigger provisioning account creation, modification or deletion. 

· Leverages existing business processes; a new user can be "born" in an existing authoritative system first, then passed along to other resources through the provisioning system. 

· Improves administrative efficiency as manual and repetitive "create new user account" tasks in multiple target resources are consolidated into one process. 

2.1.8 Auditing/Reporting

Comprehensive set of reports highlights common activities, delayed tasks, and other information. Sophisticated audit file definition/viewing tools allow administrators to group and sort specific system events for easy viewing. 

· Improves visibility into the effectiveness of an organization's provisioning processes, which can result in important medications/improvements. 

· Use the provisioning system's auditing capabilities to generate details reports that can be used for compliance audits and regulatory activities.

The Provisioning Edition infrastructure will operate on the following platforms:  

	Component
	Operating System
	Platform

	IdentityMinder Server
	Win2000 SP4/Windows 2003
	WebLogic 8.1; JBoss 3.2.2 

WebSphere 5.1

	
	Solaris 8,9
	WebLogic 8.1; JBoss 3.2.2

WebSphere 5.1

	Provisioning Server
	Win2000 SP4, Win2003, Solaris 8 
	WebLogic 8.1

	Policy Server
	Win2000 SP4/Windows 2003
	MS IIS 5.0/6.0 (respectively)

	
	Solaris 8, 9
	iPlanet/Sun Enterprise Server 6.0

	
	HPUX 11, 11i
	iPlanet/Sun Enterprise Server 6.0, Apache 1.3.28, HP Apache 2.0

	
	Red Hat Linux AS 2.1
	iPlanet/Sun Enterprise Server 6.0, Apache 1.3.28, 2.0.48


In addition, Provisioning Edition may also require the following components:

· IdentityMinder User Store: iPlanet/ Sun One Directory Server, Active Directory, Novell eDirectory, IBM Directory Server, Siemens DirX, Critical Path, Oracle Internet Directory, Oracle 9i RDBMS, and MS SQL Server 2000

· IdentityMinder Policy Store: iPlanet/ Sun One Directory Server, Active Directory (and “ADAM”), Novell eDirectory, IBM Directory Server, Critical Path, Oracle Internet Directory, Oracle 9i RDBMS, MS SQL Server, and IBM DB2 UDB

· IdentityMinder Database: Oracle 9i RDBMS, MS SQL Server 2000

· Provisioning Database: Oracle 9i RDBMS

· Provisioning User Store: iPlanet v5.1 

In addition, IdentityMinder eProvision can fully support a distributed environment.  The application is designed to handle provisioning tasks on an enterprise scale, which includes distributed sites.  

First, eProvision provisioning connectors can either be hosted on the provisioning server, or on dedicated servers.  The provisioning tasks consist of three steps: entitlement determination, workflow and task execution.  In scenarios where the provisioning system must handle large volumes of transactions, eProvision can distribute task execution to intermediary servers either local or remote, which are hosting the provisioning connectors, as shown in the following figure.  
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Figure  AUTONUM  \* Arabic  eProvision Distributed Architecture

Communication between the eProvision server and connector servers can be done via HTTP.  In addition, the communication channel can be configured to operate over SSL (HTTPS) with dual side certificate authentication (Client and Server Certificate authentication).  

By distributing the task execution to other servers, the eProvision server can be allocated a greater amount of its processing resources on the business logic associated with entitlement management, approvals and escalations, and auditing.  

NOTE: It is important to note the connector servers do not have to be standalone servers.  The tasks put very little load on the CPU allowing the services to be placed on any lightly loaded server.

2.2 Integration & Synchronization 

Within Provisioning Edition, there are essentially three types of integration:

· Business process automation and integration 

· Directory integration 

· Resource integration for provisioning / synchronization 

Each of these is described in greater detail in the following sections.  

2.2.1 Business Process Integration

IdentityMinder enforces and automates business processes by providing integrated workflow approval eliminating the authorization paper chase.  Workflow approvals are required in business today, but take on added significance in a distributed environment where responsibilities are delegated.  Workflow can be associated with activities such as modifying profiles, group membership, role assignment, and other events in the system.  

The workflow engine is a middleware product that exports automated process management services to other applications via an Application Processing Interface (API). It integrates with both client and server-based applications and its components allow easy modeling of complex business processes and work coordination of people and systems to complete those processes. These components offer three core functions:

· Process Designer - The process designer lets business users model their business processes, and immediately communicate to developers the intent and dynamic business rules for each step. The process models are the frameworks that drive the day-to-day performance applications. Use the Process Designer to:

· Capture what steps, both mandatory and conditional, are required for a process

· Determine the order in which steps will be performed, including branches and merges

· Decide how human and automated resources are selected to perform each step

· Select elements from enterprise data stores to resolve branching and resource selection decisions

· Component Integrator - With component integrator, developers can integrate the services of other applications to meet the needs of business processes. It provides standard, open tools for retrieving data and triggering actions in other applications, using the approach best suited for each. Each integration is a reusable object, easily accessed when required again, so development time and effort are reduced.

· Process Manager - Process manager directs each job for every process, ensuring smooth transfer of responsibility for steps from one resource to the next. Each job moves through the process in strict compliance with business rules, based on the unique traits of that job. Jobs with different profiles can pass through processes differently as rules dictate. The business remains in control without sacrificing adaptability.

2.2.2 Directory Integration

IdentityMinder provides native integration with industry-leading directory services, eliminating redundant administration of user information.  IdentityMinder uses directories in several ways: 

· Delegated User Management: IdentityMinder provides a web-based interface to allow you to delegate the administration of users, groups, and organizations residing in the directory.

· Password Reset: IdentityMinder provides forgotten password services support, thus allowing end users to reset their password stored in the managed directory with intervention of an administrator.  

· Provisioning & De-provisioning: eProvision can automatically create, modify, disable or delete accounts in the directory based on pre-defined provisioning policies.

· Self-Registration: End-users can ‘self-register’ on a web-site using customizable IdentityMinder templates.  This information is securely passed back to the policy server, which then natively adds the user to the directory 

· Synchronization: eProvision can synchronize attributes, including passwords, stored in the directory with backend systems.  

· User Self-Service: IdentityMinder allows administrators to delegate the management of specific user profile attributes directly to the end user.  

IdentityMinder supports LDAP v3 compliant directories, and has been certified with the following directory products: iPlanet/Sun ONE, Novell eDirectory, Active Directory, Oracle Internet Directory, Critical Path (IDS), and IBM Directory Server.  

IdentityMinder eProvision provides out-of-the-box bi-directional support for LDAP compliant directories.  With this type of connector, user profile data managed by eProvision and the target LDAP can be synchronized in either direction.  LDAP connectors are built using a tool called ePM Xpress.  The Xpress tool provides a wizard-like interface for the development of connectors to the directory server.  The Xpress tool can automatically pull the user-related attributes, and allows for visual mapping between the target directories and provisioning user store.  With the appropriate system administrator available, an LDAP connector can be built in a matter of hours with the Xpress tool.  

2.2.3 Resource Provisioning Integration

A key concern of organizations implementing a resource provisioning solution is creating the connectivity to the myriad of IT systems that exist in the organization. Netegrity offers a large set of connectors to common applications within the enterprise.

IdentityMinder eProvision connectors serve as the primary conduit for communication between the provisioning engine and managed systems within the IT infrastructure. They provide the communication channel for translating business changes that may be initiated through user account modifications in IdentityMinder to the corresponding account changes for each specific platform or resource that a user has been provisioned to. When a request to implement a business change is entered via the IdentityMinder system (e.g. synchronizing a user attribute change from IdentityMinder out to a target system), the connector for each system affected is notified. Each connector, in turn, triggers the mechanism to execute the required IT change in the IT system. Typically, a connector contains a component that interacts with the provisioning engine and a component that configures the IT system. These two components interact via a COM or Java interface and may function in an agent-less or agent-based mode.

IdentityMinder eProvision offers two different architectures for ePM connectors.  The first architecture involves installation on the eProvision server with no installation requirements on the source system.  In the second architecture, the ePM is installed on the source system itself.
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Figure  AUTONUM  \* Arabic  eProvision Provisioning Connector Architecture

In the case of installation on the source system, the installation requirements vary by the type of application.  For example, in the case of PeopleSoft, the installation requirements include the simple configuration of a PeopleSoft Message Node which defines the URL of the eProvision Gateway which will receive user changes over XML/HTTP.  

The provisioning server communicates with target resources using connectors (either packaged or custom-developed). Connectors establish a two-way relationship with the provisioning engine – thus changes in any target resource can result in changes in other connected target systems. In this way, provisioning software acts as a synchronization engine for accounts distributed across an enterprise.  

During the process of configuring a resource connector, an administrator can designate what user attributes should be synchronized from the master identity store with the target resource. The attribute mapping process is done when configuring a resource connector. For connectors that are built using the ePM Xpress tool, the resource administrator is able to graphically map attributes from the master identity store to resource-specific attributes that are exposed by the managed system. The figure below illustrates the mapping process.
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Figure  AUTONUM  \* Arabic  eProvision Attribute Mapping Process

An important component of what an identity management and resource provisioning solution needs is the ability to deal with local changes made natively on target systems. This provides consistent and secure access to corporate resources by guaranteeing that the policies you have defined are applied to all changes, not just the ones made by the provisioning engine.

For example, when an IT administrator or end user manually modifies an attribute or other application specific account information (e.g. phone number) directly on a target system that is managed by the provisioning engine (e.g. email account), the provisioning engine detects the change initiated by the target system, and determines the resource impacts (e.g. evaluate provisioning policies). If the attribute that was modified is configured for synchronization across multiple resources, a new business change is initiated by the provisioning engine, which may cause a series of update activities on any systems that are configured for synchronization.

With regards to supported systems, this would depend upon where the change was initiated i.e. within the eProvision application itself, or within a local system (“Trigger”).  IdentityMinder eProvision connectors serve as the primary conduit for communication between the provisioning engine and managed systems within the IT infrastructure.  Different types of connectors can support profile changes as the trigger system, the target system or both, as shown in the following figure.  
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Figure  AUTONUM  \* Arabic  eProvision User Profile Attribute Synchronization

In this figure, the letters represent the types of connectors:

· A – Feeder Connectors:  In this case, business changes that are made natively on the system are detected and synchronized with the profile data managed by eProvision.  Therefore, any system connected to the provisioning server via a Feeder connector can trigger a synchronization event; however, profile changes initiated by other systems cannot be synchronized to this application.  

· B – Bidirectional Connectors: With these connectors, user profile data managed by eProvision and any target resources can be synchronized in either direction, regardless of where the change originates.  Therefore, any system connected to the provisioning server via a bi-directional connector can be both a trigger system and a target system.  

· C – Forward Connectors: In this case, changes made on the system cannot be detected by the provisioning server.  However, eProvision can synchronize data stored in the provisioning user store with this type of system.  Therefore, system connected with a Forward connector can be a target system, but not a trigger system.  

The following table outlines the systems (via their provisioning connectors) that can be a trigger or target system with regards to synchronization.  

	IdentityMinder eProvision Provisioning Connectors

	Connector Name
	Capability
	Trigger
	Target

	Operating System Connectors 

	Windows NT
	Bi-Directional
	Yes
	Yes

	Windows 20xx
	Bi-Directional
	Yes
	Yes

	UNIX - Solaris 2.8
	Bi-Directional
	Yes
	Yes

	UNIX Linux
	Bi-Directional
	Yes
	Yes

	UNIX AIX
	Bi-Directional
	Yes
	Yes

	UNIX HPUX
	Bi-Directional
	Yes
	Yes

	AS400
	Bi-Directional
	Yes
	Yes

	Groupware Connectors

	Exchange 20xx
	Bi-Directional
	Yes
	Yes

	Exchange 5.5
	Bi-Directional
	Yes
	Yes

	Netware 5.0
	Forward
	
	Yes

	GroupWise 6.0
	Forward
	
	Yes

	Lotus Notes R5
	Forward
	
	Yes

	Enterprise Application Connectors  

	PeopleSoft HR 8.3
	Feeder, Forward
	Yes
	Yes

	SAP Accounts 4.6b and above
	Bi-Directional
	Yes
	Yes

	SAP HR 4.6
	Feeder
	Yes
	

	SAP Portal
	Bi-Directional
	Yes
	Yes

	Oracle Applications - Accounts
	Forward
	
	Yes

	Mainframe Connectors  

	MVS - RACF
	Bi-Directional
	Yes
	Yes

	MVS – Top Secret
	Bi-Directional
	Yes
	Yes

	MVS - ACF2
	Bi-Directional
	Yes
	Yes

	Security Service Connectors  

	RSA ACE Server 5.1
	Forward
	
	Yes

	Connectors created with ePM Xpress tool

	Any LDAP V3
	Bi-Directional
	Yes
	Yes

	Any JDBC
	Bi-Directional
	Yes
	Yes

	Universal (CSV)
	Forward
	
	Yes

	Command Line Interface (CLI)
	Forward
	
	Yes


In addition, IdentityMinder eProvision also provides ePM Xpress, and an open SDK for the development of connectors to proprietary systems or other third-party systems. The ePM Xpress tool significantly eases the development of connectors by providing a wizard-like interface that automatically pulls the target system’s user related parameters and allows for a visual mapping to the attributes within the user’s directory profile.  
The ePM Xpress tool supports systems with a ODBC/JDBC interfaces, JAVA, COM, XML, LDAP, command line, and CSV. For systems that don’t support any of these interfaces, you can use the open SDK to develop custom connectors.  IdentityMinder eProvision also provides Studio SDK, a development tool that provides users with an interactive environment in which to test and exercise the connector being developed with the SDK without having to connect to the target system in the initial development stages.  

Lastly, IdentityMinder eProvision can support local changes made on the managed systems.    As mentioned previously, eProvision connectors support bi-directional synchronization.  If a change occurs to an account on a managed system (i.e., add/modify/delete), the bi-directional technology acknowledges this change and notifies the provisioning application, which will trigger the rules engine. 
The dynamic business rules engine allows any event to be managed automatically by a policy or manually by an authorized user.  In both cases, the available options are as follows:

· The system can evaluate the data and determine that no actions need to be taken.

· The system can determine that the change was inappropriate for any reason (made by an unauthorized user, not within policy, etc), reject the change, and revert to the previous state.

· The system can determine that the change was appropriate and propagate the change to other systems including the master identity store.

· The system can determine that the change should be reinterpreted as a business change trigger and resubmit it for further processing. An example of such an event could be manually removing an employee from Exchange Server A to Exchange Server B to accommodate a job relocation. If the employee did not previously have an account on Exchange Server B, the provisioning engine can be authorized to reinterpret the action as equivalent to a trigger from an HR system.

3 Responses to Questionnaire 

The following items section consists of both rated and open-ended questions.  These questions should be addressed by either filling in the appropriate rating based on the supplied scale or a clear, concise answer addressing the question.  Should you require additional commentary space feel free to attach additional sheets.

3.1 General Questions

	Question
	Score
	Comments

	1. Company information and background
	
	 

	2. Number of years in business?
	
	

	3. Number of employees?
	
	

	4. Number of current customers?
	
	

	5. Number of NON-pilot customers?
	
	

	6. Total seats being used by all customers?
	
	

	7. Maximum seats being used for one (1) installation?
	
	

	8. Are user groups available for the product?
	
	

	9. References for clients using proposed services in production and pilot environments?
	
	

	10. How much of your revenue is dedicated to R&D?
	
	

	11. How many releases per year of the product(s)?
	
	

	12. What are the technical support SLA’s?
	
	

	13. Who are some of your strategic partners?
	
	

	14. Do you have a relationship with Newscorp and/or a Newscorp entity?
	
	

	15. Are you a member of any standards-defining committees, boards, groups? For Identity Management?
	
	


3.2 Product and Functionality Overview

	Question
	Score
	Comments

	16. What is the name of the product?
	
	

	17. What is the current Generally Available version of the product? When will the next GA release be available? 
	
	

	18. Number of current customers?
	
	

	19. Does the Provisioning Solution allow an administrator to create/delete/disable/update and manage users across multiple platforms? 
	
	

	20. How does the Provisioning solution handle errors when processing a request?  What native/low level attributes does request require?
	
	

	21. Does the tool provide an interface for batch updates?  Explain
	
	

	22. Describe how tool can be used for management of “process” or “application” IDs that are not associated with users. 
	
	

	23. Describe how synchronization occurs between native platform/app and the provisioning solution?
	
	

	24. Please provide details of the following support options:

· Level of support during and outside of business hours (e.g., pager)

· Location(s) of support services

· Response levels
	
	

	25. Does the Provisioning solution maintain a central repository of all user account information and relevant data?  Please explain in detail how your provisioning solution manages user information?
	
	

	26. Please describe the Provisioning solution’s administrative capabilities, including troubleshooting tools, diagnostics, and status tools or screens.  
	
	

	27. Can changes in the user access of users be monitored? If so, to what granularity? How are notifications sent out for these changes?  
	
	 

	28. Can the list of user attributes you provide be extended? If so what methodology do you provide in this regard?
	
	

	29. Does the system support ‘start date’, ‘end date’ for ‘number of days’ for user privileges to be active?  (The ability to set a date in the future to provision or de-provisioning an account)?
	
	

	30. Does the tool provide the ability to revoke an individual’s access across all managed platforms immediately? 
	
	

	31. The provisioning system should have the ability to accept a feed from the homegrown HR system and should correlate the user attributes from the HR system to the user provisioning system. Explain how this will be possible using your solution.  Does this require custom code to be written?  How do you map the fields from the HR system to the provisioning solution?
	
	

	32. “Provisioning Automation”. Does your solution address the automatic provisioning of lifecycle events, such as account creations, modifications, and deletions on target systems, in response to events such as new hires, transfers, promotions, suspensions, and termination?
	
	

	33. Can feed from HR database on employee terminations automatically delete all access privileges on a designated future date?
	
	 

	34. Is the product integrated with enterprise monitoring solutions (e.g., such as CA Unicenter) and/or common desktop collaboration environments (e.g., Outlook) for email notification?
	
	

	35. Can the product support (or integrate with) IT modeling and analysis products (specifically MEGA)?
	
	


3.3 Target Systems Supported

Please list which systems are supported out of box and which will require customization

	Target System
	Score
	Comments

	36. Windows Platform: Windows 20xx, 2003, XP, NT
	
	

	37. UNIX Platform:
	
	

	· HPUX
	
	

	· AIX
	
	

	· Linux
	
	

	· True 64
	
	

	· Solaris 
	
	

	· Open VMS
	
	

	38. Database:
	
	

	· Oracle 8, 8i and 9i
	
	

	39. Applications:
	
	

	· SAP
	
	

	· Siebel
	
	

	· Citrix
	
	

	· ODBC based applications
	
	

	· LDAP based applications
	
	

	· CA Unicenter ServicePlus Servicdesk
	
	

	40. Messaging: Microsoft Exchange 20xx
	
	

	41. Directory Services:
	
	

	· eTrust Directory
	
	

	· Active Directory
	
	


3.4 Customization

	Question
	Score
	Comments

	42. Does the Provisioning solution provide capability to provision to applications that do not have open APIs?  What tools are available for building custom agents or connectors?  Do you provide support for multiple programming languages (Java, C++, Perl)?  If the capability isn’t generally available, is it planned and, if so when will it be released?  
	
	 


3.5 Architecture

	Question
	Score
	Comments

	43. Please provide a complete architecture overview of your Provisioning solution.  Please include all components needed for the solution.  
	
	

	44. What is architecture topology of tool software? N-Tier? Fully distributed across multiple network segments? Requires all components to be installed on single server/platform? What platforms can tool run on? 
	
	

	45. What software (include operating systems) must be loaded on the client and server machines?  Also include the version.
	
	

	46. Please explain the capabilities of the provisioning solution for providing confidential or encrypted data transmissions based on strong cryptographic encryption algorithms.
	
	

	47. Is the data stored in a directory or a database?  Is the data stored in separate attributes or is it stored as blob in one attribute?
Please provide in detail the technical footprint of the total solution?
	
	

	48. Required Hardware (type and size) – provide a hardware configuration diagram.
	
	

	49. Please explain if your product supports failover, high availability and load balancing.  Please recommend the architecture for this.
	
	


3.6 Roles – Policy Definition

	Functionality
	Score
	Comments

	50. A separate module to help define roles, policies and their correlation
	
	

	51. Application definition
	
	

	52. Business Unit definition
	
	

	53. Assign policies to roles
	
	

	54. Assign roles to users 
	
	

	55. Correlate applications and policies
	
	

	56. Ability to create roles using representative user’s current access
	
	

	57. Ability to create roles using correlation on certain attributes based on current access
	
	

	58. Ability for managers and application owners to sign off on roles, policies and users for their Business Unit online prior to the system publishing the information
	
	

	59. Role hierarchy
	
	

	60. Business Unit hierarchy
	
	

	61. Ability for managers to only view roles, policies and users for their Business Unit
	
	

	62. Segregation of duties in roles and policies
	
	


3.7 Workflow

	Question
	Score
	Comments

	63. Is there ability to set up approvers at the role, policy and user levels?
	
	

	64. Is there is a web interface for approvers to log on and approve the transaction?
	
	

	65. Does your solution notify users and approvers?
	
	

	66. Does your support delegated approvals?
	
	

	67. Can the approval request be routed to another user, in the event one user is not available?  Can this be accomplished based on the time that the approval request has been outstanding?
	
	

	68. Does the Provisioning solution provide the ability to trigger workflows based on user data changes from the data feed sources?  
	
	

	69. Does the Provisioning solution provide the ability for the approver to provide comments? 
	
	


3.8 Password Management

	Question
	Score
	Comments

	70. Does your solution provide self service password reset capability?
	
	

	71. Does your solution provide self service password synchronization capability?
	
	

	72. Does your solution provide standard enforceable password policies?
	
	

	73. Does your solution provide the ability to set up password aging on target systems?
	
	

	74. Does your solution provide to perform a forced password reset?
	
	

	75. Does your solution provide the following functionality on the target systems:

· Password expiration

· Password format

· Password lockout due to inactivity

· Password number or re-uses


	
	


3.9 Delegated Administration

	Question
	Score
	Comments

	76. Provide an overview of your delegated administration capability
	
	

	77. Does your solution provide delegated password reset capability?
	
	

	78. Does your solution provide Delegated user administration capability by Business / Organization Unit?
	
	

	79. Does your solution provide Delegated ability to assign/remove roles from users
	
	

	80. Is it possible to define administrators that can only modify certain attributes of the user in the target systems?
	
	


3.10 Reports and Queries 

	Question
	Score
	Comments

	81. Does the provisioning system provide out of the box reports? Please provide a list.  Is it possible to make customized reports using standard reporting tools? Explain
	
	

	82. How is the data stored in the directory/database?  Is the data stored in attributes or as XML in the database?  Can SQL commands be run on the provisioning directory or database?  
	
	

	83. Reports on Roles, Policies and Users?
	
	

	84. Report on the users actual access at any point in time
	
	

	85. Reports by business units?
	
	

	86. Reports by application / platform / database?
	
	

	87. Report on what a user has access to vs. what a user should have access to (delta report)?
	
	

	88. Manager signoff reports – what do the users in a particular business unit have access to?
	
	

	89. Application signoff reports -- which users have access to a particular application and what is their access within the application?
	
	

	90. Does the provisioning solution provide online signoff of roles, entitlements and compliance reports?
	
	


3.11 Training Overview

	Question
	Score
	Comments

	91. What type of training does your organization provide (e.g. ‘train the trainer’, Administration, Configuration, etc)?  Is this web based or classroom training?  Please provide details. 
	
	


3.12 Cost Overview

	Question
	Score
	Comments

	92. Please provide the cost of the solution – including software costs, professional services, training and maintenance for 3 years.  Please break up the professional services costs into all relevant components included but not limited to process re-engineering, role and policy definition, solution architecture design, installation, deployment in dev / stage / prod, training.  Professional services should include process reengineering, role definition, deployment of the role based user provisioning solution and training.  
	
	


3.13 Other Identity and Access Management Components 

	Question
	Score
	Comments

	93. Does your organization provide other access control including access control for client server, web and web services applications?  Are these products integrated out of box with your proposed provisioning solution?
	
	


3.14 Prior DIRECTV Vendor

	Question
	Score
	Comments

	94. Has your organization provided products/services to The DIRECTV Group in the past? If yes then please provide the product/service details.
	
	


3.15 Auditing
	Question
	Score
	Comments

	95. Does the Provisioning solution provide the ability to store audit logs in a central location or are they stored locally?  
	
	

	96. How can the Provisioning solution help this client meet regulatory requirements such as Sarbanes-Oxley?
	
	

	97. How the target systems’ audit logs are affected by your product?
	
	

	98. Formats of logs generated?
	
	

	99. How are logs protected (who or what can write and read the logs, integrity checking, encryption, etc.)?
	
	

	100. The action your Provisioning solution takes as logs approach maximum capacity and when a log experiences an overflow condition?
	
	

	101. Please explain your Provisioning solution’s audit and logging capabilities, including:
	
	

	102. Logging of the following events: log in, log out, create account, remove account, modify account, suspend account, password changes, create role, remove role, workflow actions, workflow changes, error conditions.
	
	



