The cost of SPAM

A Mail User Agent (MUA) is a program you use directly to read and send email. Examples include Outlook, Evolution, Mutt and Thunderbird. For webmail users the MUA is the interaction between the web browser when connected to the webmail host and the web application. 

A number of vulnerabilities, e.g. cross-site scripting, arise from the expectation that the MUA directly renders HTML, automatically running any JavaScript embedded within the HTML.
Web bugs in email for spying purposes
Various methods are used, but the simplest uses an invisible pixel image loaded from a remote website, where the image URL contains a cookie, which keys the identity of the email that was sent. 

http://www.didtheyreadit.com/ advertises their ability to exploit this vulnerability. If you are responsible for email administration, you might consider blacklisting email coming from or relayed through the servers of companies, which advertise intrusive email services.

Defeating this privacy attack either requires use of an indirectly HTML capable MUA (e.g. Mutt where the user has to choose to open the HTML attachment in a separate web browser), or a directly HTML capable MUA which does not automatically obtain remote linked content.
Role of MTAs (Message Transmission Agents)‏

Before discussing technical attacks intended to compromise these and the spam problem, let us consider what MTAs do.
Email is sent from a MUA to a submission MTA (MSA) relay using the SMTP protocol. The message is then typically relayed, also using the SMTP protocol between a number of MTAs until the final MTA responsible for the recipient's incoming email receives it and spools it on a server ready for download. Downloading typically uses IMAP or POP3 protocols, perhaps combining HTTP for web email. SMTP relaying between MTAs was, along with the Usenet news system, an early Peer-to-Peer protocol.
Relaying between MTAs

Three categories of SMTP client-server connection exist from the point of view of security classification. The SMTP client is the message sender, and the SMTP server is the recipient in all three cases.
· Relaying on behalf of the sender.
· Cross-domain relaying - no prior relationship exists between the client and the server.
· Relaying on behalf of the recipient.
SMTP flow diagram
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SMTP - Simple Mail Transport Protocol
MUA - Mail User Agent

MSA - Mail Submission Agent

MTA - Mail Transfer Agent
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Rejection, Bouncing and filtering

· Rejection means that the MTA listening for incoming cross-administrative domain email sends the client a 5xx permanent rejection code. 

· Bouncing means that the same MTA accepts a message, which it later considers undeliverable and it sends a DSN (Distinguished Service Notification) message to the sender.

· Filtering means that the MDA considers an incoming message likely to be spam and places it into a junk email folder or changes the Subject: header to indicate the message as probable spam.

MTA technical attacks

Sendmail, Postfix and Exim are now considered mature and stable programs. Until a few years ago, the MTA thought responsible for most high volume mail installations, Sendmail had a history of remotely exploitable buffer overflows. 

Most recent potentially exploitable vulnerability is thought unlikely to have resulted in any compromised systems in practice.
Spam is another matter. This threat generally is not intended to compromise individual mail programs but by exploiting the almost free and universal connectivity provided by SMTP email this threatens the open nature of email use.
Definition of SPAM

If you are going to reject or filter something, or create useful legislation or encourage good practice, you need to know your enemy. The Internet Service Provision (ISP) and email development community generally defines spam as:
· Unsolicited: The recipient did not ask for it.

· Bulk: For someone to spam they have to send many similar messages, generally by automated means.

· Email: The problem exists with other protocols too.

· Other definitions: Unsolicited Commercial Email?

Where does a Spam come from?

Each MTA in the transmission chain normally inserts a Received: header above any previous ones. Exceptions to this include sending MTAs inside a firewall where administrators wish to avoid divulging details concerning private networks. 

Spammers are expected to falsify all headers, but a legitimate MTA receiving and relaying a message from a spammer will normally insert a correct header and this should include the IP address of the computer used by the spammer to send the offending message. If your message deliverer does not let you view the full message headers then you will not be able to trace the message route.

Unix> Whois IP-Address

Current Anti-Spam technologies

· DNS IP address blacklists and whitelists (DNSBL, DNSWL)‏

· DNS spamvertised URL blacklists

· Email content multi-factor spam scoring

· Email virus scanning e.g. Clam-AV

· Sender domain verification using DNS - SPF, Sender-ID, CSV

· Sender domain verification using digital signature - Domainkeys 

· Spamtrap addresses to detect spam originating hosts

· Collaborative data collection on spam origins

· Tarpits - web programs which generate bogus addresses or which waste spammer resources.

· Greylisting - using a 4xx temporarily unavailable SMTP response on first connection attempt from an unknown host.

· Hiding or obscuring your email address on a website, or making it difficult for web scraping programs to read it.

More Realistic approaches
· Reducing the number of Internet connected compromised hosts, or limiting their network connections.

· Preventing direct SMTP sending bypassing the ISP MSA. External port 587s are OK, port 25s should be proxied. 

· Rate limiting MSA submissions.

· Arranging to obtain and use better feedback about unwanted mail between recipients and their ISPs

· Reducing the economic incentive to spammers by educating email users not to buy spamvertised products etc.

· Catching and jailing spammers to scare off the rest.

· Educating those operating mailing lists to ensure they use confirmed opt-in best practices, collect addresses themselves and maintain effective unsubscription procedures.

· Educating and training those responsible for ISP abuse desks and email server administration.

· Educating ISPs so these become fast in terminating accounts of customers who spam, and willing to pay a premium for staff with the relevant knowledge, ethics, skills and abilities.

· Passing laws making those with proven connection to spam accessories. E.G. of those selling spamvertised products or operating advance fee fraud, or pumping and dumping stocks.

The reason there is no FUSSP is because spam is as much a crime problem as it is a technical one.
Conclusions:

Using a combination of blacklists, whitelists, rejection and filtering approaches it is possible to avoid 95% or more of incoming spam with a false positive rate of < 0.1%.
Spam continues to be a major issue for ISPs and system administrators responsible for the support of corporate email. 

Those involved in the management and use of email lists need to continue to educate themselves on acceptable working practices to avoid the consequences of blacklisting.

Some links to recommended further reading are present in the HTML version of these notes.
