This document is provided without warranty, always vet out what works best for you and your organization.

Scope

This standard applies to all non-corporate entities establishing a connection with the corporate network, whether such connection originates at a corporate facility or a third party facility, and whenever such connections are made via systems or equipment neither owned by corporate nor conforming to corporate standards.  Such entities are ordinarily corporate Partners, contractors, suppliers, third party service providers, or their staff or agents.  

The guidance in this standard shall be considered the minimum acceptable requirements for the use of corporate network connections by non-corporate entities.  This standard sets forth expectations across the entire corporate organization and for all third parties granted network access.  Additional guidance and control measures may apply to certain business scenarios and high-risk situations.  This standard shall not be construed to limit application of more stringent requirements where justified by business needs or assessed risks. 

Third Party Connectivity Standard

Corporate’s business functions rely upon the integrity, confidentiality, and availability of its computer systems and the information assets stored within them.   Responsibilities and procedures for the management, operation and security of all information processing facilities must be established.  This standard supports the stated objectives.

Roles & Responsibilities

The End User is responsible for conformance to this standard and for assuring that permitted access is limited to properly authorized persons via the controls and mechanisms described in this standard.

The IT Custodian is responsible for defining and implementing security measures and controls to ensure the system(s)/application(s) are managed and operated in a secure and effective manner.

The Chief Information Security Officer has overall responsibility for security standards, and in conjunction with the Information Security Department will be responsible for defining, implementing, managing, monitoring and reviewing compliance with the Third Party Connectivity Standard.

The Information Security Department will:

Assist End Users and IT Custodians in assessing, defining, implementing, managing and monitoring appropriate controls and security measures. 

Audit and review the adequacy of controls and security measures in place to measure and enforce conformance to this standard.

Requirements and Implementation

Overview

In support of its business functions, corporate may engage the services of non-corporate entities (hereinafter, third party).  These engagements may require establishment of network connections between corporate and the third party.  Where such connection is allowed, the third party must conform to the security standards of corporate within the scope of the engagement.

Corporate is performing both management and processing of personal and confidential data, on its own behalf and on behalf of its customers.  When network access between corporate and the third party is granted, corporate may become an intermediate conduit between the third party and the customer.  Therefore, third parties with such access must exercise the same duty of care required of corporate in respect to data privacy and confidentiality.  This duty of care is defined in relevant corporate policies and by applicable government law or regulations.

General Requirements

All third party network-to-network connections to the corporate network must be based on legitimate business need and properly authorized by both the business stakeholder(s) and Information Security.

All connections between the corporate network and any third party must be secured commensurate with the classification of the information which will be accessed.

All information classified above the level of Public must be transmitted via a secure connection.

All access to the corporate internal network must be properly authenticated as set forth in the corporate Authentication Standard.

Requirements – Persistent Network-to-Network Connections

Third party must maintain security controls and guidelines applicable to the scope of the project.  Such controls must be accepted as adequate by corporate.

Third party must sign appropriate non-disclosure agreements.

Third party must supply a documented security plan describing network architecture, security measures and data handling rules.  Corporate must approve the plan prior to project implementation.

All system configuration changes in scope must be reviewed and authorized by corporate.

Third party connections are subject to monitoring by an intrusion detection system.

Corporate retains the right to limit or restrict the nature and type of network protocols in use.

All third party network access must terminate in a firewall on the corporate network.

The default firewall setting will deny all traffic.  Any departure from this rule must be reviewed and authorized by corporate.

All network security events flagged on third party connections (e.g. virus attacks and intrusion alerts) must be reported to corporate and logged.  Corporate may request inspection of relevant third party logs without prior notice.

Third party must prevent subsequent access by persons or processes through their connection to the corporate network, except as specifically authorized by corporate.

Third party must permit corporate to monitor its systems for security compliance upon request.  Any intrusive monitoring will be done in a cooperative manner.

Third party must implement and maintain a plan for incident management and disaster recovery, including data protection and recovery testing.  Reports of test results should be submitted to corporate at least annually.

Third party must allow corporate access to physically inspect its facilities and equipment.

Third party will not have direct access to corporate Production environments for the download or transfer of any non-public information.  No sample or test data containing PII will be allowed out of Production unless masked or scrambled to prevent identification of individual records or data.

Third party must not transmit any corporate intellectual property, proprietary information, or data in their possession across the public infrastructure (e.g. the Internet) without encryption.

Requirements – Temporary Network-to-Network Connections

All temporary connections must be based on business need for access.

Any such connections must be authorized in advance by corporate business stakeholders and Information Security.

Third party must maintain security controls and guidelines applicable to the scope of the project.  Such controls must be accepted as adequate by corporate.

Third party must sign appropriate non-disclosure agreements.

All temporary connections must be established by the use of secure protocols.  

Protocols currently authorized are:

Secure Hypertext Transfer Protocol (https)

VPN – using authorized corporate VPN client and security token

Secure shell (ssh)

Secure FTP (sftp).

Temporary connections must not permit the use of tunneling protocols.

Corporate retains the right to limit or restrict the nature and type of network protocols in use.

Any access to the corporate internal network requires use of authorized authentication as set forth in Corporate’s Authentication Standard.

Any temporary connection which fails authentication will be dropped.

Third party must prevent subsequent access by persons or processes through their connection to the corporate network, except as specifically authorized by corporate.

Third party must not transmit any corporate intellectual property, proprietary information, or data in their possession across the public infrastructure (e.g. the Internet) without encryption.

All temporary connections must be configured to expire after a reasonable idle period.  As a general guideline, the connection should be terminated when the idle period exceeds thirty (30) minutes of inactivity.

Requirements – Secure Email Delivery via Transport Layer Security (TLS)

Connection of internal corporate email systems with external email systems via TLS shall be evaluated based on the following factors, in order of priority:

Classification of the information to be exchanged

Business requirements

The nature of the relationship between corporate and the external party

Volume of email messages requiring secure transmission

Third party must maintain security controls and guidelines applicable to the scope of the project.  Such controls must be accepted as adequate by corporate.

TLS provides encryption only during the transmission between email gateways.  Third party is responsible for providing adequate security between their gateway and end users commensurate with the information classification of the message.

Corporate current runs TLS service on its email gateways, but will need to coordinate with the third party to properly configure and test that the TLS service is working.

Third party and corporate must exchange email server domain names and contact information for mail administrators.

Third party must generate an encryption key pair for each email server and provide the public key to corporate.

The key must be sourced from a recognized and publicly available root Certificate Authority (CA), such as Verisign, Thawte or RSA

The key must meet the standards for X.509 certificates

The key must be capable of ready validation through the issuing CA

Key length must be a minimum of 128 characters

The TLS service must be configured to provide protection for the highest information classification within the transmitted data.  This need must be understood prior to service inception and must be set to cover the full implementation from the start.  The following table sets forth the minimum requirements:

	TLS  Service Configuration
	Information Classification

	
	Public
	Private
	Confidential
	Highly Confidential

	Send SMTP Only
	X
	
	
	

	Send by SMTP or TLS
	X
	
	
	

	Send by TLS if possible
	X
	X
	
	

	Send by TLS only
	
	X*
	X
	X


(*) – Preferred method

TLS service must be thoroughly tested by both parties prior to moving into Production status.

End users must be aware that TLS may fail for a number of reasons, such as temporary inability to contact either the originating mail gateway or the CA.  

Therefore, senders to TLS-only email domains should follow up on message delivery and confirm receipt of emails sent.

Requirements – Guest Connectivity

Connections in public areas of corporate facilities (e.g., reception areas, publicly accessible meeting rooms, cafeterias, etc.) shall be logically separate from the internal network.

Publicly available connectivity points shall not enable direct connection to Corporate’s internal network or its services.

Pass-through network ports on VoIP telephones in public areas must be disabled.

Guests should be notified that their connection activity is subject to monitoring and may be disabled for good cause if violations of corporate policy are suspected.

Where justified by business requirements or risk, publicly available connections may be further protected, e.g. by the use of MAC address restrictions or WAP protocols.

Guests must not transmit any corporate intellectual property, proprietary information, or data in their possession across the public infrastructure (e.g. the Internet) without encryption.

All guest connections must be configured to expire after a reasonable idle period.  As a general guideline, the connection should be terminated when the idle period exceeds thirty (30) minutes of inactivity.

Exceptions under this policy must be detailed in a Risk Acceptance form approved by the System/Application Business Owner, Executive Lines of Business representative and the IT Custodian and the Information Security Compliance Department. 

