Policy and Firewall Implementation
Introduction
Due to the increasingly hostile nature of the Internet, we identified the need to increase the levels of security involved with protecting the Corporate's data and resources. One possible component of the solution to this problem involves the introduction of a firewall into the Corporate's network configuration. This firewall must adequately reflect the goals outlined in the networking policy. This policy states the network services that Corporate intends to permit or explicitly deny. The goals of this policy will be presented in this paper and examined in detail, as the development of the firewall policy is inherently dependent upon their existence.

This document also outlines the various policies that should be present in Corporate and identifies the areas that each must address. Due to the fact that Corporate is currently operating in absence of an official security policy, an outline is presented and some recommendations have been made that will help in its initial development. Although this is not meant to be an official and legally binding policy, it presents a base security policy that can be debated and improved upon at a later time. The policy that is specifically concerned with the firewall itself has also been presented, and much of it is based upon the networking component of the security policy, which is outlined here.

What is a Firewall Policy?

There are a large variety of hardware configurations existing that constitutes a form of firewall defense, but it is important to remember that in its broader definition, a firewall is just an implementation of the networking aspect of the existing security policy. Since a firewall is an approach to security, it must behave in accordance with the larger security policy that defines the services and accesses to be permitted. A firewall is thus both a policy as well as the implementation of that policy in terms of the network configuration.

There exist two distinct types of network policy that must be considered when designing a firewall. The first, higher-level policy is called Network Service Access Policy, which defines those services that will be allowed or explicitly denied on the restricted network. This policy also describes how those services will be used as well as exceptions that exist regarding their use. The lower-level policy is called Firewall Design Policy and this policy outlines how the firewall will actually go about enforcing and restricting the services outlined in the Network Service Access policy.

Restrictions on one type of network service access can often be sufficient motivation for users to look for other ways to obtain access to this service. In order to ensure that the network service access policy protects the network in the way that it was designed to, it is important to consider all avenues of access to the network and that proper protections are in place. Controlling all access points to the network provides network administrators a significant amount of security leverage.

Security Policy
Since a firewall can be a significant tool designed to enhance the security of an organization, more specifically with the security of the network, it is essential that it be mentioned in the security policy itself. The security policy is primarily implemented as a way of communicating with both the users and the administrators of the system, the issues that must be considered when any decisions are made with respect to security. It sets explicit expectations and responsibilities of both the users and the administrators, and lets both groups know what to expect from one another. It should explain why certain decisions have been made and why they are important, in order to help all users understand how the policy is designed to benefit them. 

If the firewall itself is expected to perform in the way the organization desires, the higher level network service access policies should be in place in order to formally specify its operation. These policies should be contained in the form of a security policy that outlines the types of network services Corporate is obligated to support. Since the services that are offered will directly affect the way in which the firewall will function, this policy should be in place before the firewall is integrated into the existing system configuration.

The security policy at the Acme: Currently does not exist in written form but is present as implied by the way in which the Corporate operates. Having the policy written down is a highly desirable goal, but it is not the point; living by it is. The security policy must be adhered to and periodically reviewed in order for it to be of any practical use. The policies outlined in the Undergraduate/Graduate Rules and Regulations do contain some material that is concerned with security related issues, and the security policy could be based on parts of these documents. These documents are reviewed by Corporate on a yearly basis and most likely the security policy could be included as part of this review.

Besides providing a set of guidelines to be followed by the systems user community, the security policy should also clearly identify the authority responsible for overseeing the fact that the policy is enforced. This point means that the managers of certain services should have the authority to revoke access when the policy isn't followed. In addition, there should exist a procedure that outlines the appropriate actions when dealing with exceptional circumstances should they arise. As the situation at the organization is, the technical support staff should have the authority to do the former, and perhaps consultation with the business unit head would satisfy the latter.

Besides outlining the network services to be offered by the Corporate, the security policy should also make mention of the following articles:

· The handling of user accounts, guest accounts and contractors

· The types of information that is to be considered confidential or important and is worth protecting and how personal files or confidential information are protected

· What individual users can do to help protect the system; including a policy on acceptable passwords

· Prevention, detection and restoration of compromised resources

· Internet access. What can users do on the Internet and what kinds of files should they be permitted to download

· The handling of viruses; including precautionary measures that should be taken to prevent exposure to known viruses

· The general types of network services to be offered. (Network Service Access policy), firewall policy

Each of these areas is very site independent, and a policy that works well at one organization, may not work well at another. This being the case, it is important to consider each of the above points from the perspective of the organization. A brief discussion follows that examines each component of the security policy individually and highlights any changes from the existing situation that will directly affect the way in which users use the system. Discussion on the networking policy and the firewall policy is postponed until later sections.

A team of systems administrators currently manages user accounts and policies exist outlining who is eligible for an account, as well as the conditions of their use. Accounts are given to authorized users who meet these requirements and they are legally bound by a user agreement contract they must sign before their account is activated.  A policy should be added that specifies the handling of guest accounts, as well as one that states how long accounts remain active once students, staff or professors leave the business unit.

The security policy should specifically state the types of data that are considered important enough to warrant protecting. This would include users personal files in the form of programs, text documents like a thesis or an email message, as well as system specific configuration files. This helps to allow users to better understand why security measures are in place, and why certain insecure services have been restricted.

A password policy is already in place, however it should most definitely be mentioned in the security policy. This is one of many things the user could do to help keep the system secure, but is probably one of the most important. Other ways that a user could contribute to system security would be properly managing their file and directory permissions or using other software that was designed with the security conscious person in mind. 

Since the user community is accustomed to having full access to the Internet, any restrictions on this freedom should be fully documented and explained in the security policy. The Internet can be an extremely valuable resource in a learning environment if it is used with caution. Although few restrictions might exist, the security policy should state a set of guidelines the user is expected to follow concerning its use. It is difficult to actually enforce these policies, however the majority of users will honor them if they are made aware of their existence.  This section would be an appropriate place to re-state the existing acceptable use policy with regard to Internet content that organizations dictates.

Should a security incident occur, the security policy should state who is responsible for restoring the system to a secure state, as well as any procedures that should be followed throughout the course of the repair. If the person in charge of system security detects a break in, who should be notified and what should be done with the compromised machine? Issues like these must be addressed in order to ensure that firstly any disrupted services are restored in a timely manner and secondly so that proof of the incident can be obtained should the legal need arise. The source of the security breach should be determined and fixed so the incident doesn't repeat itself and once the problem has been properly documented, the system administration team should be made aware of what happened.

The existing procedures regarding viruses should be continued and hopefully by making the user more aware of these procedures virus control can be increased. Since most viruses manifest themselves through various forms of software, the guidelines discussed earlier that are concerned with Internet access should also mention that one of their goals is to prevent the spread of viruses. Any software that is distributed on the system should be done so only by authorized personnel and only after its origin has been verified and deemed trustworthy.

At the highest level the organizational policy might also state the following goals that help to clarify and define many of the reasons that are considered regarding any decisions that are made with respect to system security:

· Information is vital to the economic well being Corporate 

· Every cost effective effort will be made to ensure the confidentiality, integrity, authenticity, availability and utility of Corporate's information.

· Protecting the confidentiality, integrity and availability of these information resources is both a priority and a responsibility for all employees and users, at all levels of the organization.

· All information processing facilities belonging to Corporate will be used only for authorized purposes.

Network Service Access Policy
The formulation of the network service access policy needs to be done in a way that results in a policy that is both realistic and sound. A realistic policy needs to provide a balance between protecting the network from known risks on one hand and providing users with reasonable access to system resources on the other hand. If the firewall operates in a restrictive manner by denying access to some services, only a strong and sound network service access policy can prevent the firewall's access controls from being modified or circumvented in a non-sanctioned manner.

The networking policy needs to have a clear set of identifiable goals that are published and made easily available to every user of the system. As this applies to all of Corporate, the entire security policy itself could be distributed along with account creation, and could be posted in an intuitive location accessible from the web page, or even referenced on the Message of the Day displayed at login. 

There are several areas within the network access policy that are clearly identifiable as important services that the business unit provides to its users. These are categorized generally as being web access, remote terminal access to the system, file transfer and email. Although there may exist a number of other services that are overlooked in this categorization scheme, these four appear to be the most predominate, as they each will directly involve the firewall when they are viewed in an external context. A fifth category involves any number of applications that rely on specific forms of network protocols that would need to be passed through the firewall. Each of these areas will be examined individually so that any specific details may be highlighted.

Each of the five categories of network service must attempt to meet the networking goals while providing their specific service. The goals of the network service access policy should encompass (but not be limited to) the following:

· Prevent unauthorized use of the business unit's resources and the resulting loss of data associated with break-ins

· Ensure the confidentiality of the data present on the business unit's machines

· Allow unrestricted access to the Internet, but prohibiting the use of insecure services

Access to the Internet and external systems was discussed previously but the networking policy is primarily concerned with the types of Internet access provided as opposed to just the general overview presented above. These services are all ones that are provided externally to the Corporate network and so must directly interface with the firewall. These external services include all of the aforementioned services and a specific policy should be devoted to each one individually in order to determine how the firewall should operate. This is not to say that the networking policy should not concern itself with internal networking issues, but as these will not directly involve the external firewall, they will not be discussed here.

The firewall should allow users on the internal system to access any web page on the Internet that they see fit. An internal request for a web page that is destined for an external server should therefore allow any response generated by this server to pass through the firewall unhindered. This approach should also be taken when requests are made to external ftp servers. In both cases, this allows remote servers access to the internal network as long as a user situated inside the firewall initiated the request.

Providing these types of Internet access to the general public should also operate in accordance with the networking goals. The Corporate's web and ftp server will need to serve web pages and files in such a way that minimizes the exposure of the internal systems. This entails that these servers are placed behind the external firewall, but are still separate from the rest of the internal network configuration. In a similar manner, the external email servers should be available to receive mail from the outside world and forward it to internal mail servers in a secure manner. Having these services separate from the internal system reduces the foot hold an intruder could obtain by compromising the machine running any of these services.

Remote access to the system should be provided to users that have a legitimate need to connect to the internal network. This corresponds to students who need access to their home accounts for course related work, as well as for staff and other faculty members. Corporate currently provides this access through telnet and SSH. Due to the inherent security threat that telnet poses; it is recommended that in the future this service be discontinued. A SSH license can be distributed to any authorized user requesting remote access free of charge, and provides a secure means of permitting this service. 

The last category of network service involves those applications that depend directly on a particular network protocol in order to provide some sort of service to the end user. Examples of this are the programs traceroute and ping, which depend on the TCP and ICMP protocols for proper operation. These along with other protocols should be able to pass through the firewall in certain situations but perhaps not in others.

Firewall Policy
With the existence of a security policy that includes a network service access policy, the operations of the firewall are more clearly defined. Once the services that the Corporate wishes to provide are clearly identified, the firewall policy is primarily concerned with how the firewall will help restrict these services in accordance with the goals of the security policy. The firewall policy must also contain certain guidelines that should be adhered to when performing the administrative tasks involved with operating a firewall. These include monitoring, maintaining and auditing procedures that are required functions that need to be performed by the appropriate authority in order to verify and ensure that the firewall continues to operate in the way it was designed. In addition, this policy must also state goals that support site expansion, as well as emergency concessions to be followed should the firewall fail.

The first topic of discussion is centered on answering the question of who will have direct access to the firewall itself. Obviously the firewall should not be accessible to the end user, whether that user is external or internal to the system. It is desirable to have the machine consisting of the firewall as secure as possible. Since this machine will be subjected to massive amounts of network traffic, it will also be exposed to the largest number of malicious attacks. By restricting access to this machine, suspicious activity will be easier to both detect and prevent. Of all of the services mentioned in the previous section, the firewall itself should not directly be running any of them. The fewer services that the firewall itself offers, the fewer potential security holes will be present on the machine. Not only will this help to make the firewall host itself more secure, but it also allows more of it's processing power to be dedicated to the task of filtering traffic; thus imposing a minimal amount of network overhead.

Once it is determined that only authorized administrative staff have access to the firewall machine, the type of tasks they will be performing should be identified. The administrator will be primarily concerned with auditing, monitoring and maintenance of the firewall. After the initial installation, there should be no reason why anyone other than the firewall administrator or other administrative staff need direct access to this machine and this should only be to perform one the above tasks.

Auditing of the firewall is done to determine how "good" the firewall is performing its duties at any given point in time. There are a number of situations that can arise that warrant an audit. A preliminary audit should be performed quite extensively at the post installation stage in order to verify the validity of any existing rule sets. It should also be necessary to complete an audit whenever something changes in the firewall configuration; for example, after any of the filtering rules are modified. An audit schedule should be detailed in the firewall policy that dictates how often a regular audit should be performed, as well as any exceptional circumstances that justify an audit. Due to the high levels of traffic expected at the organization, it is recommended that at least a weekly audit of the firewall be performed. Even if it is only a subset of the complete monthly security audit or even if it is just a quick check that all the external network services are working properly, it is essential to system security that the firewalls performance is verified on a continual basis.

It is a good idea to have a test suite outlined in the firewall policy itself in order to ensure the continued consistency of subsequent audits. This test suite should include verifying that none of the external networking services are adversely affected, that no security holes have been opened up on the firewall itself and that the speed of the network remains at acceptable levels. What the acceptable network speeds are, and what specific integrity checks should be performed, will change over time and should be discussed when the policy is reviewed. 

Monitoring of the firewall is concerned with the collection of logs generated by the firewall filtering rules and checking them for clues of potential break in attempts. Log files should be moved to a secure location (preferably to a machine that is not accessible from the network) at regular intervals. Tools exist that can be used to mechanize the tedious process of sifting through piles of network logs. Different tools should be tested and explored in order to determine which one works the best for the business unit.

Both auditing and monitoring duties can be thought of as firewall maintenance, but in the context of this document, maintenance will be defined as the process of keeping the firewall and the firewall machine up to date. Since the firewall is expected to deal with the latest and greatest security exploits, the administrator must also keep a close watch on firewall development in order to ensure that it is capable of dealing with the newest attacks. 

When it comes time to upgrade the firewall software, if it is possible, it is advisable to build the replacement firewall offline and test it properly before integrating it into the existing network configuration. 

Provisions must be made each and every time the firewall must be taken offline for maintenance or other purposes, as this will leave the network either vulnerable or unavailable. It would be preferable for the network to be cut off from the outside world for a period of time during which the firewall is unavailable. The firewall policy should identify how long is too long for the network to be unavailable and what should be done for the duration of the maintenance period.  

This leads to the discussion of emergency concessions when dealing with things like adding new services, site expansion and the potential of firewall failure. Should the need arise to add new network services, the security policy will help with the decision to support the new service or not. The firewall policy will outline the steps involved with integrating the new service into the existing network in such a way that ensures it will work properly and securely with the firewall. Any new service that is added should be subjected to the same set of tests that every other supported service undergoes during the auditing process. Therefore it is recommended that the new service not be made available to the general user population until proper testing is completed. In addition to verifying that the new service works correctly with the firewall, the remainder of other services and the firewall itself should also be audited in these circumstances. 

Should the size of the business unit's internal network continue to grow, a proportionally increasing load will be placed on the firewall. Maintenance procedures will make certain that the hardware, on which the firewall is running, remains at an acceptable level. This may be acceptable for a certain amount of time, however should the growth of the system occur to such a degree that hardware is unable to keep up, alternative precautions must be made. These precautions could be in the form of alternate firewall configurations, which could include the addition of multiple firewalls, or network designs that place a lighter load on the firewall.

Should the firewall itself crash or fail at any time, a number of safety nets should be in place to limit the amount of damage to Corporate suffers. In the absolute worst-case scenario, for a firewall that is the sole connection to the outside world, denial of service would result should the firewall machine go down. In such a situation network monitors can detect this and notify administrators on the internal system should any be online at the time. In any case, the internal network would be unavailable from the Internet, so there is no worry of further exposure to attack.

