Windows Auditing and Account Policies Standards
While many system attacks take advantage of software inadequacies, many also make use of user accounts on a Windows computer. In order to prevent this sort of vulnerability, “policies” or rules define what sort of account/password “behavior” is appropriate, and what auditing behavior is required. The configuration of user account policies is inadequate or disabled in a default installation.
a. Account Policies answer questions like “How often do I need to change my password?” or “How long or how complex does my password need to be?” These policies are often left disabled or weak, leaving many machines vulnerable to attack with little or no effort. 

b. Auditing Policies determine what sorts of security transactions are recorded in the Security Event Log. By default, nothing is retained in the Security Event Log, so any attempts to compromise a system go completely unrecorded. Logging events is crucial for analysis in the aftermath of an intrusion incident.
c. Major Auditing and Account Policies
i. There are so many important account policies, that it is difficult to pin down what the “worst offender” is, with regard to how accounts are handled. Password length and complexity are obviously important, but so is another factor that extends beyond a written policy: When accounts are created or maintained, they are often set to have passwords that never expire – overriding the accepted account policy. 

1. The major account-related policies should be split between two factors: 

2. Minimum Password Length of 8 characters. 

ii. All account passwords are no more than 90 days old.  Corporate IT Security Standard “Access Control” specifies 180 days.

iii. There are arguments to be made that passwords of more than 7 characters are no more difficult to crack than passwords of exactly seven characters. 

iv. Administrators are occasionally required to assign administrative accounts to services requiring extraordinary rights. In doing so, it becomes a time consuming process to change these passwords, especially across an enterprise. Just like changing the passwords of administrative “user” accounts, these administrative “service” accounts need to have their passwords changed on a regular basis.
d. Minor Auditing and Account Policies

i. Audit Policy 

1. An Audit Policy determines what facts, or events, an individual system should remember or record. This is often the only record that a password attack has been attempted. 

2. These events are not retained at all unless a computer is specifically configured to do so. This audit policy can record Success or Failure events within defined categories. The following types of events should be logged:

	Audit Policy
	

	    Logon and Logoff
	Success, Failure

	    File and Object Access
	Failure

	    Use of User Rights
	Failure

	    User and Group Management
	Success, Failure

	    Security Policy Changes
	Success, Failure

	    Restart, Shutdown, and System
	Success, Failure

	    Process Tracking
	None


3. Two types of audit events can be logged: Success and Failure. In most cases, both types of events are important.

ii. Logon and Logoff

1. The most basic event to record is an Account Logon event. Auditing failed logons can alert administrators to attempted logon compromises, and auditing successful logons can track users who have logged on to the system. These successful logons should be compared against known access times to see if accounts have been compromised.

iii. File and Object Access

1. Object Access is often one of the most misunderstood auditing categories on Microsoft operating systems. The common misconception is that if both success and failure events are recorded, the event logs will fill up immediately because it logs all access to all files. This is not the case. 

2. If object access auditing is enabled, then the event log is ABLE to log access events ONLY if logging has been configured for a specific user on specific objects – usually files or folders. If those objects are configured to audit access of either success or failure, but the Audit Policy does not support the corresponding event type, no audit logging will occur.
iv. Use of User Rights

1. Many of the abilities that make up “Administrator” access can be broken down into User Rights. These rights can be assigned to non-administrative accounts enabling them to perform actions on the operating system with more privileges than would be possible if they were a “normal” user account. While the successful use of these rights is commonplace, failed use of these rights should be recorded in the event log to identify when accounts are attempting to use these rights.

v. User and Group Management

1. Account Management auditing records information such as account creation, deletion, or modification of account attributes, passwords, and user rights. Success and Failure events should be logged. 

vi. Security Policy Changes

1. Changes to user rights, security options, or audit policies are recorded if auditing of Policy Changes is enabled. If this is not enabled, no record of those changes is retained

vii. Restart, Shutdown, and System

1. Auditing System events is very important. System events include starting or shutting down the computer, full event logs, or other security related events that have impact across the entire system. Auditing of Success and Failure events should be enabled.

viii. Process Tracking

1. Each time a process is created, paused, stopped, or destroyed, an event can be generated in the Security Event Log. This option should only be enabled as an aid to application development, or in an effort to track down virus activity. In most cases, it can remain disabled for success and failure auditing.

ix. Account Policy

1. A list of minimum acceptable account policies is attached below, along with a description of what each policy means.  This table reflects the information in the Enterprise IT Security Standards “Access Control”.

