
Websense Integration with AD groups

Appropriate AD groups must be defined for directory integration.  

Websense has a list of content categories upon which it performs filtering.  

Corresponding AD groups need to be created for each Websense category.  

Once the AD groups are created, the users in the AD group can be associated to the corresponding categories in Websense.

1. Adding Groups and Users in AD:

a. Create a new group


· Right click and select “Add New Group”

· Type the new group name

· *Please see the table below for a list of AD group names*

· Select group settings:  “Universal” 

· Click “OK”

2. Create users in a group

a. Select the group, right click and select “Add Users”

· Type in the NT user name you wish to add

· Click on “Check Name”

· Verify the name and click “OK”

3. Websense v6.x Configuration

a. Open Websense Enterprise Manager v6.x
b. Log in to a policy server

· Type in IP address of server

· Type in password when prompted

c. Go to Server >> Settings >> Directory Services 

· Make sure Windows NT directory is selected

d. (Once Websense Enterprise Manager is upgraded to v6.x+, Active Directory will be selected)

e. Click on Miscellaneous

· Uncheck “Use More Restrictive Blocking”

· Click “OK”

f. In the main screen, left panel

· Click “Save Changes” button

4. Create a new policy / category set:

a. Right click in the left panel,


b. Select “Add Policy”

· Type in the new policy / category set name

· *Please see the table below for a list of policy names*

· Select based on “*Group”

· Click “OK”

c. In the left panel under Policies, select the policy you just added

d. Click “EDIT” in the right panel

e. Set filters for the appropriate categories based on the policy

Please note that during the initial implementation of AD-group based WebSense policies, a new “Category set” must first be created for each policy.  

Then, a new “Policy” will be created (and named according to the below table) using the appropriate ‘Category set’.

