
Smreg tool into the bin directory (can reset SiteMinder password) remove from server completely.

Smreg –su newpassword

Smreg -siteminderdemo

Invent Web access control market.

Enforcement

SiteMinder Flagship product

(IIS - ISAPI) Agent enforces policy.

Is resource protected (PKI encryption)?  (port auth, authorization, admin / auditing, configuration and high end ports)

441 (auth 1, auth, 2, auditing 3, administration 4 (java applet, binary based)


Can generate responses for profile information with header variables or cookies.

Use session cookie with timeouts and other variables.

Application sits at the same security tier. Transparent security tier authentication.

Externalizing authentication from the application.

S2ML Mark - xml protocol to share security authentication across domains.

Central Agent Management

CAM - Push policies centrally to many agents.

Also known as Centralized Agent Control (CACS)

Rapid deployment (tools for deployment, copy policy, import policy)

Auditing sent to a RDBMS file.

OneVIEW Monitor

Enables Siteminder monitoring in real-time.

Versions:

12.00.00.

12.01.10.

Major version: 12.  (18-20 months, staggered, id, tm)

Service pack level: .01 (between major versions)

Cumulative release (CR): .10 (accumulates fixes for all know bugs and product dependency issues.)

Outlook Web Access (.dll)

NTLM vs UCG

Sharepoint Integration

Cert to Cert failover authentication.

Version description:

QMR – Quarter major version

5QMR 7 - coordinates with major versions of Siteminder

6QMR7.xxxx (x = hot fixes)

Radius as a client or a server.

Secure Apache based proxy server (reverse proxy servers in DMZ)

JBOS, Tomcat not supported.

CA products are based on Tomcat

All Netegrity core products are binary.

Security Assertion Markup Language.  (SAML)

SAML Artifact reference to a SAML assertion.

Link – hits policy server (create saml assertion.


Create saml artifact (contains info)


Agent creates a re-written link then direct target to original target site.

SiteMinder is a saml producer and a saml consumer, fully saml compliant.

List of third party compatibility with SiteMinder.

Identify how (realm)?


Authentication scheme (cert, etc…)


Pass auth scheme back to user (user enter credentials)


Check entitlement stores to authenticate user

Old:  Apache 2.0 for Windows.

Secure web services exposed to business – policy driven web interface.

Administration

(API Set)

Can capture server installation / script in and reproduce the install (quiet install).

SiteMinder user data store.

Domain - Logical grouping of applications

Setup user director - used to authenticate users.  (odbc, sql)

Reboot Webserver after installing agent.

Create a response file with a silent install.

Agent –logical representation of the agent (1 physical agent installed on a machine)

Groups

Agent – name / host configuration objects

Agent Group -   

IIS – Agent name (logical)

IIS – Agent config

Define Application user store search list.

Create domain - Create realm

Create rule when authenticating to an application.

Create a policy

Add users to policies.

Extended authorization policies

Create a policy / user associated with an Online Application.

Authentication schemes are tied at the realm level.

Response Attributes:

Document Credential Collector (DCC)

WS Security






Identity Minder 12.0 full blown java based app.

Extends site minder

User self service

Delegated admin

Work email

Forms directory – resides netl legacy scripts.

Policy – resource, rule, user (organization, Base DN, Groups, Role)

Tab based customization

Sticky windows

Manage colors / branding.

Localization

IM does not make calls to LDAP so firewalls do not have to allow LDAP traffic to the inside network.

Always refer to product support matrix’s when estimating a deployment. (prerequisite platform support).

Validate application install:

Check logfiles

Cannot access policy error (500)

Zero G installer is used (runs anywhere installs on any OS transparently)

Java does not like white spaces “Program Files” is a problem install directory.

Number of post-installation steps.

If cannot find a free attribute:

Deploy auxiliary class

Generally try not to modify any schema

Directory XML Example

Simply .xml / text file with 5 key sections.

Describe customer object classes

Values has to be listed in the XML file.


Only allow single column unique identifier

Disambiguate users

Equivalent functionality to LDAP.

Table relationship model.

NeteautoLDAP

Identity minder centric Augment or deprecate.

Implicit rules are stored in policies


Explicit rules are defined in the .xml file.

Google number of ways to assign or inherit roles.

Identity minder reports which users who have access to which applications. Must install / use Crystal.

Categories are independent of roles and are unique groupings of roles.

Group1

Group2

Group3

Group4  no access to any peer groups


