
Software Development

Group Information Security Standards
Table of Content

2Introduction


2Software Development and Maintenance


2Security Requirements of Systems


2Initiation


3Security in Development and Support Processes


3Development Process


3Testing


3Release


3End User Computing


3Web Applications




Introduction
This Standard contains the minimum requirements that must be fulfilled by the OEs regarding Software Development. 

The purpose is to define a framework of security-related criteria that must be established or/and that must be mentioned when software development takes place.

In the scope of this standard are all Corporate employees and any other third party employee acting in behalf of the Corporate. Every time a Corporate employee or a third party employee is using Corporate resources this standard applies.

Compliance with this standard is required.
Software Development and Maintenance

Security Requirements of Systems

Initiation 

Before the software development XE "software development"  process is started, the software that is to be created or the modifications that are to be made to existing software must be specified in a written concept. 
This concept must describe the business processes affected and how they are to be supported by the software. Legal requirements and security considerations must be included in this document.

New software may only be developed if the development was beforehand accepted by the information owner XE "information owner" . This permit must be approved also by the Information Security Officer XE "IT Security Officer"  and the Data Protection/Privacy Officer XE "Data Protection/Privacy Officer" . Both must classify the application that is to be created and the data processed according to the security guidelines. 

Modifications of existing programs must be requested and accepted by the corresponding department or the information owner. If new program sections are prepared or the processes use additional data, then the Information Security Officer and the Data Protection/Privacy 
Officer must be involved.

No new software may be put into production unless the security requirements XE "IT security concept"  for the software have been designed and implemented. The security requirements and design must be compatible with and integrate with the existing security design for the networks, systems and OEs affected.
To ensure that only software that is tested and evaluated in terms of its security is used in production, a formal process for the development and maintenance of software must be established and documented. Full documentation of system and application security, as well as key functions, must be produced as part of the system development and maintenance process.

IT development, test and production environments must be strictly segregated. Software developers must not have access to production systems and information in any normal circumstance. Any such access granted in exceptional circumstances must be temporary, justified and logged.
Security in Development and Support Processes

Development Process

All software development must follow coding guidelines that have been previously set up and that regulate aspects like name spaces, documentation or formatting.

All modifications must be recorded in the documentation of the programs as well as in the source code.

Along with the software development, comprehensible user manuals as well as a technical documentation have to be written or updated.

When the software development is finished, the software is passed into the testing phase. This process must be documented.

Testing

The testing must be conducted by employees that were not involved in the development phase. The tests must follow a test plan XE "test: test plan"  that has been set up together with the future users of the software prior to the development. If possible, suitable testing tools XE "test: testing tools"  have to be applied.

Errors XE "errors"  found during the testing process must be documented and classified (e.g. minor, major, vital error). 
As long as there are errors preventing the productive use of the software, it is passed back into the development environment. All fixes must be documented. The software is then passed back to the testing phase and re-tested. All transitions in that cycle must be documented.

Release XE "release" 
New pieces of software may only be used productively after the information owners have inspected the test results and formally accepted the software.

For existing software, the information owners must have tested and accepted all modifications before they are used in the production systems.

These processes must be documented.

End User Computing XE "End User Computing" 
With modern PC applications it is possible for the users to easily create software themselves by the use of macros XE "macros" .

That is admissible as long as these macros are used only on the creator’s PC for the support of the daily work.

If such macros or other software are passed on and used by other employees and become thus an integral part of business procedures, then the programming of these software is subject to the guidelines for software development.

Web Applications XE "web applications" 
Web applications usually run on servers that are accessible to a large number of attackers. Their development therefore requires special care in order to prevent exploits of common weaknesses that result from their architecture. 

The development of web applications therefore requires security guidelines that must be defined according to the products and programming languages used. 
These security guidelines must contain regulations that

· require a mandatory syntax checking for all user input before it is processed,

· forbid the use of hidden fields for application data (such as pricing information),

· forbid the use of predictable session-IDs or authentication information in hidden fields XE "hidden fields" ,

· forbid passing session-IDs or similar information in URLs,

· forbid including paths or filenames in error messages displayed to the users,

· require a possibility for the users to log out of a session at any time, as well as a time-out for inactive sessions,

· require the use of symmetric encryption with at least 128-Bit keys for applications dealing with confidential or strictly confidential information,

· restrict the usage of cookies XE "cookies"  to cookies with a limited lifetime that are only sent back to the same server,

· Java .net, applets XE "Java"  must be signed by a trusted third party or self-signed by the developing entity.

Older applications need to be migrated to these requirements with their next release

