
Troubleshooting Splunk Universal Forwarder
1) Ensure that Splunk is installed.

a. If Splunk is installed move to step 2, if not move to step 6.

2) Verify that the appropriate configuration file is located in the correct folder. 
a. Windows - (C:\Program Files\SplunkUniversalForwarder\etc\apps) should have the corp_win directory with the correct configuration files for the Splunk server that it should be connecting to.  (Open the deploymentclient.conf file with notepad located in the local directory under the corp_win directory to view)
b. Linux/Unix - (/opt/splunkforwarder/etc/apps/) should have the corp_linux directory with the correct configuration files for the Splunk server that it should be connecting to.  (Use the “cat” command to view the deploymentclient.conf file located in the local directory under the corp_linux directory to view, it should show the splunk server IP that it is connecting to)
**ALL Splunk server IP’s are listed with their location in Step 4.**

** You can locate the configuration files on anma1-lemss01 in the “\Splunk” distribution directory.**
Each of the directories shown above has the corp_win or corp_linux directory that is needed for the datacenter that they are associated with.
3) Verify the Local Security Policy is configured correctly.  The below screenshot is the correct configuration for the Audit Policy which is needed for Splunk to work.
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4) Verify connectivity to the Splunk server.  Ensure that you have an “Established” connection to one of the Splunk server IP’s for the corresponding datacenter. 

a. Windows =  netstat –an |find “9997”

b. Linux/Unix =  netstat –an |grep 9997

TCP IP-Address:56557
IP-Address:9997
Established
Splunk Servers:

DC1 
prdsplunk01
110.113.15.235
DC1 
prdsplunk02
120.113.15.235
DC2 
prdsplunk01
10.40.6.19

DC2 
prdsplunk02
10.40.6.20

DC3 
prdsplunk01
10.128.36.21

DC3 
prdsplunk02
10.128.36.22

DC4 
prdsplunk01
10.253.80.14

DC4 
prdsplunk02
10.253.80.15
5) Attempt a failed login to the server and verify from Splunk that the server has recently updated.
a. Search Splunk Console for forwarder IP Address.
6) If Splunk is not installed you can copy the Splunk Universal Forwarder installer file from anma1-lemss01 server “D:\Splunk\SplunkForwarders” directory.  For windows there is only a 32bit or 64bit installer for any of the 64bit or 32bit OS’s that you are working on.  For Linux you will need to verify the OS version and type that you are working in order to select the correct installer.
7) Windows Installation:

a. You will click next through the entire installer using all the default settings, and not inputting any data, to complete the installation.

b. Once the installer is finished, you will need to place the corresponding corp_win folder into the “C:\Program Files\SplunkUniversalForwarder\etc\apps” directory and restart the SplunkForwarder service.  Once this is complete go to step 2 and start the verification/troubleshooting process to verify that logs are being forwarded.

8) Linux/Unix Installation:
a. You can use the commands “uname –a” , “cat /etc/redhat-release” and “cat /etc/os-release” for most Linux or Unix servers to fine the information you will need in order to choose the correct installer for that OS.
b. Once you have the correct information, copy the installer file and the corp_linux folder over to the server using WinSCP or any other file transfer program that you prefer.

c. Then cd to the directory where the files were copied over to and unpack them using the commands below based on the type of file being used for that OS.

· If using a .rpm file you will use the below command:

rpm –ivh /path/to/file.rpm

· If using a .tgz file you will use the below command:

tar –xzvf /patch/to/file.tgz

d. Once the file has been unpacked you will verify the file location is under the /opt directory and if it is not under the /opt directory you will need to move the file over using the below command:
· mv /path/to/splunkforwarder /opt

e. Once the splunkforwarder directory is under the /opt folder you will move the corp_linux folder to the “/opt/splunkforwarder/etc/apps/” directory using the below command:

· mv /patch/to/corp_linux /opt/forwarder/etc/apps/

f. If using a .rpm file you will use the below commands to complete the installation:

· chown -R splunk:splunk /opt/splunkforwarder/etc/apps/corp_linux/

· /opt/splunkforwarder/bin/splunk start --accept-license

· /opt/splunkforwarder/bin/splunk enable boot-start

· /opt/splunkforwarder/bin/splunk restart

g. If using a .tgz file you will use the below commands to complete the installation:

· /opt/splunkforwarder/bin/splunk start --accept-license

· /opt/splunkforwarder/bin/splunk enable boot-start

· /opt/splunkforwarder/bin/splunk restart

h. Once this is complete go to step 2 and start the verification/troubleshooting process to verify that logs are being forwarded.


