Technical Specifications for Information Rights Management

Key : CR = Current Release, C = Customizable, 3rd = 3rd Party Integration, N = Not in Roadmap
	Requirements


	Functionality
	Remarks

	
	CR
	C
	3rd 
	N
	

	Content Protection
	
	
	
	
	

	Content protection must be dynamic, allowing for the modification and revocation of rights after the content has been distributed.
	X
	
	
	
	

	Content protection mechanisms must include user rights to:
	
	
	
	
	

	-- view protected content
	X
	
	
	
	

	-- edit protected content
	X
	
	
	
	

	-- print protected content
	X
	
	
	
	

	-- access protected content offline
	X
	
	
	
	

	-- copy/paste text and images from protected content
	X
	
	
	
	

	The system must allow for the ability to selectively prevent copying and printing.
	X
	
	
	
	

	Out-of-the-box protected content types must include:
	
	
	
	
	

	-- Microsoft Word, 
	X
	
	
	
	

	-- Microsoft Excel
	X
	
	
	
	

	-- Microsoft PowerPoint
	X
	
	
	
	

	-- Microsoft Outlook
	X
	
	
	
	

	-- Adobe Acrobat
	X
	
	
	
	

	-- Web Content (HTML)
	X
	
	
	
	

	-- Lotus Notes
	X
	
	
	
	

	-- RIM BlackBerry
	X
	
	
	
	

	An API must be available for integrating the rights management framework with other software applications.
	X
	
	
	
	

	Content must be capable of being expired so that it is inaccessible on demand or at specified date/time.
	X
	
	
	
	

	Content must be capable to be protected so it is accessible only within the organization’s network or a specified portion of the organization’s network.
	X
	
	
	
	

	Content protection must extend to content that is removed from the organization’s network and when authorized, be accessible offline.
	X
	
	
	
	

	Documents must be capable of being protected with a dynamic watermark.  
	X
	
	
	
	

	Content Un-protection
	
	
	
	
	

	Provides the ability to decrypt content to enable content recovery.
	X
	
	
	
	

	Provides the ability to decrypt content to enable full-text indexing.
	X
	
	
	
	

	Provides administrators the ability to change the owner of content without requiring possession of the actual file.
	X
	
	
	
	

	Flexible, Policy-based Protection
	
	
	
	
	

	The system must manage access rights independently from the content, not exclusively embedded within the content itself.
	X
	
	
	
	

	The content protection process must not interfere with existing user workflows for managing and distributing information
	X
	
	
	
	

	Content can be automatically protected on local and network file shares.
	X
	
	
	
	

	Users must have the option to manually protect content.
	X
	
	
	
	

	The application must allow an employee or department to easily apply the required document classification scheme and associated protections
	X
	
	
	
	

	Integration with Enterprise Content Management Systems
	
	
	
	
	

	The system must maintain control over sensitive content both inside and outside of the repository and beyond the firewall.
	X
	
	
	
	

	The system must automatically apply persistent protection to documents in the repository.
	X
	
	
	
	

	The system must provide a single access control list (ACL) on a protected document.
	X
	
	
	
	

	Provide the option to dynamically expire prior versions of a document that reside outside of the repository.
	X
	
	
	
	

	Provide an audit trail that includes activity on documents whether or not the document was accessed directly from the repository.
	X
	
	
	
	

	The system must provide the ability to attach IRM policies to cabinets, folders, subfolders, lifecycle states and individual documents within the repository.
	X
	
	
	
	

	The application platform must offer published APIs for integration with any ECM platform.
	X
	
	
	
	

	Network and Deployment Considerations
	
	
	
	
	

	The system must provide for high availability.
	X
	
	
	
	

	The system must provide for access by authorized external users.
	X
	
	
	
	

	--  Windows Active Directory
	X
	
	
	
	

	--  LDAP
	X
	
	
	
	

	--  RSA SecureID
	X
	
	
	
	

	--  PKI / Smart Card
	X
	
	
	
	

	--  Database Lookup
	X
	
	
	
	

	--  Other Platforms
	
	X
	
	
	

	The server application must support multiple database platforms.
	X
	
	
	
	

	The server application must support multiple operating system platforms.
	X
	
	
	
	

	The client applications must support multiple operating system platforms.
	X
	
	
	
	

	The client applications must support the following languages:
	
	
	
	
	

	-- English
	X
	
	
	
	

	-- French
	X
	
	
	
	

	-- Spanish
	X
	
	
	
	

	-- Chinese
	X
	
	
	
	

	-- Korean
	X
	
	
	
	

	-- Japanese
	X
	
	
	
	

	Must provide a comprehensive API (Application Program Interface) or SDK (Software Development Kit) to allow interfacing and integration with existing systems.  API must be well documented. Please provide examples of companies or partners which have successfully used your APIs.
	X
	
	
	
	


	Audit Capability and Compliance
	
	
	
	
	

	The system must provide a detailed log of all system activity.  Audit logs must be open for consumption by any business intelligence or reporting platform.
	X
	
	
	
	“Vendor” provides a detailed log of every user and administrative action on protected content and on the IRM Server.  Log files are written as XML files that can be parsed by any BI or reporting tool.

	Provide capability to provide an audit trail of activity on protected content.
	X
	
	
	
	“Vendor” provides a granular audit of all activity that users perform on documents, regardless of whether the user is online or offline.  A page-level audit trail is available for PDF files.

	Provide capability to expose the audit trail to authorized end users via the native application.
	X
	
	
	
	“Vendor” provides the ability for authorized users to view the audit trail for protected content directly from the native application.

	The system must provide the strongest commercially available encryption technology.
	X
	
	
	
	“Vendor” utilizes the AES 256 standard from RSA for symmetric key encryption of content.  RC4 encryption is also available.




Additional questions for consideration:

1. Does the vendor have a strong background in enterprise information security offerings?  Some rights management vendors are focused in other areas (publishing, for example).

2. Does the vendor offer a point solution for rights management, or an integrated ECM platform with security at its core?

3. Is the vendor well established and capitalized, or is the vendor a start-up that is funded by venture capital?

