
Sample Server & Cloud – Cloud Computing Policy
Statement
“Cloud Computing” is the delivery of computing as a service rather than a product, whereby shared resources, software, and information are provided as a utility over the network. Clouds can be classified as public, private, or hybrid. For purposes of this policy, Cloud is defined as Infrastructure as a Service, Platform as a Service, and Software as a Service offerings.

This cloud computing policy ensures that cloud services are not used for corporate business processes without the awareness of Global Information Technology and the corporate legal and procurement organizations. 
It is imperative that employees do not open cloud services accounts or enter into cloud service contracts for the storage, manipulation or exchange of company- related communications, company-owned data, or technology received from third parties without registering this usage. 
This is necessary to protect the integrity and confidentiality of corporate data and the security of the corporate network.  It is also imperative that any cloud environments that are provisioned are provisioned to ensure the integrity and security of our data and intellectual property.

Scope
· This policy applies to all employees (including temporary workers).
· This policy pertains to all external cloud services, e.g. Software-as-a-Service (SaaS), Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS), etc. Personal accounts are excluded from this policy.
· All data types will be in scope as below referenced in the Cloud Data Handling Matrix and Data Classification Policy.
Policy
Corporate employees utilizing cloud services must comply with this Policy and any other applicable policies, including Code of Business Conduct and Ethics, Corporate Disclosure Policy, Global Social Media Policy, IT Information Security Policy and the Global Information Protection Policy. 
All Cloud environments are subject to periodic review and audit, Cloud Computing Annual Review Process. Cloud services contracts must be reviewed by your regional legal team with support from the Corporate’s vendor management office. 
All Corporate employees must abide by the following rules when engaging the use of Cloud The Global Information Technology Organization must formally authorize use of cloud computing services for Corporate business processes. 
In accordance with the formal authorization the Cloud Data Handling Matrix is required part of the Architectural design.

They will verify security, privacy, and IT management requirements will be adequately addressed by the cloud-computing vendor. Requests for Microsoft Azure cloud services only can be submitted by completing the Azure Project Request Form. 
Requests for any other cloud services can be submitted by completing the Cloud Services Request Form.

· The use of such services must comply with Corporates existing IT Policies including the IT change management policy and process.
· All newly provisioned IAAS and PAAS solutions must undergo an IT Security review and approval before being placed into production and all SAAS solutions must undergo Cloud Governance registration.
· All newly provisioned IAAS and PAAS services will be subject to automated internal and service provider security and configuration management policy, which will enforce IT security policy to meet corporate requirements.  Some of these policies may disable/block functionality offered by the cloud provider if it does not meet Corporate’s security requirements.
· Data Handling Guidelines is driven by the Enterprise Security Data Classification Policy, which will dictate Architecture design for Data Protection.

· Employees must not share login credentials with co-workers. The IT department will keep a confidential document containing account information for business continuity purposes.
· The use of such services must comply with all laws and corporate policies governing the handling of personally identifiable information, corporate financial data, sensitive or confidential data, or any other data owned or collected by Corporate. Employees should contact HR or Legal with any questions.
· Personal cloud services accounts may not be used for corporate business processes.
· Export controlled technical data (e.g. under jurisdiction of the U.S. ITAR or EAR) may not be stored in or transferred via cloud services.
· All cloud accounts and their content remains the property of Corporate.
Cloud Environment Provisioning and Data Handling Specifications
The Data Handling Matrix and diagrams below will provide technical specifics for how every cloud environment is required to be configured and secured in accordance with Corporates Data Handling Guidelines.  
The table below defines requirements for two classes of data, restricted data and unrestricted data as defined by the Enterprise Security Data Classification Policy.

The three scenarios of “Restricted Data / Internal Only”, “Unrestricted Data / External Only” and “Unrestricted Data / Internal & External” are listed in the table below with requirements per environment such as IaaS, PaaS and SaaS.  
Cloud Computing Ongoing Review Process
This process applies to all employees (including temporary workers) who administrator, own or sponsor any external cloud services over a year old.

This policy pertains to all external cloud services, e.g., Software-as-a-Service (SaaS), Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS), etc. Personal accounts are excluded from this policy.
The Global Information Technology Organization will request information pertaining to your current cloud service and may require a cloud governance meeting. If a governance meeting is conducted, the Global Information Technology Organization will then verify security, privacy, cost, and IT management requirements.  
Your cloud service will need to be reviewed at least annually or on a cadence agreed upon by business, application and IT service owner.

Dashboards will be made available to business, application and service owners to monitor consumption spend, provide sizing recommendations, and quotas where appropriate to alert on and prevent unanticipated expenditures due to run away processes or over provisioning, Ongoing review cycles may include recommendations on machine sizing, scale sets, power down automation to optimize costs that may require business interruption to implement will be coordinated via change management with the business, application and service owners.


