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SSAE-16 Related Changes
Currently, the SSAE-16 Change Control Process must be followed for ANY and ALL changes.  There are no exceptions to this rule.  In example, for the purpose of standardization we follow the same exact process regardless of product line. 

The same change management process is employed in Colo that is used in SSAS-16 Managed Hosting.    
SSAE-16 Overview
The following information is not intended to be a comprehensive review of the SSAE16 program or our required process and procedures around compliance.   We wanted to provide a quick and high level overview of the program and how it typically relates to the activities we engage in on a daily basis.  

Although more extensive training is provided as part of the on-boarding process, if you have questions please do not hesitate to reach out to your co-workers or anyone on the NETOPS distribution list.   Maintaining our SSAE16 certification is absolutely critical to the organization and our compliance is mandatory.   

· The SSAE-16 Change Control Process documents customer and infrastructure changes to help improve customer satisfaction, reduce outages, and improve metrics.
· In this process, the customer requests and accepts changes.
· The ‘Write Up’ tab (a.k.a. ICR Form) in Remedy is used to work a change  through the SSAE-16 Change Control Process.

· Quite often, Network Engineering’s main roles for customer-initiated changes will be as Author and Implementer (described below).  If we initiate a change ourselves we often will fulfill all four roles (described below).  

· For routine changes (ie: adding ACL’s, configuring interfaces, etc, ICR templates can be added to the ‘Write Up’ tab so that instead of manually filling out the ‘Author’ section of the change, information from a selected template simply populates the ‘Author’ section.  It will be up to us to create these templates.  To get these templates into Remedy, contact your manager or the NETOPS Distribution List.
Priority and Change Type definitions

Change Risk:  Low Risk

· Only impact one customer group

· If the change fails, only a few users from a single customer site will be affected and recovery will be quick and low effort

· Can be implemented at any time

· Requires approval for completeness of change instructions from colleague or supervisor

	Examples
	

	Network Services: Install Equipment in Dedicated Network Component
	Network Services: Administration of Shared Load Balancers (adding new customers)

	Network Services: Edit and remove Rules from MSP Dedicated Firewalls
	Enterprise: Tools and Application Upgrades to production systems REQUIRES AuthRep instruction AND Customer Acceptance

	Network Services: Clear active Translations from Shared Firewall for Single Customer (Clear Xlate local and Global only)
	NTAdmin: System Provisioning tasks: Add server to Citrix farm.  For dedicated systems, anytime; for shared systems, during secondary service window.

	Network Services: Administration of Dedicated External or Internal  CSU/DSU Port in Development
	Network Services: Editing existing Named Access-Lists for Customer shared systems.


Change Risk:  Medium Risk
· Impacts one or more functional groups (i.e. Networking, CSE, NOC, etc.)

· If the change fails, many users from a single customer will be affected and data corruption may result

· Can only be implemented during a customers secondary service window

· These changes include application hot-fixes, security updates and patches. All aspects of the change are required in write-up, must be done during secondary window, not primary, unless emergency or requested by customer 

Change Risk:  High and Emergency Risk
High Risk

· Impacts one or more functional groups, requires coordination of the change

· If the change fails more than one customer will be affected

· Note: this is a consideration for shared environments

· Requires approval from customer and an internal manager (s)

· Requires announcement of change 

· Can only be implemented during a common secondary service window

Emergency Risk

· Must be performed to mitigate other, more significant risk

· May be performed if the customer system is down or in a degraded state

· May be performed if there is danger of an imminent failure

· Requires approval from customer and an internal approver – in advance if possible or after the change is made

Change Risk:  Maintenance and Support
Maintenance and Support

· Does not impact data and has minimal risk of an outage

· Documented instructions for completing the task exist

· Requires proper authorization from internal or customer rep (can be a primary user) 

· Does not require internal approval process because it has been pre-approved

· Include

· Application configuration setting adjustments made in the interface of the App

· User provisioning and maintenance

· New system provisioning

· Reboots performed during secondary service windows

· See list of pre-approved Maintenance and support services
Maintenance and Support:  Pre-Approved Changes 

	Technical Services: System Provisioning tasks: Install new instance of SQL, with overnight reboot of server. Run Customer Environment Script.
	Support: Create SQL database

	Support: User specific: 1. Delete Individual users tag files.  2. Individual user adds, delete, modify - including domain group security rights.  3.  Clear user activity
	Support: Map printer to a known good installed driver.

	Support:  Global user changes Domain group security changes (ex. adding access to an application)
	Support:  Changes to (including additions to) the backup schedule

	Support:  Restore / refresh of production data into the test or development environments. 
	Support: Application modifications: 1. Delete application specific temporary files or logs. 2.Import a report dictionary.  3. Anything performed within the application GUI. (no re-boot or bounce of service)

	Support:  Running SQL scripts against Customer data ie: 1. Resolve stuck batch. 2. resolve corrupt data REQUIRES AuthRep instruction AND Customer Acceptance
	Network Services: Create and Delete VPN Users.

	Network Services: Editing existing Named Access-Lists for Single Customer.
	Network Services: Add new Route Statement for Single Customer. Dedicated and/or Shared Equipment.

	Network Services: Create Rules on Shared Firewalls.
	Network Services: Add New Ports to Existing VLAN.

	Network Services: System Provisioning tasks: create VLAN, create access control list, assign ports to VLAN, cable servers to port, firewall configuration, translations and conduits, VPN configuration
	Web page content changes REQUIRES AuthRep instruction AND Customer Acceptance

	Enterprise: Database changes for performance tuning REQUIRES Customer Acceptance
	Enterprise: Reboot Production logical servers (Application, Web/IIS, Process Scheduler ) REQUIRES AuthRep instruction AND Customer Acceptance

	Enterprise: Reboot Non-Production logical servers (Application, Web, Process Scheduler) 
	Support:  Restore of data to production environment (requires that all users are out of the system), should be completed during the service window, unless requested otherwise by Customer.  REQUIRES AuthRep instruction AND Customer Acceptance

	Enterprise: Restore of any File Server files.  REQUIRES AuthRep instruction AND Customer Acceptance
	Enterprise: Migration of Modifications /Customizations (GUI, Asp Template and Batch) to test systems REQUIRES Customer Acceptance

	Enterprise: Migration of Application Patches (GUI & Batch) to test systems REQUIRES Customer Acceptance
	Enterprise: Migration of Tools and Application Upgrades to test systems REQUIRES Customer Acceptance

	NOC: Pop a drive on a server during the service window following the RAID1 fall back Gold Standard
	NOC: System Provisioning tasks: Build & Rack server: Build server to specified configuration, set IP provided by NetServices, install server to rack in data center.

	NTAdmin: Install print driver
	Enterprise: Modifications/Customizations (GUI, Asp Template and Batch) to production systems REQUIRES AuthRep instruction AND Customer Acceptance

	Enterprise: Application Patches (GUI & Batch) to production systems REQUIRES AuthRep instruction AND Customer Acceptance
	


