State Data PII Destruction Laws
	State
	Definition of 

Personal Information
	Trigger For Destruction

	Alaska
	Personal information means (A) an individual's passport number, driver's license number, state identification number, bank account number, credit card number, debit card number, other payment card number, financial account information, or information from a financial application; or (B) a combination of an individual's (i) name; and (ii) medical information, insurance policy number, employment information, or employment history.
	When disposing of records that contain personal information, a business and a governmental agency shall take all reasonable measures necessary to protect against unauthorized access to or use of the records.  The business must maintain written data destruction policies and procedures.  Businesses that comply with the FTC’s data disposal rule, promulgated under the Fair Credit Reporting Act, are exempted.  Alaska Stat. § 45.48.500 et. seq.

	Arkansas
	Personal information means an individual's first name or first initial and his or her last name in combination with any one or more of the following data elements when either the name or the data element is not encrypted or redacted: (1) Social Security Number; (2) Driver’s license number or state identification card number; (3) account number, credit card number, or debit card number, in combination with any required security code, access code, or password that would permit access to an individual’s financial account 
	“A person or business shall take all reasonable steps to destroy or arrange for the destruction of a customer's records within its custody or control containing personal information that is no longer to be retained by the person or business by shredding, erasing, or otherwise modifying the personal information in the records to make it unreadable or undecipherable through any means.”  

Ark. Code Ann. § 4-110-104.

	California


	"Personal information" means “any information that identifies,  relates to, describes, or is capable of being associated with, a particular individual, including, but not limited to, his or her name, signature, social security number, physical characteristics or description, address, telephone number, passport number, driver's license or state identification card number, insurance policy number, education, employment, employment history, bank account number, credit card number, debit card number, or any other financial information.”
	“A business shall take all reasonable steps to destroy, or arrange for the destruction of  a customer's records within its custody or control containing personal information which is no longer to be retained by the business by (1) shredding, (2) erasing, or (3) otherwise modifying the personal information in those records to make it unreadable or undecipherable through any means.”

Cal Civ. Code § 1798.81.

	Connecticut


	“Personal information” means "information capable of being associated with a particular individual through one or more identifiers, including, but not limited to, a Social Security number, a driver's license number, a state identification card number, an account number, a credit or debit card number, a passport number, an alien registration number or a health insurance identification number, and does not include publicly available information that is lawfully made available to the general public from federal, state or local government records or widely distributed media.”
	“Any person in possession of personal information of another person shall safeguard the data, computer files and documents containing the information from misuse by third parties, and shall destroy, erase or make unreadable such data, computer files and documents prior to disposal.”

	Georgia

Georgia (Cont).
	"Personal information" means:

     “(A) Personally identifiable data about a customer's medical condition, if the data are not generally considered to be public knowledge;

      (B) Personally identifiable data which contain a customer's account or identification number, account balance, balance owing, credit balance, or credit limit, if the data relate to a customer's account or transaction with a business;

      (C) Personally identifiable data provided by a customer to a business upon opening an account or applying for a loan or credit; or

      (D) Personally identifiable data about a customer's federal, state, or local income tax return.”

"Personally identifiable" means “capable of being associated with a particular customer through one or more identifiers, including, but not limited to, a customer's fingerprint, photograph, or computerized image, social security number, passport number, driver identification number, personal identification card number, date of birth, medical information, or disability information.”
	There is no specific triggering event.  The law provides that a business may not “discard a record containing personal information” unless it (1) shreds the record before discarding; (2) erase the personal information from the customer’s record before discarding; (3) modifies the customer’s record to make the personal information unreadable before discarding the record; (4) takes actions that it reasonably believes will ensure that no unauthorized person will have access to personal information contained in the customer’s record for the period between the record’s disposal and the record’s destruction.  Ga. Code Ann. § 10-15-2.

	Hawaii


	“Personal information” means “an individual's first name or first initial and his or her last name in combination with any one or more of the following data elements when either the name or the data element is not encrypted or redacted: (1) Social Security Number; (2) Driver’s license number or state identification card number; (3) account number, credit debit card number, access code, or password that would permit access to an individual’s financial account.”  
	The Hawaii law requires businesses to take reasonable measures to protect against unauthorized access to or use of personal information in connection with its disposal.  The Hawaii law is more prescriptive in what it requires business entities to do in the course of destroying customer records containing personal information, but there is no event that triggers the obligation to destroy data.  Haw. Rev. Stat. § 487R-1-2.

	Indiana

Indiana (Cont.)


	“Personal information" means:
        (1) a Social Security number that is not encrypted or redacted; or
        (2) an individual's first and last names, or first initial and last name, and one (1) or more of the following data elements that are not encrypted or redacted:
            (A) A driver's license number.
            (B) A state identification card number.
            (C) A credit card number.
            (D) A financial account number or debit card number in combination with a security code, password, or access code that would permit access to the person's account.


The term does not include information that is lawfully obtained from publicly available information or from federal, state, or local government records lawfully made available to the general public.”


	A person who disposes of the unencrypted, unredacted personal information of a customer without shredding, incinerating, mutilating, erasing, or otherwise rendering the information illegible or unusable commits a Class C infraction. However, the offense is a Class A infraction if: (1) the person violates this section by disposing of the unencrypted, unredacted personal information of more than one hundred (100) customers; or (2) the person has a prior unrelated judgment for a violation of

this section.  Ind. Code § 24-4-14-8.



	Kansas


	‘‘Personal information’’ means a consumer’s first name or first initial and last name linked to any one or more of the following data elements that relate to the consumer, when the data elements are neither encrypted nor redacted: 

(1) Social security number;

(2) driver’s license number or state identification card number; or

(3) financial account number, or credit or debit card number, alone or in combination with any required security code, access code or password that would permit access to a consumer’s financial account. 

The term ‘‘personal information’’ does not include publicly available information that is lawfully made available to the general public from federal, state or local government records.
	Unless otherwise required by federal law or regulation, a person or business shall take reasonable steps to destroy or arrange for the destruction of a customer’s records within its custody or control containing personal information which is no longer to be retained by the person or business by shredding, erasing or otherwise modifying the personal information in the records to make it unreadable or undecipherable through any means.

K.S.A. 50-702

	Kentucky


	“Personally identifiable information” means “data capable of being associated with a

particular customer through one or more identifiers, including but not limited to

a customer's name, address, telephone number, electronic mail address, fingerprints,

photographs or computerized image, Social Security number, passport number,

driver identification number, personal identification card number or code, date of

birth, medical information, financial information, tax information, and disability

information.”
	“When a business disposes of, other than by storage, any customer’s records that are not required to be retained, the business shall take reasonable steps to destroy, or arrange for the destruction of, that portion of the records containing personally identifiable information by shredding, erasing, or otherwise modifying the personal information in those records to make it unreadable or indecipherable through any means.”  Ky. Rev. Stat. Ann. § 365.725.

	Maryland


	“Personal information” means an individual’s first name or first initial and last name, in combination with any one or more of the following data elements, when the name or data elements are not encrypted, redacted, or secured by another method that renders the data elements unreadable or unusable: (1) Social Security Number; (2) Driver’s license number of state identification card number; (3) a financial account number, including a credit or debit card number, that it combination with any required security code, access code or password, would permit access to an individual’s financial account.


	When a business destroys records containing personal information, it must take reasonable steps to protect against the unauthorized access to or use of the personal information, taking into account (1) the sensitivity of the records; (2) the nature and size of the business and its operations; (3) the costs and benefits of different destruction methods; and (4) available technology.  Md. Com. Law § 14-3502(b) 

	Massachusetts


	“Personal information” means a resident’s first name and last name or first initial and last name in combination with any 1 or more of the following data elements that relate to the resident: (a) Social Security number; (b) driver’s license number or Massachusetts identification card number; (c) financial account number, or credit or debit card number, with or without any required security code, access code, personal identification number or password that would permit access to a resident’s financial account; or
(d) a biometric indicator.
	When disposing of records, a business must meet the following standards for disposal of records containing personal information: (1) paper documents must be redacted, burned, pulverized or shredded so that personal data cannot practicably be read or reconstructed and (2) electronic media and other non-paper media containing personal information shall be destroyed or erased so that personal information cannot practicably be read or reconstructed.

Any disposing of personal information may contract with a third party to dispose of personal information in accordance with this law.  Any third party hired to dispose of material containing personal information shall implement and monitor compliance with policies and procedures that prohibit unauthorized access to or acquisition of or use of personal information during collection, transportation and disposal.  Mass. Gen. Laws ch. 82, § 93I.

	Michigan
	“Personal information” means the first name or first initial and last name linked to 1 or more of the following data elements of a resident of Michigan:

(i) Social security number; (ii) Driver license number or state personal identification card number; (iii) Demand deposit or other financial account number, or credit card or debit card number, in combination with any required security code, access code, or password that would permit access to any of the resident’s financial accounts.
	A person or agency that maintains a database that includes personal information regarding multiple individuals shall destroy any data that contain personal information concerning an

individual when that data is removed from the database and the person or agency is not retaining the data elsewhere for another purpose not prohibited by state or federal law. This subsection does not prohibit a person or agency from retaining data that contain personal information for purposes of an investigation, audit, or internal review.  Mich. Comp Laws § 445.72a.

	Montana
	Personal information" means “an individual's name, signature, address, or telephone number, in combination with one or more additional pieces of information about the individual, consisting of the individual's passport number, driver's license or state identification number, insurance policy number, bank account number, credit card number, debit card number, passwords or personal identification numbers required to obtain access to the individual's finances, or any other financial information as provided by rule. A social security number, in and of itself, constitutes personal information.”
	“A business shall take all reasonable steps to destroy or arrange for the destruction of a customer's records within its custody or control containing personal information that is no longer necessary to be retained by the business by shredding, erasing, or otherwise modifying the personal information in those records to make it unreadable or undecipherable.”  Mont. Code Ann. § 30-14-1703

	Nevada
	“Personal information” means a first name or first initial and last name in combination with any of the following data elements, when the name and data elements are not encrypted: (1) Social security number; (2); Driver’s license number or identification card number; or (3) Account number, credit card number or debit card number, in combination with any required security code, access code or password that would permit access to the person’s financial account.
	“A business that maintains records which contain personal information concerning the customers of the business shall take reasonable measures to ensure the destruction of those records when the business decides that it will no longer maintain the records.”  Nev. Rev. Stat. Ann. § 603A.200.

	New Jersey
	“‘Personal information’ means an individual's first name or first initial and last name linked with any one or more of the following data elements:  (1) Social Security number; (2) driver's license number or State identification card number; or (3) account number or credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual's financial account.  Dissociated data that, if linked, would constitute personal information is personal information if the means to link the dissociated data were accessed in connection with access to the dissociated data.”
	“A business or public entity shall destroy, or arrange for the destruction of, a customer's records within its custody or control containing personal information, which is no longer to be retained by the business or public entity, by shredding, erasing, or otherwise modifying the personal information in those records to make it unreadable, undecipherable or non-reconstructable through generally available means.”  N.J. Rev. Stat. §§ 56:8-162.

	North Carolina


	“Personal information” means a “person's first name or first initial and last name in combination with identifying information as defined in G.S. 14‑113.20(b),” which includes fourteen separate data elements, including SSNs, financial account numbers, biometric data, and passwords.
	“Any business that conducts business in North Carolina and any business that maintains or otherwise possesses personal information of a resident of North Carolina must take reasonable measures to protect against unauthorized access to or use of the information in connection with or after its disposal.”

There is no specific even that triggers the required destruction of records containing personal information under North Carolina law.  North Carolina’s data destruction requirements are very prescriptive and substantially similar (if not identical) to Hawaii’s data destruction requirements.  N.C. Gen. Stat. § 75-64.

	Oregon

Oregon (Cont.)
	“Personal information” means a consumer’s first name or first initial and last name in combination with any one or more of the following data elements, when the data elements are not rendered unusable through encryption, redaction or other methods, or when the data elements are encrypted and the encryption key has also been acquired: (A) Social Security number; (B) Driver license number or state identification card number issued by the Department of Transportation; (C) Passport number or other United States issued identification number; or

(D) Financial account number, credit or debit card number, in combination with any required security code, access code or password that would permit access to a consumer’s financial account.


	As part of a statutory requirement to implement reasonable safeguard to protect the confidentiality and security of personal information, businesses must dispose of personal information after it is no longer needed for business purposes or as required by local, state or federal law by burning, pulverizing, shredding or modifying a physical record and by destroying or erasing electronic media so that the information cannot be read or reconstructed.  Ore. Rev. Stat. § 646A.622.

	Rhode Island
	“Personal information” means information that relates to, identifies, describes, or is capable of being indentified with an individual.
	A shall take reasonable steps to destroy or arrange for the destruction of a customer's personal information within its custody or control that is no longer to be retained by the person or business by shredding, erasing, and/or otherwise modifying the personal information in those records to make it unreadable or undecipherable through any means.  HB 5902 (Effective January 1, 2010). 

	South Carolina

South Carolina (Cont.)
	'Personal identifying information' means the first name or first initial and last name in combination with and linked to any one or more of the following data elements that relate to a resident of this State, when the data elements are neither encrypted nor redacted: 

(1)    social security number; 

(2)    driver's license number or state identification card number issued instead of a driver's license; 

(3)    financial account number, or credit card or debit card number in combination with any required security code, access code, or password that would permit access to a resident's financial account; or 

(4)    other numbers or information which may be used to access a person's financial accounts or numbers or information issued by a governmental or regulatory entity that uniquely will identify an individual. 

The term does not include information that is lawfully obtained from publicly available information, or from federal, state, or local government records lawfully made available to the general public. 
	(A)    When a business disposes of a business record that contains personal identifying information of a customer of a business, the business shall modify, by shredding, erasing, or other means, the personal identifying information to make it unreadable or undecipherable. 

(B)    A business is considered to comply with subsection (A) if it contracts with a person engaged in the business of disposing of records for the modification of personal identifying information on behalf of the business in accordance with subsection (A). 

(C)    This section does not apply to: 

(1)    a bank or financial institution that is subject to and in compliance with the privacy and security provision of the Gramm-Leach-Bliley Act; 

(2)    a health insurer that is subject to and in compliance with the standards for privacy of individually identifiable health information and the security standards for the protection of electronic health information of the Health Insurance Portability and Accountability Act of 1996; or 

(3)    a consumer credit-reporting agency that is subject to and in compliance with the federal Fair Credit Reporting Act.  S.C. Code Ann. § 37-20-190

	Texas
	“Sensitive personal information":                                        

“(A) means an individual's first name or first 

initial and last name in combination with any one or more of the following items, if the name and the items are not encrypted:

(i)  social security number;                                                

(ii)  driver's license number or 

government-issued identification number; or

(iii)  account number or credit or debit card number in combination with any required security code, access code, or password that would permit access to an individual's financial account.”
	“A business shall destroy or arrange for the destruction of customer records containing sensitive personal information within the business's custody or control that are not to be retained by the business by:

(1)  shredding;                                                               

(2)  erasing; or                                                              

(3)  otherwise modifying the sensitive personal 

information in the records to make the information unreadable or undecipherable through any means.”  Tex Bus. & Com. § 521.052(b).


