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Rapid7 is a leading provider of IT security risk management software. Its integrated vulnerability management and penetration testing products, Nexpose and Metasploit, and mobile risk management solution, Mobilisafe, enable defenders to gain contextual visibility and manage the risk associated with the IT infrastructure, users and threats relevant to their organization. 

Simple deployment allows you to plug-and-play the Appliance for a successful vulnerability management program.

Reduced total cost of ownership because the support and maintenance costs are handled by Rapid7.

Scalability allows you to easily add new appliances as your environment grows.


Nexpose 1000 Series Appliance details

Rapid7 Nexpose® 1000 Series Appliance is the hardware solution for simple deployment of the Nexpose® vulnerability management product in your environment. 

Simple Deployment The 1000 Series is a pre-configured plug-and-play Appliance for simple deployment.  With security in mind, Rapid7 has hardened the Appliance by ensuring that only required services are running on it. 

Security Console or Scan Engines You can choose to purchase either the Nexpose Security Console, which provides an easy-to-use Web interface to manage your vulnerability management program; or you can select a Scan Engine to increase your scanning performance. 


LCD On front of the appliance is a liquid crystal display screen that tells you the status of the Appliance and allows you to perform different operations, including: OS factory reset, secure data wipe, disabling of automatic updates, and configuration settings for your environment. 

Slim Chassis The Appliance was designed to be as small as possible; and it conforms to the MicroATX form factor, so that you can install it in the majority of network racks. 
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Quick specifications 
Tower, 29th
	Processor 
	 Intel® Dual Core™ i3-2120T Processor (3M Cache, 2.60 GHz) 
	 

	Memory 
	 16GB 
	 

	Hard Drive 
	 1TB Seagate Barracuda SATA III 7200RPM 64MB Cache 
	 

	Operating System 
	 Ubuntu 12.04 LTS (Security Hardened)
	 





Full Specifications

	Dimensions 
	 

	Rack Units 
	1U 

	Height 
	7 inches 

	Width 
	17.2 inches 

	Depth 
	11.3 inches 

	Weight 
	11 lbs 

	Memory 
	 

	Type 
	DDR3-1333 ECC unbuffered 

	 Network
	Intel® 82579LM and 82574L, 2x gigabit LAN ports 

	 
	1x Realtek RTL8201N PHY 

	Power 
	 

	Supply 
	200W Low Noise AC-DC power supply with PFC AC Voltage: 100 - 240V, 50-60Hz, 3-1.5 Amp Max +5V: 16.0 Amp +5V standby: 2.0 Amp +12V: 15.0 Amp -12V: 0.8 Amp +3.3V: 17.0 Amp 

	Regulatory 
	Power Supply Safety / EMC USA - UL listed Canada - CUL listed EN 60950/IEC 60950-Compliant Germany - TUV Certified 

	Front Panel 
	 

	LCD 
	CrystalFontz AlphaNumeric 4x 20 

	Controls 
	Input buttons 

	 Ports
	1 eSATA (external SATA) port 

	Other 
	 

	Hazardous Material 
	None contained 

	Serialized 
	Unique Serial Number per Appliance 

	Country of Origin 
	USA 


      617.247.

Automatic OS Updates Rapid7 verifies the operating system updates in our lab after ensuring that each update will not interfere with any of the normal Appliance operations.  Then the updates are automatically deployed to the Appliances.
Appliance Deployment Checklist

Transition date: - Need to be assigned 

Server hostname: - Need to be assigned 

2x Gig: Intel® 82579LM and 82574L, LAN ports

Nic1 IP: - Need to be assigned
Nic1 Subnet Mask: - Need to be assigned
Nic1 Default Gateway: - Need to be assigned
Nic1 DNS Primary / Secondary IPs: - Need to be assigned

Nic2 IP: - Need to be assigned
Nic2 Subnet Mask: - Need to be assigned
Nic2 Default Gateway: - Need to be assigned
Nic2 DNS Primary / Secondary IPs: - Need to be assigned


System administrator:  

Console connectivity:  (KVM) ?
Console KVM (Y/N): ?
	IP Address: ?

Location:  
Grid:  ?

Rack: ?
Slot:  ?

Switch ports:  (two needed) ?

Cable Colors: ?
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QualysGuard Scanner Appliance
Activation Instructions
Overview
[bookmark: _Toc28763876]This is an installation guide for QualysGuard scanning appliance. It’s intended for managed hosting providers to use to provide physical installation, network setting, and device activation.
Power on the Appliance
1. Connect the AC power cord into the power socket. 
2. Check to be sure that the amber PWR LED is lit
3. ‘Welcome to QualysGuard’ appears in the Scanner Appliance interface followed by other information messages during the boot process which takes approximately two minutes. These messages appear in the order shown: 

Welcome to QualysGuard
Qualys Scanner is starting up…
File system check in progress…
Qualys Scanner is coming up…
Complete the Network Configuration
Using SETUP NETWORK menu option, Configure the network settings for the Scanner Appliance for each interface used: IP address, network mask, default route, DNS servers and restart. 
Check Messages to Determine Activation Status
Check the message indicating the activation status of the Scanner Appliance. One of these messages appears when the Scanner Appliance made a successful connection to the QualysGuard platform.
· SA LOGIN – The scanner Appliance is running software version 2.2. Go to Step 4.1 for instructions
· ACTIVATION CODE – The Scanner Appliance is running software version 2.4 or later. The activation code for the Scanner Appliance is displayed which is a unique code assigned to each appliance. Make a note of the activation code and then go to Step 3.2 below for instructions
One of these messages appears when the Scanner Appliance did not make a successful connection to the QualysGuard platform: 
· ACTIVATION CODE/NETWORK ERR.- The service determined the appliance is running software version 2.4 or later, and the appliance has not been activated yet. The network error must be resolved before you go to Step 4. 


· NETWORK ERROR - Press ENTER to return to the SETUP NETWORK  menu option. You may need to enable additional configuration so that the Scanner Appliance can connect to the QualysGuard platform. The network error must be resolved before you go to Step 4. 

Activate Scanner Appliance
For Software Version 2.2
1. Contact Service-now.com IT security (jason.lau@service-now.com)  to get temporary userid and password. 
2. The SA LOGIN prompt appears after you powered on the Scanner Appliance. Press ENTER. 
3. At the SA USER prompt, enter the provided QualysGuard username using the LCD keypad.  Press ENTER.
4. At the SA PASSWD prompt, enter the provided QualysGuard password using the LCD keypad. Press ENTER. 
5. The Scanner Appliance attempts the login to the QualysGuard platform. This might take a minute or two, depending on the network traffic. 
6. The SCANNER APPLIANCE NAME-IP ADDRESS message appears after the Scanner Appliance makes a successful login to the QualysGuard platform. 
For Software Version 2.4 and later
1. Send activate code in Step 3 to: jason.lau@service-now.com. Basically, we use the activation provided to activate the appliance form the QualysGuard management site. 
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