BlueCoat SGS Generating Keyrings and Certificates

A default SSL keyring and signing certificate exists upon initial booting of the ProxyAV. You can generate new keyrings and certificates if the Management Console is in HTTPS mode.

Note: The Blue Coat Systems ProxySG Configuration and Management Guide provides detailed information about SSL, Keyrings, and Certificates. Refer to that document for conceptual information regarding these topics.

To generate a new keyring and certificate, and specify the ProxyAV to use them:

1) Select Advanced>SSL Keyrings; the SSL Keyrings page appears.

2) Click Create; a new SSL Keyring page displays.

3) In the Keyring Name field, enter a name that identifies this keyring.

4) By selecting Show Keyring, the contents of the keyring are viewable and exportable.

5) Perform one of the following:

Select Create new and enter the keyring strength in the bit keyring field. A length of 1024 bits is the maximum (and default). Longer keypairs provide better security, but with a slight performance expense on the ProxyAV. 
Be aware that the maximum key length allowed for international export might be different than the default. For deployments reaching outside of the United States, determine the maximum key length allowed for export. Click OK. 
The keyring, containing a keypair, is created with the name you chose. It does not have a certificate associated with it yet.

Select Import keyring. In the Keyring field, paste in an already existing keypair. The certificate associated with this keypair must be imported separately. If the keypair that is being imported has been encrypted with a password, select Keyring Password and enter the password into the field. Click OK.

The ProxyAV ships with a certificate associated with a default keyring. You can add three kinds of SSL certificates:

1) A self-signed certificate.

2) A certificate signed by a Certificate Authority.

3) An external certificate.

To create a self-signed certificate:

1) Select Advanced>SSL Certificates; the SSL Certificates page appears.

2) From the Keyring drop-down list, select the newly-created keyring.

3) Click Create; a new SSL Certificates page displays.

4) Fill in the fields as appropriate:

a. State/Province—Enter the state or province where the machine is located.

b. Country Code—Enter the two-character ISO code of the country.

Basic Network and Access Information

Configuring Network Access

1) City/Locality—Enter the city.

2) Organization—Enter the name of the company.

3) Unit—Enter the name of the group that will be managing the machine.

4) Common Name—A common name should be the one that contains the URL with which the client accesses that particular origin server.

5) E-mail Address—The email address you enter must be 40 characters or less.

6) Not valid after—From the drop-down lists, select a date after which the certificate is no longer valid.

7) Click OK. After the process is complete, this keyring and certificate can be selected from the

8) Network page for HTTPS encryption.

9) Select Network.

10) Under Management Console Access, from the Keyring drop-down list, select the newly-created

11) Keyring. You can also select an SSL version.

12) Click Save Changes.

