Bluecoat Policy Tracing

"Properties" on page 301.

The following are differences with CPL:

Property settings have the form property=value in filter files, instead of the CPL form property(value).

As the layer definitions are independent, they can be installed in separate files, possibly with different authors. Definitions, such as the payroll location condition, can be located in one file and referenced in another. When linking rules to definitions in other files, file order is not important, but the order of installation is. Definitions must be installed before policy that references them will compile. Keeping definitions used across files in only one of the files, rather than spreading them out, will eliminate the possibility of having changes rejected because of interlocking reference problems. Note that when using this approach, exceptions must follow the general rule, and you must be aware of the policy file evaluation order as currently configured. Changes to the policy file evaluation order must be managed with great care.

Remember that properties maintain any setting unless overridden later in the file, so you could implement general policy in early layers by setting a wide number of properties, and then use a later layer to override selected properties.

trace.request(yes) - Determines whether detailed trace output is generated for the current

trace.rules(yes)  - Determines whether trace output is generated showing policy rule evaluation for the transaction. Generates output only for rules that match the request.

trace.destination (POC_trace.html) - Directs the trace output to a user-named trace log.

Generate trace details when a specific URL is requested.

url=//www.example.com/confidential trace.request(yes)

Argument Syntax

The allowed syntax for action arguments depends on the action.

String—A string argument must be quoted if it contains whitespace or other special characters.

For example: log_message(“Access alert”).

log_message( )

Properties: access_log( ), log.rewrite( ), log.suppress( )

client.address=192.168.20.24 proxy.port=80

Blocked List - Edit extensions

Bypass blockextensions

add=urldomain=domain-name.dom

Packet trace on bluecoats

ip host 199.180.135.0-24 || ip host www.yahoo.com
port 80 || ip host www.google.com
show http-stats

ip host 10.25.36.47 - Captures packets from a specific host with IP address 10.25.36.47.

ip host 10.25.36.47 and ip host 10.25.36.48 - Captures packets sent between two IP addresses: 10.25.36.47 and 10.25.36.48. Packets sent from one of these addresses to other IP addresses are not filtered.

port 80 - Captures packets to or from port 80.

Using Filter Expressions in the CLI

To add a filter to the CLI, use the command:

SGOS# pcap filter expr parameters

To remove a filter, use the command:

SGOS# pcap filter <enter>

To enable, stop, and download packet captures:

Select Maintenance > Service Information > Packet Captures.
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To start the capture, click the Start Capture button. The Start Capture dialog closes.

Note that the Start captures button in the Packet Captures tab is now grayed out because packet capturing is already started.

You do not have to click Apply because all changes are applied when you start the packet capture.
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Related CLI Syntax to Define Packet Capturing Settings

SGOS# pcap filter parameters

SGOS# pcap start [subcommands]

You can also use the following URLs to configure these individually:

· To start packet capturing, use this URL:

https://ProxySG_IP_address:8082/PCAP/start

· To stop packet capturing, use this URL:

https://ProxySG_IP_address:8082/PCAP/stop

· To download packet capturing data, use this URL:

https://ProxySG_IP_address:8082/PCAP/bluecoat.cap
option 2: pcap filter

sub-option 1: [iface {in | out}]

sub-option 2: [iface {in | out} interface_number]

sub-option 3: [iface interface_number]

sub-option 4: [bridge {in | out} name port number]

sub-option 5: [bridge name port number]

sub-option 6: [expr filter_expression]

option 3: pcap info

option 5: pcap start

sub-option 1: [first n]

sub-option 2: [capsize n(k)]

sub-option 3: [trunc n]

sub-option 4: [last n]

option 6: pcap stop

Command Parameter/Subcommand Description

iface in | out in | out Captures either in or out from a interface.

iface in | out interface_number Captures either in or out from a particular interface.

iface interface_number Captures both in and out from a particular interface.

expr {“host name” | “net number”

| “port number”}

Type qualifier. host is the default.

expr {“src name” | “dst number”

| “src name or dst name” |

“src name and dst name”}

Direction qualifier; specifies the transfer direction. src or dist is the default.

expr {ether | ip | arp | rarp |

tcp | udp} expr

Proto qualifier; restrict matches to a specific protocol. For example:

“tcp src name”.

<cr> No filtering; captures all. 

Example 1

Capture transactions among a ProxySG (10.1.1.1), a server (10.2.2.2), and a client (10.1.1.2).

SGOS# pcap filter expr “host 10.1.1.1 || host 10.2.2.2 || host 10.1.1.2”

Example 2

SGOS# pcap filter expr “port 80”

ok

SGOS# pcap start

ok

This captures outbound packets that have a source port of 80 from the interface using the IP protocol TCP.

SGOS# pcap info

packet capture information:

Packets captured: 381

Bytes captured: 171552

Packets written: 379

Bytes written: 182088

Max packet ram: 0

Packet ram used: 0

Packets filtered: 0

Bridge capture all: Disabled

Current state: Capturing

Filtering: Off

Filter expression: iface out

This shows relevant information regarding current packet-capturing.

Syntax

policy trace {all | none}

Example

SGOS# policy trace all

ok

All requests will be traced by default;

Warning: this can significantly degrade performance.

Use 'policy trace none' to restore normal operation

SGOS# policy trace none

Ok

Traceroute {IP_address | hostname}

