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The Enterprise Password Vault  

Appendix C: Standard CPM Ports and 
Protocols 

The following table lists the standard ports used by the CPM to communicate with the 
different devices whose passwords it manages automatically. 

Device Protocol Port 
Operating Systems:   

Windows  139 Windows Domain 
Windows  445 
Windows  139 Windows Desktop 
Windows 445 

Windows Services Windows  445 
Windows 2000 139 Windows Scheduled 

Tasks Windows XP and 2003 445 
SSH 22     UNIX 
Telnet 23 

AS400 iSeries Access for Windows 449 

OS/390 FTP 
SSH 
Telnet 

21 
22 
23 

Databases:   
ODBC Can be changed, depending on the 

database 
Can be changed, depending on the 
database 

Oracle   Proprietary protocol 1521 
MSSql Proprietary protocol 1433 
MySql Proprietary protocol 3306 
Sybase Proprietary protocol 5000 
DB2 Windows 2000 139 
 Windows XP and 2003 445 
 Unix SSH 22 
 Unix Telnet 23 
Informix Windows 2000 139 
 Windows XP and 2003 445 
 Unix SSH 22 
 Unix Telnet 23 

Security Appliances:   
CheckPoint Firewall-1 
NG  

OPSEC 18190 

Netscreen: SSH 22  
 Telnet 23 
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Device Protocol Port 
Network Devices:   

CISCO SSH 22  
 Telnet 23 

Applications:   
Cyber-Ark Cyber-Ark 1858 (can be changed) 

 

 


