



DRM Statement of Work

Executive Summary

The corporate Data Management Team was chartered to gather requirements and determine priorities to support the Program’s efforts to get to open season. The over-riding approach to develop solutions for data management was to make use of as much experience, systems, methods and processes as possible. The program, however, is a program that is unique based primarily on its size and operating model.
Based on this operating model, the advice of the leadership, best practices and program requirements, the corporate Data Management team will make use of a secure collaboration framework and architecture that is separate from corporate networks (intranet or extranet). The Collaboration Site will have those systems that are unique to the corporate Data Management program. The team members will still use the applications and systems they typically use (Primavera, SAP, etc) from the network.
The Collaboration Site will provide a secure technology infrastructure that will be outsourced.
Over time, the site will support all Program specific applications required for best practice data management. At the outset, this includes the following significant applications/toolsets.

· SharePoint Portals
· Databases: Oracle, SQL, etc…
· Unstructured Data
· Big Data

· Data Architecture, modeling and architecture tools
The site excludes the existing Microsoft technology and infrastructure as represented by the green bar on the right of the diagram below.
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The Collaboration Site will be a secure site and will include the following features

· Strong Identity Management

· Digital Rights Management

· Optimized Secure Remote Access

A key feature of this Statement of Work (SOW) is how Corporate will determine requirements and priorities to achieve a usable and important set of features that can grow over time with the Program.  The Program priorities and operating model continue to be dynamic: the program plan has not yet been completed, nor have certain leadership roles been filled yet.  To accommodate this situation, our approach will be to make use of all of the requirements that have been developed to date, participate in the “Process Workshops” that are planned as part of the Data Management Program.  

Corporate will address these issues using an iterative project management approach that depends on frequent collaborative work by the project team leadership and the Corporate Data Manager and other specific key stakeholders. This team will identify new or changed needs, prioritize functionality and authorize work.
An important result of this approach is that the Corporate team remains focused on the most useful results even as priorities change; results are placed into use frequently and the Collaboration Site project team contributes directly to the engineering and planning effort. 

This SOW does not represent a final end product, but rather the beginning of a process to continue to develop features, functions and processes to support the Program.  It is assumed that there will be additional SOWs developed for 2013 and 2014 budget years.

Digital Rights Management (DRM)

The use of Digital Rights Management methods shall be implemented to provide controlled access and compliance reporting to the files stored in the documentation vault. Access needs to be strictly limited to the data owner or those designated by the appropriate authority to have access to the information. Through digital rights management, specific content can be managed, limited, concealed and protected from unauthorized use. 

The solution must address the following identified capabilities:

· Help the company actively control, secure, and track and report on sensitive information with an audit trail.

· Enforce policy such as only authorized recipient can view, forward, copy, print, or edit information. 

· Support a replicated repository for Business Continuity Disaster Recovery and geographic load balancing. 

· Ability to handle large file formats such as Geospatial (GIS) data. 

· Disable copy/paste and screen capture capabilities.

· Allow content owners to revoke access after external distribution.

· Protect email and mobile email communications and content.

· Integrate with content management systems, email gateways, and portal technology. 

Design

The Data Management program requirements (must-haves) and desires (nice-to-haves) must be clearly identified and documented, initial requirements that have been identified will be confirmed following the process workshops. These items will be used to create evaluation criteria and weightings for analyzing current leading industry solutions. A team of analysts lead by a Sr. Security Analyst will provide industry solutions to the Data Management team along with the recommended selection.  

Deliverables

· An evaluation matrix of industry solutions based on requirements

· Executive Briefing of the top 3 selected solutions

· A scorecard for the top 3 solution finalists to include list pricing

Assumptions 

· Process workshops shall be sufficient to gather initial requirements

· On-going discussions will be held with the Corporate Data Manager regarding the acceptance of all deliverables. To make sure the timeline for the project is met, acceptance of all deliverables will happen within a 24 hour period. Agreement on the next step will be confirmed during these discussions. 

Develop

Using the selected technology from the needs analysis, an initial DRM solution design will be developed and documented. Additionally, several business scenarios will be identified for use and testing criteria will be developed from the scenarios. An executive briefing will be conducted to update Management on the recommended solution.

Deliverables

· Initial DRM Design documents and drawings

· Initial DRM implementation process documentation.

· Test plan and procedure documentation; scenario-based; no more than 5 scenarios derived from the evaluation criteria

Assumptions 

· Availability of stakeholders to validate and approve the recommend solution.

· Testing will be scenario-based and will demonstrate the correct functionality of major elements.

· On-going discussions will be held with the Corporate Data Manager regarding the acceptance of all deliverables. To make sure the timeline for the project is met, acceptance of all deliverables will happen within a 24 hour period.  Agreement on the next step will be confirmed during these discussions. 
· For each deliverable a draft and a final report incorporating client comments will be provided.

· Corporate will be providing the Managed Services environment solution for the recommended implementation. 

Deploy

Corporate and the selected solution vendor will install, configure, and test the proposed initial DRM solution, test application functionally, load test data provided by the client, execute the defined test plan, and address any issues or concerns. Following a successful test, production engineering drawings will be updated and the client will be presented with a single functional implementation.

Deliverables

· Install and configuration of DRM system

· Implement test cases

· Test scenario report.

· Updated implementation drawings based on lessons learned in the initial phase.

Assumptions 
· Managed Service environment implemented

· DRM vendor solution is capable of meeting requirements

· Selected DRM Vendor consultant is available for installation, configuration, and testing

· Data Management program test data will be used.

· The initial test environment will support up to 50 users. 
· The initial test environment will be populated with 250 files or less. None of these files will exceed 100 megabytes in size.

Operate 

Custom configuration for performance and security will be implemented followed by the migration or loading of identified data. The environment will be tuned for additional performance, and results documented and presented to client for approval and acceptance.

Deliverables

· Functional DRM solution implemented based on known requirements

· Administration transitioned to Managed Services team

Assumptions 

· On-going discussions will be held with the Corporate Data Manager regarding the acceptance of all deliverables. To make sure the timeline for the project is met, acceptance of all deliverables will happen within a 24 hour period.  Agreement on the next step will be confirmed during these discussions. 

Maintain

Corporate understands that knowledge transfer, training and report customization for compliance shall be completed in 20xx. 
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