What is Defense-In-Depth?
A comprehensive Defense-In-Depth strategy encompasses the following four critical categories:

· People

· Network

· Host

· Application

Each critical category contains three components that, when combined together, provide more overall strength to the security posture than any single component can provide alone.  Adopting this Defense-In-Depth strategy and applying the tools, techniques and methodologies from all twelve components parts can maximize our overall security posture.

People
People are the most important asset in any organization.  They are also the first line of defense in any comprehensive security strategy.
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Network is the second line of defense in the Defense-in-Depth security strategy.  There are several components that must be considered when implementing, operating and evaluating your network.  The network firewall is the most obvious consideration, but there are other important network security components to be considered as is depicted in the above diagram.

Host is the third line of defense.  This includes routers, workstations, servers and automated control systems.  When breaches are made in the first two lines of defense, then it is possible that security measures enabled at the host can detect and possibly prevent an incident.

The fourth line of defense is applications.  The applications include such things as web cgi-bin and java applications, financial, accounting, reporting and database, production control as well as other critical business applications.   

It is the sum total of the methods, techniques, technologies, people and processes at each layer that are needed to form a secure and sound enterprise security strategy.
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