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ECM 4.x AD Test Case Scenarios

I. Directory Services—DASHBOARDS

A. Change Management
1. Ensure Dashboard is available

2. Verify Dashboard information content against AD Native tool information
3. Execute any “Object” test case scenario below that alters the number of Users, Groups, Contacts, Computers and / or OU’s, and re-verify the dashboard numbers.
B. Domain Controller Summary
1. Ensure Dashboard is available

2. Verify Dashboard information content against AD Native tool information
3. Bring a new DC into the forest and re-verify that the dashboard contains the new DC’s information.

4. Remove (demote) a DC from the forest and re-verify that the dashboard information no longer reflects that DC’s information.

C. Objects per Department
1. Ensure Dashboard is available

2. Verify Dashboard information content against AD Native tool information
3. Execute any “Object” test case scenario below that alters the number of objects per department and re-verify the dashboard numbers.

II. Directory Services—ALERTS

A. Active

1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. For any listed alert, verify the ability to “Acknowledge” the Alert

6. For any listed alert, verify the ability to “ Close” the Alert

B. Acknowledged

1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. For any listed alert, verify the ability to “Close” the Alert

6. For any listed alert, verify the ability to “ Reactivate” the Alert
III. Directory Services—CHANGE MANAGEMENT

A. ECM- Initiated 
1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify the DC and time shown where and when the change occurred is correct

4. Verify scrollbar functionality

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify that the User is able to filter and “group by” in the center list view

7. Select “By Date” 

a. Center Grid should reflect a sorted list of dates

b. Select a Date

c. Data Grid should reflect all corresponding entries based on Timestamp

8. Select “By Data Type”

a. Center Grid should reflect all AD Data Types

b. Select each AD Data Type

c. Data Grid should reflect all corresponding entries by AD Data Type

9. Select “By Location”

a. Center Grid should show entire Enterprise AD tree

b. Ensure that items that the user does not have access to (based on login roles / rights) are grayed out, but child levels can still be viewed.

c. Select each “available” level

i. NEG- Select a “grayed-out” level

d. Data Grid should reflect all corresponding entries sorted by date/time and by AD Data Type

10. Select “By User”

a. Center Grid should reflect all Users

b. Select each User

c. Data Grid should reflect all corresponding entries for that selected User

11. Select “All”

a. Data Grid should include all changes, inclusive of all above entries, sorted by date/time

b. User should be able to filter result set by applying filter logic

B. Non-ECM Initiated

1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify the DC and time shown where and when the change occurred is correct

4. Verify scrollbar functionality

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify that the User is able to filter and “group by” in the center list view

7. Select “By Date” 

a. Center Grid should reflect a sorted list of dates

b. Select a Date

c. Data Grid should reflect all corresponding entries based on Timestamp

8. Select “By Data Type”

a. Center Grid should reflect all AD Data Types

b. Select each AD Data Type

c. Data Grid should reflect all corresponding entries by AD Data Type

9. Select “By Location”

a. Center Grid should show entire Enterprise AD tree

b. Ensure that items that the user does not have access to (based on login roles / rights) are grayed out, but child levels can still be viewed

c. Select each “available” level

i. NEG- Select a “grayed-out” level

d. Data Grid should reflect all corresponding entries sorted by date/time and by AD Data Type

10. Select “All”

a. Data Grid should include all changes, inclusive of all above entries, sorted by date/time

b. User should be able to filter result set by applying filter logic

C. Master Log

1. Data Grid should contain an all-inclusive set of results, including all ECM-initiated and non-ECM-initiated changes, sorted by date/time 

2. User should be able to filter result set by applying filter logic

IV. Directory Services—OBJECTS  / Users

A. Users

1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that only the buttons the current role has access to are displayed

3. Verify that only the buttons the current role has the required access to over all selected objects are enabled

4. Verify that all specified columns are displayed

5. Verify scrollbar functionality

6. Verify that the User is able to filter and “group by” in the data grid

7. Verify that the User is able to filter and “group by” in the center list view

8. Verify “View History” option functionality

9. Non-ECM Initiated Actions (executed through Native tools; Each step will require a subsequent collection to verify the changes are being collected by ECM)

a. Edit values for each Column Attribute 

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
b. Set Manager 

c. Change Password 

d. Add User to a Group 

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text

e. Remove User from a Group 

f. Delete User 

g. Move User

10. ECM Initiated Actions (Each step also requires subsequent collection to verify changes have been submitted)

a. Exercise “Edit Attributes” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
iii. Edit an extended schema attribute

· Requires a new attribute to be added to the schema first
b. Exercise  “Set Manager” wizard
i. Select a single item

ii. NEG—Attempt to select multiple items

iii. Select No Manager
c. Exercise  “Change Password” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
d. Exercise  “Edit Acct. Flags” wizard
e. 
Exercise  “Add to Group” wizard
i. Verify only objects the user has access to (minimum read) are shown

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
f. Exercise  “Remove from Group” wizard
g. Exercise  “Delete User” wizard
h. Exercise  “View Direct Reports” wizard

i. Verify this action is only enabled when a single object is selected

i. Repeat all of the above for multiple items at once
j. Verify User has a Primary Group association
V. Directory Services—OBJECTS  / Groups

A. Groups Objects

1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify that only the buttons the current role has access to are displayed

4. Verify that only the buttons the current role has the required access to over all selected objects are enabled

5. Verify scrollbar functionality

6. Verify that the User is able to filter and “group by” in the data grid

7. Verify that the User is able to filter and “group by” in the center list view

8. Verify “View History” option functionality

9. Non-ECM Initiated Actions (executed through Native tools; Each step will require a subsequent collection to verify the changes are being collected by ECM)

a. Add a Group 

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
b. Edit values for each Group Attribute 

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
c. Move Group

d. Set Managed By

e. Change Type 

i. Change Type to Security

ii. Change Type to Distribution

iii. Change Scope to Global

iv. Change Scope to Universal

v. Change Scope to Domain Local

· Not all groups can be changed to every type or scope.  Universal and some group type\scope changes require native mode Windows 200x
f. Delete a  Group 

g. Add to a Group

h. Remove from Group

2. ECM Initiated Actions (Each step also requires subsequent collection to verify changes have been submitted  )

a. Exercise  “Add Group” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
b. Exercise  “Edit Attributes” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
c. Exercise  “Set Managed By” wizard
i. Select a single item

ii. NEG—Attempt to select multiple items

i. Select No Manager
d. Exercise “Change Type” wizard (Enter all possible permutations utilizing the following 5 options:)

i. Change Group Scope to “Domain Local”

ii. Change Group Scope to “Global”

iii. Change Group Scope to “Universal”

iv. Change Group Type to “Security”

v. Change Group Type to “Distribution”

· Not all groups can be changed to every type or scope.  Universal and some group type\scope changes require native mode Windows 200x.
ECMAD will allow you to select invalid combinations but AD will not allow invalid changes to go through.  Therefore, some changes will fail and should generate failure information in job that was attempting to carry out the change.  If multiple groups were selected the valid changes should have taken place. 
e. Exercise  “Delete Group” wizard
f. Exercise  “Add to Group” wizard
i. Verify only objects the user has access to (minimum read) are shown

ii. Verify the wizard does not allow more then 5,000 total members to be added to a single group
iii. Select a single group

iv. Select multiple groups

v. Select no groups

g. Exercise  “Remove from Group” wizard
i. Select a single group

ii. Select multiple groups

iii. Select no groups

h. Repeat above with multiple objects selected
B. Members by Group

1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify that only the buttons the current role has access to are displayed

4. Verify that only the buttons the current role has the required access to over all selected objects are enabled

5. Verify scrollbar functionality

6. Verify that the User is able to filter and “group by” in the data grid

7. Verify that the User is able to filter and “group by” in the center list view

8. Non-ECM Initiated Actions (executed through Native tools; Each step will require a subsequent collection to verify the changes are being collected by ECM)

a. Add to a Group

b. Remove from Group

9. All Object Classes---ECM Initiated Actions

a. Exercise  “Add to Group” wizard
i. Add Users

ii. Add Groups

iii. Add Contacts

iv. Add Computers

v. Repeat each of the above for single, multiple, and no items

b. Exercise  “Remove from Group” wizard
i. Remove Users

ii. Remove Groups

iii. Remove Contacts

iv. Remove Computers

v. Repeat each of the above for single, multiple, and no items

c. Verify “View History” option functionality

d. Repeat each of the above with multiple objects selected
III. Directory Services—OBJECTS  / Contacts

A. Contacts

1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that only the buttons the current role has access to are displayed

5. Verify that only the buttons the current role has the required access to over all selected objects are enabled

6. Verify that the User is able to filter and “group by” in the data grid

7. Verify that the User is able to filter and “group by” in the center list view

8. Verify “View History” option functionality

9. Non-ECM Initiated Actions (executed through Native tools;  Each step will require a subsequent collection to verify the changes are being collected by ECM)

a. Add a Contact 

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
b. Edit values for each Column Attribute

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
c. Set Manager

d. Add to Group 

e. Remove from Group 

f. Delete Contact

10. ECM Initiated Actions (Each step also requires subsequent collection to verify changes have been submitted)

a. Exercise “Add Contact” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
b. Exercise “Edit Attributes” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
c. Exercise  “Set Manager” wizard
i. Select a single item

ii. NEG—Attempt to select multiple items

ii. Select No Manager
d. Exercise  “Add To Group” wizard
i. Select a single group

ii. Select multiple groups

iii. Select no groups

e. Exercise  “Remove from Group” wizard
i. Select a single group

ii. Select multiple groups

iii. Select no groups

f. Exercise  “Delete Contact” wizard
g. View Direct Reports

i. Verify this action is only enabled when a single object is selected

h. Repeat each of the above with multiple objects selected
IV. Directory Services—OBJECTS  / Computers

A. Computers

1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that the User is able to filter and “group by” in the center list view

6. Verify “View History” option functionality

7. Non-ECM Initiated Actions (executed through Native tools;  Each step will require a subsequent collection to verify the changes are being collected by ECM)

a. Add a Contact 

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
b. Edit values for each Column Attribute

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
c. Set Managed By

d. Add Computer to Group

e. Remove from Group

f. Delete Computer

8. ECM Initiated Actions (Each step also requires subsequent collection to verify changes have been submitted)

a. Exercise “Add Computer” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
b. Exercise  “Edit Attributes” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
c. Exercise  “Set Managed By” wizard
i. Select a single item

ii. NEG—Attempt to select multiple items

iii. Select No Manager
d. Exercise  “Change Password” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
e. Exercise  “Add To Group” wizard 

i. Select a single group

ii. Select multiple groups

iii. Select no groups

f. Exercise  “Remove from Group” wizard 

i. Select a single group

ii. Select multiple groups

iii. Select no groups

g. Exercise  “Delete Computer” wizard
h. Repeat each of the above with multiple objects selected
V. Directory Services / Printers

A.  Printers

1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that only the buttons the current role has access to are displayed

5. Verify that only the buttons the current role has the required access to over all selected objects are enabled

6. Verify that the User is able to filter and “group by” in the data grid

7. Verify that the User is able to filter and “group by” in the center list view

8. Verify “View History” option functionality

9. Non-ECM Initiated Actions (executed through Native tools; Each step will require a subsequent collection to verify the changes are being collected by ECM)

a. Edit values for each Column Attribute 

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
b. Set Managed By

c. Delete Printer

10. ECM Initiated Actions (Each step also requires subsequent collection to verify changes have been submitted  )

a. Exercise  “Edit Attributes” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
b. Exercise  “Set Managed By” wizard
i. Select a single item

ii. NEG—Attempt to select multiple items
iii. Select No Manager
c. Exercise  “Delete (Printer)” wizard
d. Repeat each of the above with multiple objects selected
VI. Directory Services—OBJECTS  / Shares

A.  Shares

1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify that only the buttons the current role has access to are displayed

4. Verify that only the buttons the current role has the required access to over all selected objects are enabled

5. Verify scrollbar functionality

6. Verify that the User is able to filter and “group by” in the data grid

7. Verify that the User is able to filter and “group by” in the center list view

8. Verify “View History” option functionality

9. Non-ECM Initiated Actions (executed through Native tools; Each step will require a subsequent collection to verify the changes are being collected by ECM)

a. Add Share

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
b. Edit values for each Column Attribute

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
c. Set Managed By

d. Delete Share

10. ECM Initiated Actions (Each step also requires subsequent collection to verify changes have been submitted)

a. Exercise  “Add Share” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
b. Exercise  “Edit Attributes” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
c. Exercise  “Set Managed by” wizard
i. Select a single item

ii. NEG—Attempt to select multiple items

iii. Select No Manager
d. Exercise  “Delete (Share)” wizard
e. Repeat each of the above with multiple objects selected
VII. Directory Services—OBJECTS  / OUs

A. OU’s

1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify that only the buttons the current role has access to are displayed

4. Verify that only the buttons the current role has the required access to over all selected objects are enabled

5. Verify scrollbar functionality

6. Verify that the User is able to filter and “group by” in the data grid

7. Verify that the User is able to filter and “group by” in the center list view

8. Verify “View History” option functionality

9. Non-ECM Initiated Actions (executed through Native tools;  Each step will require a subsequent collection to verify the changes are being collected by ECM)

a. Add OU

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
b. Edit values for each Column Attribute

i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
c. Set Managed By

d. Delete OU

10. ECM Initiated Actions (Each step also requires subsequent collection to verify changes have been submitted  )

a. Exercise  “Add OU” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
b. Exercise  “Edit Attributes” wizard
i. Utilize valid names

ii. NEG--Utilize QA character list to enter text
c. Exercise  “Set Managed by” wizard
i. Select a single item

ii. NEG—Attempt to select multiple items

iii. Select No Manager

d. Exercise  “Delete (OU)” wizard
i. Verify that OUs that contain objects are not deleted and the reason appears in the failed job’s details
e. Repeat each of the above with multiple objects selected
VIII. Directory Services—SITES

A. Sites

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Data grid information must be the same as Native tool information
B. Site Links

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Create a new site

8. Delete a site

9. Change site settings

10. Data grid information must be the same as Native tool information
C. Site Links Bridges

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Create new site link bridge

8. Delete a site link bridge

9. Change site link bridge settings

10. Data grid information must be the same as Native tool information

D. Subnets

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Create new subnet

8. Delete subnet

9. Change subnet settings

10. Data grid information must be the same as Native tool information

E. Intersite Transports (Each step also requires subsequent collection to verify changes have been submitted)

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Change protocol from RPC to SMTP or vice versa to confirm change via ECM collection

8. Change settings

9. Data grid information must be the same as Native tool information

F. Servers

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Add a server

8. Delete a server

9. Change transport settings

10. Data grid information must be the same as Native tool information

G. NTDS Site Setting By Server

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Create a new connection

8. Delete a connection

9. Change a connection’s settings

10. Data grid information must be the same as Native tool information

H. NTDS Site Setting By Site

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Change a sites NTDS settings description

8. Data grid information must be the same as Native tool information

IX. Directory Services – SECURITY

A. User Access

1. Verify that the “View History”, “View Attribute Permissions” and “View Advanced Permissions” buttons are enabled at the top of the data grid

2. Verify that all specified columns are displayed
3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View Attribute Permissions” option functionality

7. Verify “View Advanced Permissions” option functionality

8. Verify “View History” option functionality

9. Select any object from the center list view 

10. Verify that the corresponding object is displayed in the data grid

11. Data grid information must be the same as Native tool information

B. Group Access

1. Verify that the “View History”, “View Attribute Permissions” and “View Advanced Permissions” buttons are enabled at the top of the data grid

2. Verify scrollbar functionality

3. Verify that the User is able to filter and “group by” in the center list view

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify “View Attribute Permissions” option functionality

6. Verify “View Advanced Permissions” option functionality

7. Verify “View History” option functionality

8. Select any object from the center list view 

9. Verify that the corresponding object is displayed in the data grid

10. Data grid information must be the same as Native tool information

C. Computer Access

1. Verify that the “View History”, “View Attribute Permissions” and “View Advanced Permissions” buttons are enabled at the top of the data grid

2. Verify scrollbar functionality

3. Verify that the User is able to filter and “group by” in the center list view

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify “View Attribute Permissions” option functionality

6. Verify “View Advanced Permissions” option functionality

7. Verify “View History” option functionality

8. Select any object from the center list view 

9. Verify that the corresponding object is displayed in the data grid

10. Data grid information must be the same as Native tool information

D. Contact Access

1. Verify that the “View History”, “View Attribute Permissions”  and “View Advanced Permissions” buttons are enabled at the top of the data grid

2. Verify scrollbar functionality

3. Verify that the User is able to filter and “group by” in the center list view

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify “View Attribute Permissions” option functionality

6. Verify “View Advanced Permissions” option functionality

7. Verify “View History” option functionality

8. Select any object from the center list view 

9. Verify that the corresponding object is displayed in the data grid

10. Data grid information must be the same as Native tool information

E. Printer Access

1. Verify that the “View History”, “View Attribute Permissions” and “View Advanced Permissions” buttons are enabled at the top of the data grid

2. Verify scrollbar functionality

3. Verify that the User is able to filter and “group by” in the center list view

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify “View Attribute Permissions” option functionality

6. Verify “View Advanced Permissions” option functionality

7. Verify “View History” option functionality

8. Select any object from the center list view 

9. Verify that the corresponding object is displayed in the data grid

10. Data grid information must be the same as Native tool information

F. Share Access

1. Verify that the “View History”, “View Attribute Permissions” and “View Advanced Permissions” buttons are enabled at the top of the data grid

2. Verify scrollbar functionality

3. Verify that the User is able to filter and “group by” in the center list view

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify “View Attribute Permissions” option functionality

6. Verify “View Advanced Permissions” option functionality

7. Verify “View History” option functionality

8. Select any object from the center list view 

9. Verify that the corresponding object is displayed in the data grid

10. Data grid information must be the same as Native tool information

G. GPO Access

1. Verify that the “View History”, “View Attribute Permissions” and “View Advanced Permissions” buttons are enabled at the top of the data grid

2. Verify scrollbar functionality

3. Verify that the User is able to filter and “group by” in the center list view

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify “View Attribute Permissions” option functionality

6. Verify “View Advanced Permissions” option functionality

7. Verify “View History” option functionality

8. Select any object from the center list view 

9. Verify that the corresponding object is displayed in the data grid

10. Data grid information must be the same as Native tool information

H. OU Access

1. Verify that the “View History”, “View Attribute Permissions” and “View Advanced Permissions” buttons are enabled at the top of the data grid

2. Verify scrollbar functionality

3. Verify that the User is able to filter and “group by” in the center list view

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify “View Attribute Permissions” option functionality

6. Verify “View Advanced Permissions” option functionality

7. Verify “View History” option functionality

8. Select any object from the center list view 

9. Verify that the corresponding object is displayed in the data grid

10. Data grid information must be the same as Native tool information

I. OU Access by Account

1. Verify that the “View History”, “View Attribute Permissions” and “View Advanced Permissions” buttons are enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View Attribute Permissions” option functionality

7. Verify “View Advanced Permissions” option functionality

8. Verify “View History” option functionality

9. Select any object from the center list view 

10. Verify that the corresponding object is displayed in the data grid

11. Data grid information must be the same as Native tool information

X. Directory Services—Group Policy Objects

A. GPO By Name

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all expected columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Select any object from the center list view 

8. Verify that the corresponding object is displayed in the data grid

9. Data grid information must be the same as Native tool information
B. GPO By Location

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all expected columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Select any object from the center list view 

a. Access to Center list view is restricted based on DS Context

b. NEG—Attempt to view grayed out information

8. Verify that the corresponding object is displayed in the data grid

9. Data grid information must be the same as Native tool information
C. GPO Container Settings

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Select any object from the center list view 

8. Verify that the corresponding object is displayed in the data grid

9. Data grid information must be the same as Native tool information
XI. Directory Services—AD Domains and Trusts

A. Domains

1. Verify that the “Collect” and “View History” buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify “Collect” option functionality

a. Verify “Collect” does function when total users count is over the current licensed user count or the license key has expired

6. Verify “View History” option functionality

7. Data grid entries must be validated to AD Native tool information

8. Exercise the “Collect” button functionality and collect information from a selected Domain

9. Create and remove trusts and confirm that these changes are detected by ECM

B. Domain Controllers

1. Verify that the “Set Managed By” and “View History”  buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Change DCs settings and verify correct settings are reflected in ECM

6. Verify “View History” option functionality

7. Exercise the “Set Managed By” functionality for a Domain Controller

a. Select a Single item

b. NEG—Attempt to select multiple items
c. Select No manager

C. Trust Relationships

a. Verify that the “View History” button is displayed and enabled at the top of the data grid

b. Verify that all specified columns are displayed

c. Verify scrollbar functionality

d. Verify that the User is able to filter and “group by” in the center list view

e. Verify that the User is able to filter and “group by” in the data grid

f. Verify “View History” option functionality

g. Select any object from the center list view 

h. Verify that the corresponding object is displayed in the data grid

i. Data grid information must be the same as Native tool information

j. Alter Trust Relationships (executed through Native tools;  Each step will require a subsequent collection to verify the changes are being collected by ECM)
i. Add New Trust Relationships

1. Incoming

2. Outgoing

ii. Validate Password

1. Incoming

2. Outgoing

iii. Delete Trust Relationships

iv. Validate Trust Relationship Deletions

1. Incoming

2. Outgoing

v. Revise Trust Relationships by altering only “Trusted” side of a relationship

1. Incoming

2. Outgoing

vi. Revise Trust Relationships by altering only “To Trust” side of a relationship

1. Incoming

2. Outgoing

XII. Directory Services—AD Schema

A. Attributes

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Select any object from the center list view 

8. Verify that the corresponding object is displayed in the data grid

9. Add a new attribute to a user object
10. Data grid information must be the same as Native tool information
B. Class Attributes Map

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Select any object from the center list view 

8. Verify that the corresponding object is displayed in the data grid

9. Data grid information must be the same as Native tool information
C. Classes

1. Verify that the “View History” button is displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify “View History” option functionality

7. Select any object from the center list view 

8. Verify that the corresponding object is displayed in the data grid

9. Data grid information must be the same as Native tool information
XIII. ADMINISTRATION—DS Manager

A. Alerts—Rules

1. Verify that all the buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify the “ADD” Rule functionality

a. Generate Rule for “Change Log Data”

b. Generate Rule for “Compliance Results Data”

6. Verify the “CLONE” Rule functionality

a. Clone a “Change Log Data” rule

b. Clone a “Compliance Results Data” rule

7. Verify the “DELETE” Rule functionality

a. Delete a “Change Log Data” rule

b. Delete a “Compliance Results Data” rule

8. Verify the “EDIT” Rule functionality

a. Edit a “Change Log Data” rule

b. Edit a “Compliance Results Data” rule

c. Set severity level

9. Must verify that each Rule change made for the currently selected AD level, applies to exactly that level

B. Alerts—Configurations

1. Verify that all buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify that selecting an item in the center list view, brings up the correct, corresponding entry in the data grid

7. Verify that only AD Rules are listed

8. Verify the “ADD” Alert Configuration functionality

a. Select the “Automatically change Alert status” box and make a distinct selection from the dropdown.

b. Select the “Send an Email” box and make a distinct selection from the dropdown.

c. Select the “Send an SNMP trap” box and make a distinct selection from the dropdown.

d. Select the “Write to Event Log” box and make a distinct selection from the dropdown.

9. Verify the “CLONE” Alert Configuration functionality

a. Clone “Change Log Data” rule

b. Clone “Compliance Results Data” rule

10. Verify the “DELETE” Alert Configuration functionality

a. Delete “Change Log Data” rule

b. Delete “Compliance Results Data” rule

11. Verify the “DISABLE” Alert Configuration functionality

a. Edit “Change Log Data” rule

b. Edit “Compliance Results Data” rule

12. Verify the “EDIT” Alert Configuration functionality

a. Edit “Change Log Data” rule

b. Edit “Compliance Results Data” rule

13. Verify the “ENABLE” Alert Configuration functionality

a. Edit “Change Log Data” rule

b. Edit “Compliance Results Data” rule

14. Must verify that each Configuration change made for the currently selected AD level, applies to exactly that level

C. DS Licenses

1. Verify that the “ADD” button is displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Exercise the “Add” License wizard

6. Add different license files

a. Choose file with more licenses than currently selected

b. Choose file with less licenses than currently selected

c. NEG--Choose invalid license file
7. Verify License Availability

8. Verify License Expiration Date

a. Verify collect and manage domain functionalities do not work once license has expired

D. Available DS  / Domains

1. Verify that all buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Exercise the “ADD” Domain wizard
a. Enter Valid Domain name

b. Enter Valid Target DC name

c. Enter Valid Username

i. NEG—Enter “non-Admin” credentials
d. Enter Valid Password

e. NEG--Utilize QA character list to enter text in any / all above fields
f. NEG—Enter mismatched password entries
i. Validate that the domain status shows up as failed and you can edit all settings for it

6. Exercise the “EDIT” Domain wizard
a. Verify that the Domain, Username and Target DC fields are pre-populated

b. Validate that when entering in an invalid domain, DC, username or password you can EDIT all settings

c. Verify that the FINISH button is also available initially

d. NEG--Verify that the INFORMATION message screen DOES NOT appear once the FINISH button is selected 

e. Validate once the domain has been licensed you can only edit the username and password

7. Exercise the “DELETE” Domain wizard

a. Select Domain to delete

b. Confirm deletion from the “Available Domains” list

8. Exercise the “LICENSE” Domain wizard
a. Select Domain to license

i. Select a domain with less users than number of licenses

1. Install Agents

2. Do not install agents

3. NEG--Select a domain with more users than number of licenses
4. Verify “License” does not work if user count already exceeds licensed user count
9. Exercise the “UNLICENSE” Domain wizard
a. Select  “Remove AD Agents from DC’s in the Domain”

i. Need to verify removal of Agents

ii. Need to verify Agents were not removed from “other” domains

1. Select “ Purge AD data for the Domain”

2. Select  “Remove other licenses from DC’s in the Domain”

3. Select  “Also uninstall the related agents from the DC’s”

4. Verify that the “Unlicensed Domain” no longer appears in the Licensed Domain list

5. Verify that the “Unlicensed Domain” now appears in the Available Domain list

6. Verify that the # of users from this unlicensed domain are now available for licensing a new domain

· Example: License key is for 2,000 users.  License two domains with 1,000 users each.  You should no longer be able to license a 3rd domain.  After you un-license one domain you should be able to license a 3rd domain, or more, with under 1,001 users.

b. Unlicense a standard DC 

c. NEG--Attempt to unlicense / remove a Primary DC
10. Verify that both licensed and unlicensed domains are displayed

E. Licensed DS  /  Domains

1. Verify that all buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify that selecting an item in the center list view, brings up the correct, corresponding entry in the data grid

7. Verify that only “licensed” domains are displayed

8. Exercise the “Set as Primary” DC wizard
a. NEG—Attempt to set multiple Domains as primary

b. Verify that all domain for that domain is unavailable

c. Verify after a collection data for that domain, that was in the collection, is available

9. Change the Primary DC back to the original DC
a. Verify that the previously collected data from this domain is available

b. Verify that the data from the “previously designated as primary” DC is no longer available
10. After the groom date has been exceeded change the primary DC back to the 2nd DC selected
a. Verify no data is show
11. Exercise the “Install” Agent wizard
a. Install to “All DC’s”

b. Install to “Filtered DC’s only”

c. Install to “Selected DC’s only”

d. Verify Name Filter functionality

i. Use valid names
ii. NEG--Utilize QA character list to enter text 

e. Install to default “Install At:” options

f. Install to different Shares

g. Install to different Paths

h. Install from Collector

i. Install from other locations

j. Install using DCOM

k. Install using HTTP

i. NEG--Use blank Port
ii. Use valid Port

l. Leave machine unlocked

m. Lock machine

n. Reinstall Agent (remove current version)

i. Need to verify non-AD agent is not   removed

1. Do not install over current version

a. Need to verify non-AD agent is not removed

o. Use “Install now” option

p. Use “Install Later” option

i. Enter Date / Time manually

ii. Enter Date / Time through Calendar

q. Verify Agent version through collection 

12. Exercise the “Update” Agent wizard

a. Install to “All DC’s”

b. Install to “Filtered DC’s only”

c. Install to “Selected DC’s only”

d. Verify Name Filter functionality

i. Use valid names
ii. NEG--Utilize QA character list to enter text 

e. Install from Collector

f. Install from other locations

g. Install using DCOM

h. Install using HTTP

i. NEG--Use blank Port
ii. Use valid Port

i. Leave machine unlocked

j. Lock machine

k. Reinstall Agent (remove current version)

1. Need to verify non-AD agent is not removed

ii. Do not install over current version

1. Need to verify non-AD agent is not removed

l. Use “Install now” option

m. Use “Install Later” option

i. Enter Date /  Time manually

ii. Enter Date /  Time through Calendar

n. Verify Agent version through collection

13. Exercise the “Uninstall” Agent wizard

a. Verify that you can’t uninstall the agent from the Primary DC
b. Uninstall from “All DC’s”

c. Install from “Filtered DC’s only”

d. Uninstall From “Selected DC’s only”

e. Verify Name Filter functionality

i. Use valid names

ii. NEG--Utilize QA character list to enter text 

f. Select “ECM Base Agent” (other choices should now be grayed out)

g. Select “AD Agent”
h. Use “UnInstall” now option

i. Use “UnInstall Later” option

i. Enter Date /  Time manually

ii. Enter Date /  Time through Calendar

14. Exercise the “Lock” Agent wizard

a. NEG--Attempt to Upgrade or Uninstall Agent after locking
15. Exercise the “Unlock” Agent wizard

16. Exercise the “Enable” Agent wizard

17. Exercise the “Disable” Agent wizard

a. Remove Agent from a standard machine
b. NEG—Attempt to disable from a Primary DC
c. NEG—Attempt to collect data from disabled agent machines
· Since you can’t collect directly from a DC you will have to collect non-replicated data (last logon info or DC Configuration info) and verify that a job wasn’t submitted to these machines

18. Exercise the “Remove DC” wizard
a. Remove a standard DC 

b. NEG--Attempt to remove a Primary DC
F. Collection Filters--Filters

1. Verify that all buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify existence of AD-specific filtes

6. Need to apply filters with the  “Collect Security Information” box checked and unchecked and verify retrieval of Security Information

7. Exercise the “Add Filter” wizard

a. Verify that all AD data types are available to choose from

b. For each selected Data Type, verify that the corresponding attributes are listed on the “Required Attributes” pane
c. Verify that the “OPTIONS-Collect Security Information” box is displayed ONLY for the following data types—Users, Groups, Contacts, Computers, OU’s, Shares and Printers

d. The “Collect Security Information” box should be DESELECTED by default

e. Select a Single attribute 
f. Select Multiple attributes 
g. Select No attributes

h. Verify ability to filter down attribute list

i. Verify ability to display “All <items> in current DS context”

8. Exercise the “Edit Filter” wizard

a. Verify you cannot edit the “Domain Controller Configuration” or “Directory Infrastructure” collection filters

b. Utilize valid names

c. NEG--Utilize QA character list to enter text (for name and description)

d. Verify that all AD data types are available to choose from

e. For each selected Data Type, verify that the corresponding attributes are listed on the “Required Attributes” pane
f. Verify that the “OPTIONS-Collect Security Information” box is displayed ONLY for the following data types—Users, Groups, Contacts, Computers, OU’s, Shares and Printers

g. The “Collect Security Information” box should be DESELECTED by default

h. Select a Single attribute
i. Select Multiple attributes
j. Select No attributes

9. Exercise the “Clone Filter” wizard

a. Utilize valid names

b. NEG--Utilize QA character list to enter text (for name and description)

c. Verify that all AD data types are available to choose from

d. For each selected Data Type, verify that the corresponding attributes are listed on the “Required Attributes” pane
e. Verify that the “OPTIONS-Collect Security Information” box is displayed ONLY for the following data types—Users, Groups, Contacts, Computers, OU’s, Shares and Printers

f. The “Collect Security Information” box should be DESELECTED by default

g. Select a Single attribute
h. Select Multiple attributes
i. Select No attributes

10. Exercise the “Delete” filter wizard

a. Select a Single filter

b. Select Multiple filters

c. Select No filters

G. Collection Filters—Filter Sets

1. Verify that the all buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Exercise the “Add Filter Set” wizard

a. Utilize valid names

b. NEG--Utilize QA character list to enter text (for name and description)
c. Select a Single filter
d. Select Multiple filters
e. Select No filters

6. Exercise the “Edit Filter Set” wizard

a. Utilize valid names

b. NEG--Utilize QA character list to enter text (for name and description)
c. Select a Single filter 

d. Select Multiple filters  

e. Select No filters

7. Exercise the “Delete” filter set wizard

a. Select a Single filter set 

b. Select Multiple filter sets 

c. Select No filter sets

H. Display Settings  
1. Verify that the all buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that all AD object types are listed

6. Exercise the “Edit Display Settings” wizard 

a. Verify “Always Displayed” list of Attributes

b. Check “All Items” button and compare list to DS Context

c. Manually Select Attribute list

i. Select a single Attribute

ii. Select up to 30 Attributes

iii. NEG-- Select more than 30 Attributes

iv. Select No Attributes

d. Change sort order of Attributes

XIV. ADMINISTRATION—Machines Manager

A. Machine Group

1. Add DS Based Machine Group Filter

a. Select DS Computers from Wizard and exercise adding AD filter functionality

i. Utilize single and multiple Attribute Filters

ii. Enter OU name manually

1. Utilize valid names

2. NEG--Utilize QA character list to enter text
iii. Select OU from ellipsis

1. Filter by wildcard

a. Utilize valid names

b. NEG--Utilize QA character list to enter text
2. By selecting an OU from the hierarchical list

iv. Specify all possible Path Depths for Location 

v. Utilize single and multiple Location Filters 

b. Select DS Location (OU) from Wizard and exercise adding AD filter functionality

i. Utilize single and multiple Attribute Filters

ii. Enter OU name manually

1. Utilize valid names

2. NEG--Utilize QA character list to enter text
iii. Select OU from ellipsis

1. Filter by wildcard

a. Utilize valid names

b. NEG--Utilize QA character list to enter text
2. By selecting an OU from the hierarchical list

iv. Specify all possible Path Depths for Location 

v. Utilize single and multiple Location Filters 

2. DS Auto-Generated Machine Groups

a. Exercise “ADD GROUP” wizard

i. Specify Starting point for Auto-Creation

ii. Enter OU name manually

1. Utilize valid names

2. NEG--Utilize QA character list to enter text
iii. Select OU from ellipsis

1. Filter by wildcard

a. Utilize valid names

b. NEG--Utilize QA character list to enter text
2. By selecting an OU from the hierarchical list

iv. Specify all possible Path Depths for Location

b. Exercise “Edit Group” wizard

i. Specify Starting point for Auto-Creation

ii. Enter OU name manually

1.  Utilize valid names

2. NEG--Utilize QA character list to enter text
iii. Select OU from ellipsis

1. Filter by wildcard

a. Utilize valid names

b. NEG--Utilize QA character list to enter text
2. By selecting an OU from the hierarchical list

iv. Specify all possible Path Depths for Location

c. Exercise  “Clone Group” wizard

1. Select a single item

2. Select multiple items

3. Select no items

d. Exercise  “Delete Group” wizard

1. Select a single item

2. Select multiple items

3. Select no items

e. Select various OU levels for Starting points

f. Select various Path Depths 

i. Verify that the correct MG hierarchical structure is created

g. Verify that the correct number of Machines are reflected in the Auto-created Machine group

h. Verify when machines are moved or deleted in native tools, that they are also moved or deleted from the DS Auto Created Machine Groups

i. Verify that empty machine groups are not created when the “Allow empty machine groups” box is unchecked

B. Discovery Rules

1. Select “By Active Directory”

a. Enter Domain for Starting Point

i. Utilize valid names

ii. NEG—Utilize QA character list to enter text

iii. Select Domain through Ellipsis
b. Exercise all options on Domain pane

c. Enter OU for Starting Point

i. Utilize valid names

ii. NEG—Utilize QA character list to enter text

iii. Select Domain through Ellipsis
d. Apply Discovery Filters

i. Select No Filters

ii. Select Single Filter

iii. Select Multiple Filters

iv. Exercise remaining options on Filter pane

2. Select “By Browse List”

a. Standard ECM functionality
3. Select “By Domain Controller”

a. Standard ECM functionality
4. Select “By File”

a. Standard ECM functionality
XV. ADMINISTRATION—User Manager

A.   ECM Access—Access Rules

1. Verify that the all buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Need to verify Access Rules (Standard ECM functionality)

B.    ECM Access—Roles

1. Verify that the all buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Need to verify Role enforcement for ECM functionality (Standard ECM functionality)
C.    ECM Logins

1. Verify that the all buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Need to verify Login restrictions / rights ( Standard ECM functionality)

XVI. ADMINISTRATION—Job Manager

A. Running Jobs

1. Verify that the all buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Need to verify standard functionality of all buttons during job execution ( Standard ECM functionality)
6. NEG— Canceling a Running Job during various intervals to see how and where a job is successfully (or unsuccessfully) aborted.
a. within 10 seconds of launching job

b. >10 but <30 seconds of launching job

c. 1 minute after launching job

d. 5 minutes after launching job

e. 15 minutes after launching job

f. Further intervals will be used depending on specific job completion scenarios

7. Affected objects related to the aborted job must be re-verified for correctness.
B. Scheduled Jobs

1. Verify that the all buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that User can ADD the following Scheduled Jobs
a. Discovery (refer to Section XIV.B above Discovery Rules)
i. Select the “Discovery” option

ii. Enter a Job name and Description

1. Utilize valid names
2. NEG—Utilize QA character list to enter text
iii. Choose a Discovery Rule

iv. Enter scheduling parameters

1. Enter manual time parameters

2. Enter Calendar time parameters

v. Verify that the Discovery was completed  according to the selected Discovery rule

b. Machine-Based Collection
i. (Standard ECM functionality)
c. Directory Services Collection

i. Perform Data Type Collection

1. Delta collection

2. Full collection

ii. Select Data Types

1. Select All Data Types

2. Select Single Data Type

3. Select Multiple Data Types

4. Select No Data Types

iii. Select Filter Sets

1. Select Single Filter

2. Select Multiple Filters

3. Select No Filters



iv. Select Location

1. Use valid names

2. NEG—Utilize QA character list to enter text
3. Use Wildcard to narrow scope

4. Select Hierarchical level

v. Perform Filter Set Collection

1. Delta collection

2. Full collection

vi. Select Location

1. Use valid names
2. NEG—Utilize QA character list to enter text
3. Use Wildcard to narrow scope

4. Select Hierarchical level

d. Perform an Agent Installation
i. REFER to SECTION XIII ADMINISTRATION—DS Manager; Section C DS Licenses, D Available DS  / Domains, E Licensed DS  /  Domains
e. Run Report(s)
i. REFER to Section XX REPORTS
f. Run Compliance Rule (refer to Section Error! Reference source not found. Error! Reference source not found.)
i. Select the “Compliance” option

ii. Enter a Job name and Description

1. Utilize valid names
2. NEG—Utilize QA character list to enter text
3. Select a Compliance Template

a. Choose to “not enforce”

b. Choose to “auto-enforce”

4.  Select a Machine Group to apply template to

5. Enter scheduling parameters

a. Enter manual time parameters

b. Enter Calendar time parameters

6. Verify that the execution was completed  according to the selected Compliance template 

6. Verify that User can “EDIT” a Scheduled Job

7. Verify that User can “DELETE” a Scheduled Job

8. Verify that User can “RUN NOW” a Scheduled Job

9. Verify that User can “DISABLE” a Scheduled Job

10. Verify that User can “ENABLE” a Scheduled Job

C. HISTORY-Instant Collections—Past 24 Hours

1. Verify that the “View Connection Status” and “View Details” buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that clicking the “View Detail” button brings up the corresponding Detail selection of the selected job, in the lower detail pane

D. HISTORY -Instant Collections—Past 7 Days

1. Verify that the “View Connection Status” and “View Details” buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that clicking the “View Detail” button brings up the corresponding Detail selection of the selected job, in the lower detail pane

E. HISTORY -Instant Collections—All Other

1. Verify that the “View Connection Status” and “View Details” buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that clicking the “View Detail” button brings up the corresponding Detail selection of the selected job, in the lower detail pane

F. HISTORY - Scheduled Collections—Past 24 Hours

1. Verify that the “View Connection Status” and “View Details” buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that clicking the “View Detail” button brings up the corresponding Detail selection of the selected job, in the lower detail pane

G. HISTORY - Scheduled Collections—Past 7 Days

1. Verify that the “View Connection Status” and “View Details” buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that clicking the “View Detail” button brings up the corresponding Detail selection of the selected job, in the lower detail pane

H. HISTORY -Scheduled Collections—All Other

1. Verify that the “View Connection Status” and “View Details” buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that clicking the “View Detail” button brings up the corresponding Detail selection of the selected job, in the lower detail pane

I. HISTORY - Other Jobs —Past 24 Hours

1. Verify that the “View Connection Status” and “View Details” buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that clicking the “View Detail” button brings up the corresponding Detail selection of the selected job, in the lower detail pane

J. HISTORY - Other Jobs —Past 7 Days

1. Verify that the “View Connection Status” and “View Details” buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that clicking the “View Detail” button brings up the corresponding Detail selection of the selected job, in the lower detail pane

K. HISTORY -Other Jobs—All Other

1. Verify that the “View Connection Status” and “View Details” buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that clicking the “View Detail” button brings up the corresponding Detail selection of the selected job, in the lower detail pane

XVII.     ADMINISTRATION—Alerts

A. Rules

1. Verify that the all buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that all AD-specific object types are available for alerting for ADD, CLONE and EDITing functionality 

6. (Standard ECM functionality)

B. Configurations

1. Verify that the all buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the center list view

5. Verify that the User is able to filter and “group by” in the data grid

6. Verify that all AD-specific object types are available for alerting for ADD, CLONE and EDITing functionality 

7. (Standard ECM functionality)

XVIII.   ADMINISTRATION—General Settings

A. Data Retention 

1. Verify that the “Edit Settings” and “Edit All Settings” buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. The following rows MUST be displayed:
Users, Groups, Computers, Contacts, OUs, Shares, Printers, Domain Information, Sites, Site Links, Site Link Bridges, Subnets, Connections, Licensing, NTDS Site Settings  / Site, NTDS Site Settings  /  Server, Group Policy Objects, Trust Relationships, Domain Controllers

a. User should be able to EDIT each of the Data types’ settings

b. User should be able to EDIT ALL of the Data Types’ settings

XIX. 
COMPLIANCE

A. Machine Group Compliance

1. Same as base ECM functionality

B. Directory Services Compliance—Rule Groups
1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify the list of built in and user-defined Compliance rule templates
C. Directory Services Compliance—Rule Group Name
1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that the User is able to select different Rules in the data grid

6. Verify the list of built in and user-defined Compliance rule templates

D. Directory Services Compliance—Filters
1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Verify that the User is able to select different Rules in the data grid

6. Verify that the User is able to identify proper drive partitions where Sysvol files might be located.

7. Verify the Datatypes

8. Verify the Descriptions

9. Verify the list of built in and user-defined Compliance rule templates

E. Directory Services Compliance—Rules
1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to select different Rules in the data grid

5. Verify that the User is able to identify proper drive partitions where Sysvol files might be located.

6. Verify the Datatypes

7. Verify proper “On Failure” actions

8. Verify the Descriptions

9. Verify the list of built in and user-defined Compliance rule templates

F. Directory Services Compliance—Templates
1. Verify that all specified buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to select different Rules in the data grid

5. Verify all Data columns

6. Verify the Descriptions

7. Verify the list of built in and user-defined Compliance rule templates

G. Directory Services Compliance—Machine Filter - Preview
1. Verify that all specified columns are displayed

2. Verify scrollbar functionality

H. Directory Services Compliance—Rule or Group by Rule Run Preview
1. Verify that all specified columns are displayed

2. Verify scrollbar functionality

3. Verify Radio button functionality

I. Directory Services Compliance—Rule Name and Description
1. Verify that all input boxes are displayed

2. Verify scrollbar functionality

3. Specify a Rule name and description

4. Next screen

5. Data Type

a. Verify all appropriate Datatypes are display

b. Verify scrollbar functionality

c. Next screen

6. Settings

a. Verify that all input boxes are displayed

b. Verify scrollbar functionality

c. Verify Radio button functionality

d. Test ellipses functionality

e. Next screen

7. Special Case Notes

a. Verify that all input boxes are displayed

b. Verify scrollbar functionality 

c. Test ellipses functionality

d. Verify Action Box functionality

e. Next screen

8. Basic Attributes

a. Verify that all input boxes are displayed

b. Verify scrollbar functionality 

c. Verify Radio button functionality

d. Test ellipses functionality

e. Verify Action Box functionality

f. Verify Add, Add Multiple and Reset button actions

g. Next screen

9. Location

a. Verify that all input boxes are displayed

b. Verify scrollbar functionality

c. Verify that the User is able to filter and “group by” in the data grid

d. Verify that the User is select OU’s in the data grid

e. Verify Radio button functionality

f. Next screen

10. Managed by

a. Verify that all input boxes are displayed

b. Verify scrollbar functionality 

c. Verify Radio button functionality

d. Verify Action Box functionality

e. Verify Add, Add Multiple and Reset button actions

f. Next screen

11.  Manager

a. Verify that all input boxes are displayed

b. Verify scrollbar functionality 

c. Verify Radio button functionality

d. Verify Action Box functionality

e. Verify Add, Add Multiple and Reset button actions

f. Next screen

12. Groups

a. Verify that all input boxes are displayed

b. Verify scrollbar functionality 

c. Verify Radio button functionality

d. Verify Action Box functionality

e. Verify Add, Add Multiple and Reset button actions

f. Next screen

13. Membership

a. Verify that all input boxes are displayed

b. Verify Radio button functionality

c. Test ellipses functionality

d. Next screen

14. Password and account flags

a. Verify that all input boxes are displayed

b. Verify checkbox functionality

15. Objects In this Group

a. Verify that all input boxes are displayed

b. Verify scrollbar functionality 

c. Verify Radio button functionality

d. Verify Action Box functionality

e. Next screen

J. Add Rule OU

1. Rule Name and Description

a. Verify that all input boxes are displayed

b. Verify scrollbar functionality
c. Next screen
2. Data Type
a. Verify that all input boxes are displayed
b. Verify scrollbar functionality
c. Next screen
3. OUs Selection
a. Verify Radio button functionality
b. Next screen
4. Settings
a. Verify that all input boxes are displayed

b. Verify scrollbar functionality

c. Verify that the User is able to filter and “group by” in the data grid

d. Verify that the User is select OU’s in the data grid

e. Verify Radio button functionality
f. Next screen
5. Location
a. Verify that all input boxes are displayed

b. Verify scrollbar functionality

c. Verify that the User is able to filter and “group by” in the data grid

d. Verify that the User is select OU’s in the data grid

e. Test ellipses functionality

f. Next screen
6. Directories
a. Verify that all input boxes are displayed

b. Verify scrollbar functionality

c. Verify that the User is able to filter and “group by” in the data grid

d. Verify that the User is select OU’s in the data grid

e. Test Add functionality

f. Next screen
7. Important
a. Verify proper message box is displayed

K. Add Rule Security

1. Rule Name and Description

a. Verify that all input boxes are displayed

b. Verify scrollbar functionality
c. Next screen
2. Data Type
a. Verify scrollbar functionality
b. Next screen
3. Object Type
a. Verify Radio button functionality
b. Next screen
4. Permissions
a. Verify Radio button functionality
b. Next screen
5. Settings
a. Verify that all input boxes are displayed

b. Verify scrollbar functionality
c. Test ellipses functionality
d. Verify Radio button functionality
e. Next screen
6. Location
a. Verify that all input boxes are displayed

b. Verify scrollbar functionality
c. Test ellipses functionality
d. Next screen
7. Basic Attributes for data-type
a. Verify that all input boxes are displayed

b. Verify scrollbar functionality
c. Test ellipses functionality
d. Verify Radio button functionality
e. Verify Add, Add Multiple and Reset button actions

f. Next screen
8. Important
a. Verify proper message box is displayed 
b. Next screen
XX. REPORTS

A. Standard Navigation

1. Verify that the “Run”, “Add”, “Clone”, “Export”, “Add Folder”, “Edit”, “Move” and “Delete” buttons are displayed and enabled at the top of the data grid

2. Verify that all specified columns are displayed

3. Verify scrollbar functionality

4. Verify that the User is able to filter and “group by” in the data grid

5. Exercise the “RUN” report wizard

6. Exercise the “ADD” report wizard

a. Verify ability to create report from Wizard

i. There need to be many tests in this area

b. Verify ability to create report from SQL Query

i. NEG--Alter SQL 

c. Verify ability to create report by importing Microsoft RSR

d. Exercise the “CLONE” report wizard

i. Use valid name
ii. NEG--Utilize QA character list to enter text (name and description)
iii. Verify ability to clone report based on type (wizard, SQL or MRSR)

e. Exercise the “EXPORT” report wizard

i. Enter valid report name
ii. NEG--Utilize QA character list to enter text (name and description)
iii. Select all possible export format

iv. Select default location

v. NEG--Select non-standard export location (name and description)
vi. Verify contents of exported report

f. Exercise the “ADD FOLDER” report wizard

g. Exercise the “EDIT” report wizard

i. Use valid name
ii. NEG--Utilize QA character list to enter text (name and description)
iii. Verify ability to edit report based on type (wizard, SQL or MRSR) 

h. Exercise the “MOVE” report wizard

i. Exercise the “DELETE” report wizard

B. Individual Report Verification

· List of reports: http://wpshare/sites/Dev/SRS/Lists/Reports/AD%20Related.aspx
1. The following reports should be displayed:

a. Domain Accounts Password Information

b. Account Changes Over the Last X Days

c. Accounts Explicitly Included in Administrator’s Group

d. Domain Groups with No Members

e. Enterprise Group Membership View

f. List of Objects in the specified Department

g. Domain Account Policy

h. Accounts not used in the past X days

i. Accounts Never Logged In

j. Expired or Locked out Accounts

k. Graph of Users by Department

l. Graph of Users by an Attribute

m. Users with a certain Attribute Value

2. Verify that each of these “Default” reports CANNOT be deleted or edited.

XXI.    PERFORMANCE TESTING

A. TBD

XXII.    HELP

A. TBD

�Cut from 1.0


�There is no discovery in ECMAD


�The AD Module doesn’t use the Network Authority accounts.  It uses only the account 
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