
EMC Evaluation Summary

The ECM IRM product is well aligned to regulatory compliance, collaborative and high volume document imaging environment. However, recent major product upgrades in 2007, executive losses/shifts in leadership and numerous acquisitions have impacted customer and product confidence. Additionally, although the product boasts broad support, these services as well as the initial cost of licensing are expensive as compared the other competitors in this space. The numerous acquisitions by EMC of smaller “ad-on” companies to the IRM and Documentum product suite has created an almost cumbersome and overlapping set of modules. The overall IRM and Documentum offerings appear to exceed the current and future needs; configuration, setup, new product acquisitions, skilled resource/maintenance support are also significant considerations.

Functional requirements are supported/exceeded by the IRM module. Outstanding compound document capabilities; deep granularity and dynamic meta-object updates. Configuration and setup require skilled expertise and significant upfront investment. 

Security requirements are supported/exceeded by the IRM product. Comprehensive and extensive security features are inherent in the product such as support for single sign on via Netegrity and RSA, as well as integration with LDAP directories; additionally, granular level of permission, dynamic user permission, digital shredding and strong key length encryption.

The IRM product provides two modules that support records management: IRM Records Management and IRM Retention Policy; each has separate licensing models. Additionally, reports suggest that buyers be aware of an additional EMC Centera storage offering; EMC salespeople have inadvertently positioned Centera’s archival tools as records management tool but, Centera products do not offer records management capabilities. IRM will adequately support future records management and retention policies. 

Security requirements are supported/exceeded by the IRM product. Comprehensive and extensive security features are inherent in the product such as support for single sign on via Netegrity and RSA, as well as integration with LDAP directories; additionally, granular level of permission, dynamic user permission, digital shredding and 192-bit key length encryption.

	Evaluation Scores for EMC

	Evaluation Criteria
	EMC

	Functional Criteria

	Policy Flexibility
	H
	Mature Enterprise general document centric out of the box policies 

	Flexible Technical Controls
	H
	Very good Enterprise adaptive controls that are supported by successful industry wide deployments

	Encryption Capabilities
	H
	Very good broad native and third party capabilities

	Audit Capabilities
	H
	Very good out of the box auditing integration

	Report Capabilities
	M
	Very good out of the box reporting integration

	File Processing Capabilities
	M
	Research sources indicates scalable issues in Enterprise environments but very good in small / medium businesses

	Revocation Capabilities
	H
	Very good vendor documentation and linkages to IRM best practices

	Systems Criteria

	System Interface Capabilities
	H
	Very good integration with Back office technologies integration including SharePoint and GIS applications

	Indexing Capabilities
	H
	Good flexible Enterprise Microsoft and Google centric file indexing support

	Authentication Capabilities
	H
	Very Flexible Active directory friendly third party authentication mechanisms

	Product Maturity
	H
	Good Microsoft centric not necessarily enterprise IRM capable

	Management capabilities
	H
	Vendor did documentation details does not clearly document this process as it relates to IRM best practices

	Performance
	Inc
	

	Product Transparency 
	H
	Very good Enterprise vendor documentation and support infrastructure

	SDK/Customizable
	H
	Very good / Enterprise mature API solution uses by many third parties

	Workflow Capabilities
	H
	Very good out of the box capability with strong linkages to IRM best practices

	Vendor Criteria

	Stability
	H
	Strong vendor stability

	Professional Services and Integration Capabilities
	H
	Excellent internal/external integrators customization due to complexity 


