Electronic Media Disposal Policy

Statement

Prior to external disposal, all electronic media that could have contained any corporate

information must be sanitized or destroyed. 

 

This would include but not be limited to the following:

· Hard Drives 

· Writable CDs & DVDs 

· Copier/Printer/Scanner Hard Drives 

· Mobile Devices (tablets, phones, etc.) 

· Tapes 

· Thumb drives, 

· Any other electronic media (SD cards, MP3 players, etc.)

Purpose

Keep confidential data from inadvertently leaving Corporate during normal disposition of electronic devices.

Examples

· A whole disk encrypted hard drive that is going back to the manufacturer has the boot sector rewritten before sending.

· A non-encrypted hard drive that is going back to a vendor partner is either wiped or damaged to make it unreadable before sending.

· A CD-R with confidential data is destroyed by physically damaging the surface in multiple locations to render the CD-R unreadable.

References

· Media Disposal Standards
Exceptions

· Removable Media


Note
All media (i.e. mobile devices, smart phones, removable drives, data tape, flash memory, etc) containing data classified as confidential, personal & confidential, and/or restricted must be properly secured in a locked file cabinet, office or desk when not in use.  Open storage of such media is prohibited.  Media must be properly labeled to reflect the highest classification of data stored therein.  Media containing such data must be encrypted according to corporate standards if removed from a corporate facility.

Removable media is highly susceptible to theft due to its compact size and portability.  In addition, media storage devices can contain large volumes of information, which, if compromised, could have an adverse impact to corporate.  Employees are responsible for properly protecting and accounting for any sensitive corporate information resources.

