Electronic Nurse Documentation System
Features and Functionality 
Following are tables with the features and functionality requirements we would like to have in an electronic Nurse Documentation System. You are asked to respond to each question with a key code as indicated. 

 A = Available/Installed, 
 C = Can be Custom Developed,  
 F = Future Release, 
 N = Not Available 
If you give an F=Future Release, please provide a date you anticipate it to be available. 

Please answer questions asking for a narrative response.
	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	APPLICATION FUNCTIONAL SPECIFICATIONS 
	Response 
Key 
	Comments 
Cross Reference 

	Does your system have patient identification    strategies available to facilitate entry and documentation on the correct patient?  

 
	 
	 

	Does your system use existing problem list or past medical history to prompt the user to use condition specific documentation templates? 

 
	 
	 

	Does your system have condition specific templates incorporated into the overall documentation template? 

 
	 
	 

	Does your system support the use of standard documentation templates for patient care activities? 

1.Does your system support the customization of a documentation template for a specific patient? 

 
	 
	 

	Does your system incorporate data elements present in the data repository such as pertinent lab values, problem lists, and current orders into the documentation templates? 

 
	 
	 


	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	APPLICATION FUNCTIONAL SPECIFICATIONS 
	Response 
Key 
	Comments 
Cross Reference 

	Does your system support inclusion or exclusion of these data elements into the final note by individual user? 

1.Does your system support updates to the problem lists and allergy lists from the documentation module? 

 
	 
	 

	Does your system incorporate the use of text expansion for acronyms or unsafe abbreviations? 

 
	 
	 

	Does your system incorporate the use of digital images into the documentation templates? 

 
	 
	 

	Does your system facilitate completion and signature of electronic documentation? 

1.Does your system support the ability to prohibit edits or changes to a note after completion and signatures? 

 
	 
	 

	Can certain documentation be marked as significant?

 
	 
	 

	Does the system prompt the clinician to respond to clinical alerts?  

 
	 
	 

	Does the system facilitate completion of standard assessment forms or scales (Glasgow Coma Scale, APACHE, Braden Skin Assessment, etc.) as part of routine documentation activities? 

 
	 
	 

	Does the system generate alerts based on: 

1.
 A specific abnormal value? 

2.
 An abnormal trend? 

 
	 
	 

	Does the system facilitate suppression of future clinical alerts based on a patient specific condition (e.g., Abnormal Electrolyte values in a Dialysis Patient)? 

 
	 
	 


	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	APPLICATION FUNCTIONAL SPECIFICATIONS 
	Response 
Key 
	Comments 
Cross Reference 

	Does the system facilitate suppression of notifications of a result expected to be abnormal or critical value (e.g., second result of Troponin after MI)? 

 
	 
	 

	Medications 

1.What criteria are used by the system to check for appropriate medication orders? Including Drug-Drug, Drug-Food, Drug-Allergy, Drug-Weight and maximum lifetime dosage checks  

2. How does the system accommodate the severity of patient’s allergy in determining criticality of the clinical alert?  

3. How does the system alert the physician of absent or omitted medication therapies for current diseases or problems?
	 
	 

	Are clinical alerts built into the system? 

 
	 
	 

	Does the system come with a pre-built set of clinical alerts? 

1. Does the system allow for customization of existing alerts? 

2. Are new site specific alerts built into the system?  

3. Does the system support tiered notification of clinical alerts?  

4. Are clinical alerts routed to mobile devices? 

 
	 
	 

	Are clinical alerts displayed at the time of order entry or documentation? 

1.
 At what point of the order entry process for a single order are the alerts displayed? 

2.
 At what point of the order entry process for an order set are the alerts displayed? 

 
	 
	 

	Can more than one user access and document in a     patient chart simultaneously? 
	  
	 


	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	APPLICATION FUNCTIONAL SPECIFICATIONS 
	Response 
Key 
	Comments 
Cross Reference 

	Does your system have decision support capabilities? 

 Are rules available in real-time at the point of care? 
	 
	 

	Does your system support the creation of patient education materials? 

 Can these materials be printed in different languages? 
	 
	 

	Does your system eliminate incomplete documentation? 
	 
	 

	Does your system support handheld functionality? What  applications do they support? 
	 
	 

	Can your system provide clinicians with access to both local and remote knowledge data bases? Please describe. 
	 
	 

	Please attach a list all standard reports that are included with your documentation solution? 
	 
	 

	Does your system provide an overview of relevant patient information and notifications in one online view.?  

Does this view include pending tasks, new orders, new results, and patient demographic data? 

Can users document directly from this view? 
	 
	 

	 
	 
	 

	Does the system prompt users when tasks are due? 
	 
	 

	Is your system integrated with your other applications? 
	 
	 

	Can your system provide the ability to prompt the clinician to document a patient response to 

a PRN medication? Please describe. 
	 
	 

	Does your system support revisions/modifications once documentation is signed?    

How is this noted? 
	 
	 


	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	APPLICATION FUNCTIONAL SPECIFICATIONS 
	Response 
Key 
	Comments 
Cross Reference 

	Does your documentation system support charting by exception? 
	 
	 

	Does your documentation system support interdisciplinary documentation? 
	 
	 

	Describe your online medication administration documentation capabilities 
	 
	 

	 
	 
	 

	Does your system have the ability to present a human figure drawing electronically and allow documentation on it? 
	 
	 

	Does your system have clinician-specific flow sheet views for viewing and documenting data? 
	 
	 

	Can your system provide progress note template capabilities?  
	 
	 

	Are any standard forms provided with the documentation application? 
	 
	 

	Does your system perform automatic height and weight conversions, e.g., inches to cm, cm to inches, lb to kg, kg to lb, body surface area calculations? 
	 
	 

	Does your system have validity checking capabilities available within your documentation system? 
	 
	 

	Does your system support nursing and ancillary assessment documentation by body system. 
	 
	 

	Does your system provide access to additional reference materials and assist with knowledge driven care?  
	 
	 

	Does your system have audit trail capabilities? 
	 
	 

	How does the system alert users of critical results? 
	 
	 

	 
	 
	 


	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	APPLICATION FUNCTIONAL SPECIFICATIONS 
	Response 
Key 
	Comments 
Cross Reference 

	What graphing capabilities are available? Can multiple values be graphed at once? 
	 
	 

	Can multiple clinicians access a patient electronic medical record at one time? 
	 
	 

	Can patient documentation and results be displayed in one view? 
	 
	 

	Can your system offer summary views of patient information?  

If so, can these views be customized to clinician position such as Registered Nurse, Respiratory Therapist, or Physician? 
	 
	 

	Can your system provide a single screen view of a patient’s comprehensive lifetime medical 

record inclusive of past medical events and documents?  
	 
	 

	 
	 
	 

	Does your application allow a user to store and retrieve allergy data for a given patient? 
	 
	 

	Does the system provide an online problem list? What does the list include? 
	 
	 

	Do you system have a place specifically designated for documentation of Immunizations/vaccinations? 
	 
	 

	Does your system provide a medication profile view to support a longitudinal medication 

history view?  
	 
	 

	Describe the system training program. 
	 
	 

	List the mobile devices that have been integrated with the system?  (Device and Vendor) 

 
	 
	 


	Security / Compliance 

	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	APPLICATION FUNCTIONAL SPECIFICATIONS 
	Response 
Key 
	Comments 
Cross Reference 

	Do all applications comply with HIPAA regulations including interfaces (both inbound and outbound) and transactions code sets? 
	 
	 

	Will software upgrades be HIPAA compliant? 
	 
	 

	Are software upgrades driven by HIPAA rules included in annual Maintenance fees? 
	 
	 

	Is the Health information encrypted when transmitted using internet technologies and the identities of the sender and receiver authenticated?
	 
	 

	Does the system provide support of open system standards such as LDAP authentication and authorization control? 
	
	

	Do idle screens have timeout capabilities? 
	
	

	Are you forced to change passwords and if so how often? 
	
	

	Can access be restricted by day of week and times within day? 
	
	

	Can access be restricted by workstation? 
	
	

	Does the system keep track of all unsuccessfully logons and locks out users after “x” number of unsuccessful attempts a defined by the system administrator? 
	
	

	Does the system have the ability to administer and display security ownership via employee name, location, social security number, and assigned functionality? 
	
	

	Describe any system alerts, if any, that are created when security violations are identified? 
	
	

	Does the system provide multiple Security level access based on user sign on? 
	
	


	Does the system capture audit trials of all system access including what, by whom, when, from where? 
	 
	 

	Does the system support electronic signatures for authentication of orders and data entry? 
	 
	 

	Does the system alert users to the fact that all access is being recorded for confidentiality purposes? 
	 
	 


	Security / Compliance 

	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	APPLICATION FUNCTIONAL SPECIFICATIONS 
	Response 
Key 
	Comments 
Cross Reference 

	Does the system have the ability to specify facility access rights by users allowing some users access to all facilities and others access to one facility? 
	
	

	Can security be established at the function/screen/data element level? 
	
	

	Are menus provided that display functions authorized for users as well as user assigned specific functions? 
	
	

	Can the user restrict/control access to sensitive data, based on log in access level? 
	
	

	Is encryption provided where appropriate when communicating outside of the trusted network? 
	 
	 

	Does the system have the ability to set up different security for maintaining tables, dictionaries, and screens? 
	 
	 

	Can the users have access to inpatients by current medical services? 
	 
	 

	Does the system have the ability to establish and define security privileges based on “roles” for users? 
	 
	 


	Security / Compliance 

	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	APPLICATION FUNCTIONAL SPECIFICATIONS 
	Response 
Key 
	Comments 
Cross Reference 

	Does the system provide audit/exception reporting of unassigned accesses or updates? 
	 
	 

	Any access to any part of the system by nonusers, e.g. visitors in patient room or patient can be prevented? 
	 
	 

	Does the system provide multiple levels of security from network level to screen level? 
	 
	 

	Can any module be accessed from any workstation given the proper security rights? 
	 
	 

	Does the system have the capability of being accessed remotely for trouble-shooting, monitoring, and prevention? 
	 
	 

	Is the security module capable of accepting and maintaining unlimited users? 
	 
	 

	Does the system allow users to choose and change their own password? 
	 
	 

	Does the system require password field to be a set number of alphanumeric characters and is case sensitive? 
	 
	 

	Can you reactivate a deactivated user if they return to institution? 
	 
	 

	Does the system generate error logs on a consistent basis? 
	 
	 

	Is the system able to interface with infant security systems and users have access to security system screens? 
	 
	 

	Does the system support the use of additional user authentication devices such as smart cards and biometric identifiers, in combination to the user manually entering his/her username and password? 
	 
	 

	Are usernames unique and represent only one user? 
	 
	 


	Security / Compliance 

	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	APPLICATION FUNCTIONAL SPECIFICATIONS 
	Response 
Key 
	Comments 
Cross Reference 

	Can usernames be comprised of alphabetic or numeric characters? 
	 
	 

	Is there sufficient field length for usernames that permits organization to utilize a naming convention that ensures uniqueness? 
	 
	 

	Is there a limitation on maximum password length? 
	 
	 

	Can the security administrator specify a minimum password length that can be enforced at the system level? 
	 
	 

	Can the security administrator specify a minimum password length enforced at the user level? 
	 
	 

	Does the system allow privileged users the ability to reset passwords for other users? 
	 
	 

	Does your system permit the organization to determine at the system level if users’ passwords are pre-expired and the users are forced to change their passwords upon initial log in or when the password has been reset? 
	 
	 

	Can the organization determine at the user level if the user’s password is pre-expired and the user is forced to change his password upon initial log in or when the password has been reset? 
	 
	 

	Does the system allow the organization to determine at the system level the lifetime in days of user’s passwords? 
	 
	 

	Is the organization allowed to determine at the user level the lifetime in days of a user’s password? 
	 
	 

	Is there a history database that prevents reuse of passwords? 
	 
	 


	Security / Compliance 

	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	APPLICATION FUNCTIONAL SPECIFICATIONS 
	Response 
Key 
	Comments 
Cross Reference 

	Are users deleted, which prevents the reuse of usernames? 
	 
	 

	Is there a message displayed upon denial of access due to invalid username or password? 
	 
	 

	Can user accounts be automatically disabled after a predetermined, system-defined number of consecutive invalid attempts? 
	 
	 

	Can user accounts be disabled real-time? 
	 
	 

	Does the system provide a system-defined period of time after which an unused user account is disabled? 
	 
	 

	Does the system have the ability to accommodate a third party, single sign-on solution vendor? 
	 
	 

	Are there audit trails by address of PC used? 
	 
	 

	Are the audit trails with the reason for unsuccessful attempts? 
	 
	 

	Are there audit trails by username? 
	 
	 

	Are there audit trails date/time of system access? 
	 
	 

	Does the system log the number of unsuccessful log in attempts? 
	 
	 

	Does the system have the functionality that allows a user to end an application quickly and change to another user? 
	 
	 

	Does the system have position-level security logic to set permissions to access an application (or task within an application, or a task group) based on a user’s position? It is defined for every user of the system? 
	 
	 


	Security / Compliance 

	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	APPLICATION FUNCTIONAL SPECIFICATIONS 
	Response 
Key 
	Comments 
Cross Reference 

	Can a user be assigned to a position through a maintenance tool? Can this be restricted to users with appropriate privileges? A user’s position should be designed to include all the tasks that might be needed to perform his/her job. Can multiple users be associated with a single position, which aids in the maintenance of your security profiles?  Can positions be created as reference data?  Employee position assignments within the system may or may not be similar to employee titles within an organization. 

Possible positions include: 
Staff Physician                                 RN 

Nurse Assistant                    Pharmacist 

Pharmacy Tech                    
Radiologist 

Attending                             
House staff 

Physician assistant                         ARNP 
	 
	 

	Can each clinical application enforce logic to determine the user’s right to access the patient’s chart? 
	 
	 

	Can a site choose to determine specific encounters or encounter types that require additional security logic?  
For example, psychiatric visits, child abuse cases, etc. 
	 
	 

	Can the system compare the confidentiality level of person associated with the username at the time he/she is entered into the system, and the confidentiality level of the patient and/or the encounter set at the time of registration, to determine if the user can view information regarding the patient or a specific encounter? 
	 
	 


	Security / Compliance 

	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	APPLICATION FUNCTIONAL SPECIFICATIONS 
	Response 
Key 
	Comments 
Cross Reference 

	Can security be restricted to an organization that may be a physician’s office, hospital, nursing station, clinic, etc? 
	 
	 

	Is each patient encounter associated with an organization? 
	 
	 

	To determine if a user is able to view a patient’s encounter, can the system check to see if the user is associated with that organization with which the encounter is associated? 
	 
	 

	If no association is located, can the system not display any information regarding that encounter, including display of the encounter’s existence? 
	 
	 

	Does the system support electronic signature for authentication of ordered and data entry? 
	 
	 


 Clinical Data Repository 
	Clinical Data Repository 

	Response Key: A = Available/Installed, C = Can be Custom Developed, F = Future Release, N = Not Available 

	Application Functional Specifications
	Response
Key
	Comments
Cross Reference

	 
	 
	 

	Does the system provide a Clinical Data Repository that supports three-tiered client-server architecture?
	 
	 

	Does the system allow for data to be used by internal decision support tools or knowledge system utilizing a variety of alert mechanism such as email, beeper, reports, etc? 
	 
	 

	 
	 
	 

	Does the system provide for the following Reporting Capabilities? 
	 
	 

	     a) Standard Reports 
	 
	 

	    b) Graphical Reports 
	 
	 

	    c) Histograms 
	 
	 

	    d) Ad-hoc Reporting Capabilities 
	 
	 

	    e) Report Exporting formats such as: 
	 
	 

	  1) FTP 
	 
	 

	  2) E-Mail 
	 
	 

	     f) File Formats such as Txt, .XLS, .MDB, and DBF 
	 
	 

	     g) Printing Options such as: 
	 
	 

	1) Excel 
	 
	 

	2) PDF 
	 
	 

	3) Word 
	 
	 

	    h) Drill down capabilities 
	 
	 

	    i) Filtering 
	 
	 

	    j) Sorting options. 
	 
	 

	    k) Statistical Modeling 
	 
	 

	   l) Web-enabled Reporting 
	 
	 

	   m) Meta-Data 
	 
	 

	 
	 
	 

	Does the system provide Benchmarking Capability (Ability to import from other sources e.g. AHCA)? 
	 
	 

	Does the system provide the ability to chart and/or graph clinical information? 
	 
	 

	Does the system provide the ability to hyperlink to JHS as well a Departmental Policies and Procedure Manuals? 
	 
	 

	 
	 
	 

	Does the system provide for the following Interfacing Capabilities: 
	 
	 

	 a) Access to Legacy Systems  
	 
	 

	 b) Database Connectivity: ADO, ODBC, 
	 
	 

	 c) Interface Protocols: XML, HL7 
	 
	 

	 
	 
	 

	Does the system have an interface engine? If so, what product or vendor? 
	 
	 


Discuss the architecture of the proposed system as it relates to growth, stability and performance balancing.  If it is necessary to distribute applications between or among CPU’s, describe how this is accomplished.  Are any proprietary modifications of the proposed system necessary in order to accommodate growth? 

What types of power protection are recommended for this system? 
· Why?
·  Describe the impact on the application in the event of a power failure or power surge ?
Define response time as it relates to the proposed system.  Estimate the following times in a typical operating environment. 

· What is the average response time for a database inquiry? 

· What is the average response time for a database update?  

· What is the average response time for a retrieval of portions of the patient record? 

· What is the average response time for a retrieval of the entire patient record? 

· What is the average time to log in to the system?   

· Identify situations where stated response times would not be met ?
· Identify any applications that will degrade the proposed system, and therefore, must be run at off peak hours ?
· Describe how your software is stored and maintained on the proposed system and how you manage your change control ?
· Describe the steps involved in implementing a new release of your product ?
· Describe any system management tools you provide to help the client monitor and control the technical aspects o your system ?
Communications: 
· Identify a recommended local area network strategy for the proposed system ?
· Identify the network management software (if any), which will support the proposed system ?
· Identify the type and bandwidth of communication lines required to support the proposed system as configured for our environment as described in the overview ?
· Identify any communication software or protocols, available from the hardware vendor, which may not be utilized in conjunction with the propose system ?
Interfaces: 
· Identify all communication protocols the proposed system interfaces will support, e.g., asynchronous, SNA, LU 6.2, LAT, TCP/IP, IPX, etc.
· Describe how transmission and data integrity errors are detected and handled by the interfaces ?
· Describe the recovery mechanisms that are available for re-transmission of any interface transactions ?
· Do the proposed interfaces include store and forward capabilities?   

· When a receiving system interface is down for an extended period of time, or there is a power failure or power surge, what system limits exist for the amount of queued interface data ?
Storage and Backup: 
· What type of storage technology is recommended for use in the proposed configuration? 

· Can the proposed system use a shared storage system like a Storage Area Network?  
· If so, what manufacturers and configurations are approved for use? 

· Can the proposed system use a shared data backup device?  
· If so, what manufacturers and configurations are approved for use? 

· Describe the recommended backup strategy.  Identify the software utilized to perform system backups.  
· Estimate the amount of time and identify the storage media necessary to 
· Perform and store daily, 
· Weekly and Monthly backups. 

· Identify any proprietary modifications, to the proposed system, associated with this procedure ?
· Does the recommended backup procedure require the application system to be down? 

· If not, how does the backup procedure affect system performance?   

· Does the backup procedure lock records, files or applications? 

Recovery/Restore: 
· Describe the recommended recovery and restore procedure utilizing daily, weekly and monthly backups.  Identify the software utilized to perform system recovery and restore ?

· Does the restore procedure allow for the selective recovery of transactions, individual files and disks?  
· Identify any proprietary modifications associated with this procedure.

