Environment Review Considerations

This is a method of gaining access to or harming an organization or its assets through weaknesses in its environment.

Expected Results: 

1) Map of physical locations of assets

2) List of vulnerable locations

3) List of local laws, customs, and ethics

4) List of operational laws, customs, and ethics

Tasks to perform for a thorough Environment review:

1) Examine natural disaster conditions for the region

2) Examine political environmental conditions

3) Examine back-up and recovery procedures

4) Identify weaknesses and vulnerabilities in back-up and recovery procedures

5) Identify Denial of Service attacks in back-up and recovery procedures

6) Examine physical and electronic handicaps in various weather patterns

7) Compare operational procedures with regional laws, customs, and ethics
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