FIPS 199 - System Security Plan Template

System Identification

System Name / Title    <System name and acronym>

System Category

Federal Information Processing Standards Publication (FIPS PUB) 199 Categories:
<Select: High, Moderate, or Low>

Note:  FIPS PUB 199 categories are defined as follows

· High – The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals.  For example:

· Severe degradation in or loss of mission capability to the extent and duration that the organization is not able to perform one or more of its primary functions

· Major damage to organizational assets

· Major financial loss

· Severe or catastrophic harm to individuals involving loss of life or serious life-threatening injury

· Moderate – The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals.  For example:

· Significant degradation in mission capability to the extent and duration that the organization is able to perform its primary functions, but with significantly reduced effectiveness

· Significant damage to organizational assets

· Significant financial loss

· Significant harm to individuals that does not involve loss of life or serious life-threatening injury

· Low – The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals.  For example:

· Degradation in mission capability to the extent and duration that the organization is able to perform its primary functions, but with noticeably reduced effectiveness 

· Minor damage to organizational assets

· Minor financial loss

· Minor harm to individuals 

Note:

Guidance is provided by the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-60 in mapping information types and systems to FIPS PUB 199 categories.

System Owner

<Name and title>

Information Contacts

The other designated points of contact are identified in Table 1.

Table 1. Information Contacts

	System Role
	Name
	Position
	Phone/E-Mail

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Assignment of Security Responsibility


<Name>


<Title>


<Office>

<Agency>

<Street Address>

<City, State>


<Phone>


<E-mail>

Note:  Security responsibility will rest with the Chief Information Security Officer (CISO), unless by a delegation memorandum, the responsibility has been assigned to a security officer for the system.

System Environment 

Provide a description of the technical system.  Include a system diagram and identification of major system components (hardware, software, and communications equipment), including version/model numbers. Include text callouts for Table 1.

Security Categorization
The FIPS PUB 199 security category for <System Acronym> has been determined using guidance provided by NIST SP 800-60. The system category assignment has been approved by the System Owner’s Representative and the Director, Information Security.  The definitions established by FIPS PUB 199 for each category are listed in Table 1.

Table 1 FIPS PUB 199 Security Categories

	Category
	Definition

	Low
	Loss of confidentiality, integrity, or availability would have a limited adverse impact and might: (1) cause a degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but with noticeably reduced effectiveness; (2) result in minor damage to organizational assets; (3) result in minor financial loss; or (4) result in minor harm to individuals.

	Moderate
	Loss of confidentiality, integrity, or availability would have a serious adverse impact and might: (1) cause a significant degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but with significantly reduced effectiveness; (2) result in significant damage to organizational assets; (3) result in significant financial loss; or (4) result in significant harm to individuals that does not involve loss of life or serious life-threatening injuries. 

	High
	Loss of confidentiality, integrity, or availability would have a severe or catastrophic adverse impact and might: (1) cause a severe degradation in or loss of mission capability to an extent and duration that the organization is not able to perform one or more of its primary functions; (2) result in major damage to organizational assets; (3) result in major financial loss; or (4) result in severe or catastrophic harm to individuals involving loss of life or serious life-threatening injuries.


Risk Assessment

Risk assessments follow NIST SP 800-30 methodology.

FIPS PUBs, including:

· FIPS PUB 199, Standards for Security Categorization of Federal Information and Information Systems
· FIPS PUB 200, Minimum Security Requirements for Federal Information and Information Systems
NIST SPs, including:

· NIST SP 800-18, Revision 1, Guide for Developing Security Plans for Federal Information Systems

· NIST SP 800-37, Guide for the Security Certification and Accreditation of Federal information Systems

· NIST SP 800-53, Recommended Security Controls for Federal Information Systems, and referenced supplemental guidance documents

· NIST SP 800-60, Guide for Mapping types of Information and Information Systems to Security Categories

