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Gold Image Standard
Scope

This standard applies to all corporate servers connected to Corporate networks.  The guidance in this standard shall be considered the minimum recommended for the configuration of Corporate servers using Windows, UNIX, Solaris and other Operating systems as acceptable. This standard sets forth expectations across the entire organization. Additional guidance and control measures may apply to certain areas of Corporate. This standard shall not be construed to limit application of more stringent requirements where justified by business needs or assessed risks. 

The goal of this Standard is to provide the best possible security while preserving the functionality necessary to perform critical business functions within the requirements of a business environment.  In some instances, the requirements listed in this document may be impractical or require extensive redesign in order to meet the operational and/or functional requirements of a particular system or piece of software.  Redesign efforts are outside the scope of this document, and should be treated as exclusions to the standard.

Gold Image Standard

Corporate’s business functions rely upon the integrity, confidentiality, and availability of its computer systems and the information assets stored within them.   Responsibilities and procedures for the management, operation and security of all information processing facilities must be established.  This Policy supports the stated objectives.

Roles & Responsibilities

The Chief Information Security Officer has overall responsibility for security policy, and in conjunction with the Information Security Department will be responsible for defining, implementing, managing, monitoring and reviewing compliance with the Gold Image Policy.
The IT Custodian is responsible for defining and implementing security measures and controls to ensure the system(s) / application(s) are managed and operated in a secure and effective manner.

The team maintaining the OS Gold Image(s) has responsibility for identifying necessary changes to the baseline of their respective operating systems and updating their Gold Images at a minimum, once every six months or as the need arises do to major operating system updates.  This system baselining is responsible for ensuring minimum standards and implementing security measures and controls for systems built from that point in time forward.

The team building a server has the responsibility to ensure that new servers deployed in production meet the minimum baseline standards of the most recent Certified Gold Image before the sever is attached to any production network. They are also responsible for implementing security measures and controls in between Gold Image versions to ensure compliance against Information Security policies and in order to meet the legal, statutory, regulatory and contractual obligations of the Company.
The team supporting production servers has the responsibility to ensure that servers in production meet the minimum baseline standards of the most recent Certified Gold Image. They are also responsible for implementing security measures and controls in between Gold Image versions to ensure compliance against Information Security policies and in order to meet the legal, statutory, regulatory and contractual obligations of the Company.

Governance, Risk and Compliance has the responsibility to:

· Articulate and communicate the security policy enforcement to all parties authorized to build and deploy servers into production.

· Audit and review the adequacy of controls and security measures in place to measure and enforce conformance to this standard.

· Articulate security policy strategy, and to assist the team maintaining the OS Gold Image(s) in determining the risk of mandates aimed at compliance against its security policies and will provide advice, guidance, and information to responsible parties as appropriate on areas under its jurisdiction.

· Certify each new Gold Image before it becomes the new baseline standard. They will also assist OS Operations in defining and recommending appropriate Security controls and measures for compliance against its security policies and will provide advice, guidance, and information to responsible parties as appropriate on areas under its jurisdiction.

Requirements and Implementations

OS Engineering Requirements:

· The OS Engineering team is required to create Gold Images for each operating system used on Corporate production Networks. These Gold Images will be used as the baseline to secure new servers before any applications are loaded or any server specific configurations are made.

· OS Engineering is required to ensure that a review of the Gold Images is completed as a minimum, semiannually. 

