Secure Internet Information Services (IIS)

Scope

This standard applies to all corporate equipment and data, including corporate customer data, whether located at a Corporate facility or a third party facility, and whether handled by corporate employees, or corporate contractors, vendors, third party service providers, or their staff or agents.  This standard also applies to all wholly owned and partially owned subsidiaries.

The guidance in this standard shall be considered the minimum acceptable requirements for the use of  Internet Information Services (IIS).  This standard sets forth expectations across the entire organization.  Additional guidance and control measures may apply to certain areas of corporate.  This standard shall not be construed to limit application of more stringent requirements where justified by business needs or assessed risks. 

Internet Information Services (IIS) Standard

Corporate’s business functions rely upon the integrity, confidentiality, and availability of its computer systems and the information assets stored within them.   Responsibilities and procedures for the management, operation and security of all information processing facilities must be established.  This standard supports the stated objectives.

Roles & Responsibilities

The End User is responsible for acting upon electronic messages received from the service, usage of the related messaging services in a manner consistent with this Standard, and when such activity is within their span of control, the retention and disposal of electronic messages sent and received.

The IT Custodian is responsible for defining and implementing security measures and controls to ensure the system(s)/application(s) are managed and operated in a secure and effective manner.

The Information Security Officer has overall responsibility for security standard, and in conjunction with the Information Security Department will be responsible for defining, implementing, managing, monitoring and reviewing compliance with the Electronic Messaging Standard.

The Information Security Department will assist End Users and IT Custodians in assessing, defining, implementing, managing and monitoring appropriate controls and security measures. 

The Information Security Department will audit and review the adequacy of controls and security measures in place to measure and enforce conformance to this standard.

Requirements and Implementations

Version

Corporate only supports version IIS 6.x and later versions.   

Initial security requirements

All Windows servers should be built with the Windows 200x Server standard in mind

 HTTP and HTTPS must be the only services provided by this system to other systems

   Run services with least privileged accounts

   Disable Telnet, FTP, SMTP, and NNTP services

   Disable ASP .NET state service

Remote access to the server must be controlled by a router access control list, load balancer, or firewall, where applicable, which should block all outbound connections and allow inbound connections only to the HTTP and HTTPS ports of the Web server.
Only absolutely necessary IIS modules should be enabled

Use a dedicated system for the IIS web server

Use separate anonymous user accounts for each web application

Do install web server on a domain controller

Protocols

Dissable WebDAV

Harden TCP/IP stack see ”How to harden the TCP/IP stack against denial of service attacks in well know Microsoft Windows hardening articles and basically protects against denial of service attacks.

Dissable NetBIOS and SMB (disable ports 137, 138, 139, and 445)

Accounts

Remove unused accounts

Dissable Guest account

Rename Administrator account and have strong password

Dissable ISR_MACHINE account if not used

Create least-privileged level anonymous account with no write access or ability to execute command-line tools

Run ASP.NET process with ASPNET account or least privilege account

Enforce Strong account and password policies on server

Restrict “Access this computer from the network” user right from the Everyone group

Filesystem

Use NTFS Volumes

Dedicate an NTFS volume to web site content the does not contain system files

Logfiles stored on different volume then website  content and the system files

Restrict Web directories from Everyone group

Deny write access to web site directory for Internet accounts

Remove remote IIS administration application

Remove resource kit tools, utilities and SDKs

Remove sample applications

Remove unnecessary shares

Remove Administrative C$ and Admin$ shares if not using SMS or MOM.

Restrict remote registry access

Disable “Parent paths”

Remove sensitive virtual directories – IISSamples, IISAdmin, IISHelp, MSADC and Scripts

Include directories that have no Read Web permissions

Content authoring folders should have only Write access.  Make sure Write and Execute Permission and Script source access permissions are not both assigned to content authoring folders.  Do not allow users to both upload and execute source code.

  Remove FrontPage Server Extensions if not needed.  Update and restrict if used.

  Remove unused ISAPI filters

  Unused extensions are mapped to 404.dll

  Use Machine.config to map unused ASP.NET file types to “HttpForbiddenHandler”

  Restrict IIS banner information to display only the FQDN instead of the web server IP address.

  Dissable tracing in Machines.config

  Turn off debug compiles in Machine.config

  Remove unused HttpModules in Machine.config

  Enable code access security

  Remove all permissions from the local and Internet zones

  Run IISLockdown tool on web server

Logging

Audit logging for failed logon attempts

Secure log files for 6 month period

Configure Auditing on access to Metabase.bin file

Move and rename log files to a different volume then the Web site.

Configure IIS for W3C Extended log file format – this is the default format

Ensure that following logging options are enabled – these is basically enabling all Extended logging options:

Logging Option

Date

Time

Client IP Address

User Name

Service Name

Server Name

Server IP Address

Server Port

Method

URI Stem

URI Query

Protocol Status

Protocol Substatus

Win32 Status

Bytes Send

Bytes Received

Time Taken

Protocol Version

Host

User Agent

Cookie

Referrer

Tools

Run IISLockdown tool 

Install and configure URLScan to filter HTTP requests

Secure remote administration for encryption, low session time-outs, and account lockouts.

SSL
Secure confidential communication with SSL. 

Ensure 128-bit encryption is utilized to secure the communication channel.

Ensure Secure Hash Algorithm is used to validate the integrity of the message

Exceptions under this policy must be detailed in a Risk Acceptance form approved by the System/Application Business Owner, an Executive Lines of Business representative and the IT Custodian and the Information Security Compliance Department.
