IT Business Continuity Planning

Overview

This policy defines the basic elements required for the Information Technology Systems Business Continuity Planning Support.  

Purpose

To obtain reasonable assurance that appropriate backup, recovery, and contingency plans exist to ensure critical business processes will be restored in the event of a disaster.

Scope

The scope of this policy includes all personnel, including external vendors, who have access to or are responsible for operating, restoring or maintaining the production systems for any and all systems located at the <Company Name> facility.

Policy 

Management will establish and document a Disaster Recovery Plan to ensure that essential Information Technology Systems can be recovered in a timely manner.
A disaster recovery plan provides management with a process for restoring critical system operations in the event of a disaster.  In order to develop an effective plan, it is a best practice for management to rank its systems in order of importance and plan accordingly.  Member reliance on specific services, alternate delivery channels, and arrangements with outsource vendors are areas that must be carefully considered when establishing a disaster recovery plan.  Should management need to invoke its plan, one of the most time-consuming tasks will be coordinating with various outsourced vendors.  Part of management's planning efforts should address vendor notification procedures, alternate connectivity, etc. and the parties responsible for performing these tasks.

The Disaster Recovery Plan will be annually tested and updated.
It is a best practice, to the extent possible, for management to review and test the disaster recovery plan at least annually.  This annual review and test should assist management in determining whether the plan remains effective or is in need of updating due to changes in the organization’s  information technology environment (internal or external).

Management will establish and document a Business Continuity Plan to ensure that essential non-systems related business processes can be recovered in a timely manner. 
Business continuity planning, which encompasses disaster recovery planning, is a process of information gathering and analysis that results in an integrated strategy and corresponding plan to respond to an unplanned interruption in normal business operations.  The ultimate objective of this process is to provide timely availability of all systems and non-systems related resources necessary to operate critical business processes at a level acceptable to management.  
Typically, critical business processes include the organization’s core activities (e.g., branch operations and customer service) that contribute directly to the goals of the organization.  In the event of an unplanned interruption to normal business operations, degraded levels of service may be acceptable for some period of time.  

The Business Continuity Plan will be annually tested and updated.
Management and the users will schedule the backup and retention of data as well as the erasure and release of media when retention is no longer required.
In a computer environment, an organizations significant records are typically archived by making copies of databases or data files and retaining these "backups". It is important that the completion of the backup process is logged and that management reviews these logs. The policies, procedures, standards, and guidance regarding management's review of backup logs typically include: 
· Frequency of review

· Assignment of responsibility

· Documentation produced during backup process

· Assessment of successful and timely backup

Backup policies, procedures, standards, and guidance should be followed to ensure the availability of data significant to the organization’s  operations.

Management will periodically review retention and release records.
The readability and usability of backup data will be periodically tested through restoration or other methods.
Testing the readability of backups ensures that the data is not prematurely lost due to deterioration of the media or unidentified problems in storing the data. The storage media that is generally used for backups is prone to gradual degradation as the physical material decays. Procedures should ordinarily be performed that identify possible media degradation or improper creation of backups before an unacceptable amount of data is lost. Periodic scanning of the media, verification of the backup, or restoration of the data, will usually indicate whether the data can be read. When media degradation is discovered, the stored data should immediately be transferred to new media. When backups are improperly written, a procedure should exist to correct and re-accomplish the process.  This is necessary to ensure that the data will be available in the event of an actual disaster.

1. Backup media will be stored off-site and/or in a secure environmentally controlled location.
2. Backup media will be labeled to enable proper identification.
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