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Sample Infrastructure Vendor Relationships

Overview

This policy defines the basic elements required for the <Company Name> Information Systems Vendor Relationship Support.  

Purpose

To obtain reasonable assurance that management is appropriately managing outsourced vendor relationships in terms of service levels, pricing, and right of access.

Scope

The scope of this policy includes all personnel who manage or work with external vendors.

It is important to remember that a Corporate may outsource the service; however, they cannot outsource the risk. The board of directors remains responsible for the risks associated with electronic data processing services and systems.

Policy 

Management will maintain a list of critical third party processors or outsourced vendors.  This list will indicate the service(s) provided and Corporate personnel responsible for managing the relationship. 
The Corporate's IT systems and related operations may be partially or totally outsourced.  Management should categorize vendors as to the criticality of the services provided and implement controls accordingly.  The Corporate should maintain an inventory reflecting vendor name, software product, version #, last update date, etc.  

Management will develop and employ a consistently applied vendor selection process. 

The vendor selection process should include up-front due diligence aimed at evaluating a potential vendor's financial stability, business practices, security procedures, etc.  Parties from the technical, business, and security sides of the Corporate should be involved in this process.  In addition, management should reevaluate the service provider, at least annually, to determine whether the vendor continues meet the Corporate's needs.  Part of this annual process should include an evaluation of whether the vendor is investing in technology solutions consistent with the Corporate's current and planned activities. Management should determine if the vendor provides sufficient security, including firewalls, encryption, and customer authentication, to protect Corporate and member data from unauthorized access as well as system destruction, alteration, or attacks by outsiders.  
The Corporate must decide how much, and what type of, security to employ to protect the systems and data. At this time, firewalls, encryption, and authentication provide the best means; however, new products may, and probably will, be developed in the future which will prove to be better tools. The Corporate should actively review their security systems to determine if a better method is available and whether or not to migrate to that new method.

Management will monitor compliance with the approved vendor selection process.
Information technology and appropriate user management will approve elected vendors before contract start. 

The Corporate's business and technology strategies are key drivers in the vendor selection process.  After a careful review and analysis, both information technology and user management should agree that a potential vendor could meet the current and foreseeable future needs of the Corporate.  In addition, management should consider other critical matters such as whether the vendor should be required to agree to a right to access or right to audit clause. This clause provides the Corporate with the right to have access to key vendor documents and policies, such as audit reports and security policies. The clauses also provide the Corporate the right to request, or have performed, an audit on the vendor.

Service level metrics will defined and agreed to by the affected parties.
Contractual arrangements with vendors should define and establish minimum service levels, i.e. required network availability, processing accuracy and efficiency, timely problem resolution, report generation and distribution, etc., that the vendor should consistently meet or exceed.   Management should monitor vendors' performance against these metrics and assign someone responsibility for making vendors accountable, and taking the necessary recourse when the agreed upon levels are not meet.  Recourses available might include service credits, refunds, or ultimately a right to discontinue the relationship if acceptable service levels cannot be met.

Management will monitor vendors' service levels.
Ideally, management should request, and the vendor should provide, reports (preferably system-generated) that will assist in monitoring vendor performance and ensuring service level agreements are continually met.  If such reports are not available, and service levels are unsatisfactory, management should consider maintaining records of recurring problems to facilitate taking necessary corrective actions against the vendor.

Management will initiate corrective action if performance does not meet expectations and/or service level agreements.
Enforcement 

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 


