Liquid Machines Evaluation Summary

Liquid Machines Document Control 7.0. Enterprise Rights Management is a mature, well integrated product that enhances business intelligence and enterprise search capabilities. This product line extends IRM features to the Enterprise for Microsoft platforms and applications. 

Requirements and considerations this product is relatively an expensive and does not fulfill the system and functional IRM requirements. Questions remain concerning the commitment to the maintenance of the interface frameworks to other platforms outside of dependent vendor technologies such as Microsoft IRM and Oracle database support. Confusing overlapping technology module / plug-in components will require a long term commitment of expensive on-going consulting, training and support services to customize and optimize on an on-going basis. 

Liquid Machines' technology is still relatively untested at the enterprise level, and the other approaches to application integration have their advantages. 

Document Control 7.0’s policies allow auditing, so you’ll know exactly which changes were made, and by whom. Thus, you can confidently delegate policy administration to department heads or other non-IT staff.  You may expire document access to one group of users but not others. The Policy Droplet management plug-in functioned in various native applications, including Microsoft Word and Visio, without any extra steps. For example, if printing was disallowed, then that action was reliably blocked. 

The software clearly shows which policies apply to the document so that users always know what else they can and can’t do -- and whom to contact to change permissions. Policy Droplet allows the user to quickly choose the policy to apply when creating a new file; alternately, enterprises can automatically apply a corporate default policy to new documents. 

A further example of Document Control’s tight security is that documents remain protected when converted to Adobe Acrobat. Additionally, the initial protection policy was carried forward when portions of the original document are saved to general formats, such as .txt and .csv. 

The most unique feature of Liquid Machines is its new approach to integrating DRM functions with client authoring and rendering applications. Until Liquid Machines came along, client-side DRM technology fell into three categories:

· Application plug-in: the DRM vendor develops code that "plugs in" to client applications at the API level. SealedMedia, Authentica, FileOpen, and Microsoft use this approach.

· Secure viewer: the DRM vendor supplies a third-party rendering application for the formats it protects, which only allows viewing, printing, etc., if the user's credentials permit it. .

· OS-level: the technology traps system calls that do I/O (e.g., "open file," "copy to clipboard") and checks credentials before handing control back to the operating system. PSS and Trusted Edge use this approach. 

Liquid Machines offers a new approach that sort of sits midway between the application plug-in and OS-level architectures. The company examines (or "profiles") client applications to discover where they do the kinds of I/O that should be controlled by DRM. Then it patches the executable code with calls to DRM functions at those points. It does this at runtime, so as not to affect the application's machine code on the user's hard disk. This approach eschews the need to develop separate plug-in code for different applications (and different versions of those applications), and it avoids unforeseen problems that can result from patching the actual OS. This process operationally has proven to be problematic and challenging to diagnose and resolve.

Liquid Machines’ Document Control enforces document access and usage policies, including open, read, save, and printing. A Policy Server, which integrates with AD (Active Directory) or LDAP, allows business users to centrally manage roles and policies; designated managers may also audit access and usage violations. On the client side, the Liquid Machines Policy Droplet plug-in enforces your policies -- and allows properly authorized users to modify rights.

Customers will also be able to take advantage of Liquid Machines' enterprise policy management components, including server-side administrative tools and the Policy Droplet, a user interface element that attaches itself to client applications that have been integrated with Liquid Machines.

	 Evaluation Scores for Liquid Machines

	Evaluation Criteria
	Liquid Machines

	Functional Criteria

	Policy Flexibility
	H
	Mature general document centric out of the box policies 

	Flexible Technical Controls
	H
	Very good controls that are supported by successful industry wide deployments

	Encryption Capabilities
	M
	Very good broad native and third party capabilities

	Audit Capabilities
	H
	Very good out of the box auditing integration

	Report Capabilities
	H
	Very good out of the box reporting integration

	File Processing Capabilities
	L
	Research sources indicates scalable issues in Enterprise environments but very good in small/medium businesses

	Revocation Capabilities
	M
	Vendor documentation details does not clearly document this process as it relates to IRM best practices

	Systems Criteria

	System Interface Capabilities
	L
	Very good integration with Back office technologies integration except with SharePoint and GIS applications

	Indexing Capabilities
	H
	Good Microsoft centric file indexing support

	Authentication Capabilities
	H
	Very Flexible Active directory friendly third party authentication mechanisms

	Product Maturity
	M
	Good Microsoft centric but not necessarily enterprise IRM capable

	Management Capabilities
	M
	Vendor did documentation details does not clearly document this process as it relates to IRM best practices

	Performance
	Inc
	

	Product Transparency 
	H
	Very good vendor documentation and support infrastructure

	SDK/Customizable
	H
	Very good/mature API solution uses by many third parties

	Workflow Capabilities
	H
	Very good out of the box capability with strong linkages to IRM best practices

	Vendor Criteria

	Stability
	M
	Modest vendor stability. Acquisition target.

	Professional Services and Integration Capabilities
	L
	Modest reliance on integrators for customization due to complexity 


