
Log Analysis Tool

Request for Information (Considerations)

Introduction

Corporate Tech recognises the need to improve the quality of tools used to analyse log data for security events. There is no shortage of information, rather the problem is identifying the important information and bringing it to the attention of the security team. To this end Corporate is examining log analysis tools with a view to acquiring a product to manage the large volume of security information. 

This document details Technical requirements for a log analysis tool. These requirements break down into the following areas.

	Requirement
	Reason

	Normalisation
	To provide consistent cross system support

	Filtering
	To prioritise those event  which require attention

	Correlation of related events
	To identify hidden patterns

To avoid creation of duplicate alerts

	Customisation
	To enable product to match business requirements

	Integration and Alerting
	To interface with existing environment.

To provide alerts for high priority events

	Ease of use
	To allow forensic investigation

	Reporting
	To assist the documentation of incidents

	Cost of ownership
	Maximise Return On Investment

	Scalability
	To enable flexible and wide scale deployments.

	Provision of archiving facilities
	To manage large volumes of log data.


Objective 

The log analysis tool must deliver a consistent (cross-platform) mechanism for monitoring security. It must monitor security alerts and analyse logs to identify security issues or carry out forensics on a security incident. Key outputs will be the security alert escalation, investigations, log conservation, reports.

Detailed Requirements 

Normalisation

In order to handle log data from multiple sources it is essential that the product converts the information into a single universal format.

· The product must be able to collect information from multiple platforms. 

· TIBCO LogLogic ties events together from disparate sources to identify critical incidents, and automate response and alerts, as needed. This helps you control blended threats and complex intrusions with advanced correlation features, protecting critical business assets and enabling rapid, more efficient disaster recovery.

TIBCO LogLogic a foundational component for TIBCO LogLogic collects audit log data from tons of 3rd party products on a variety of platforms, including Windows NT, 200x and XP; Unix; Linux; AS/400; Tandem; security appliances such as Netscreen, Check Point Firewall, Foundstone, Foundscan, Cisco PIX and Cisco Router; mainframe security systems; various RDMBS Servers, including Oracle, Sybase, DB2 and SQL Server; web servers such as Micorsoft IIS, Netscape and Apache; physical access solutions such as Trend Antivirus systems from McAfee and Symantec; and (of course), etc. 
In addition, TIBCO LogLogic gathers audit data from sources that can either send SNMP messages or make API calls. This enables events to be monitored and analyzed from systems they may not natively support.

· The log information must be normalised to a consistent data structure to enable cross platform correlation of events.

TIBCO LogLogic collects audit log data from a variety of sources and stores it into a central repository, built around a relational database format, allowing for ODBC connectivity for reporting purposes. Log data is parsed and key fields linked to allow the data to be searched in relationship to data from other sources. In addition to the normalized record, all original data is stored in it original format.

· Information should be able to be captured in real time and also by Historical/batch methods.
· The TIBCO LogLogic Recorder is designed and installed by default with real-time data collection mode. However, times involved with collection can be adjusted to work in a batch mode. There are also several configurable modes of operation offered based on the type of log entry that it is being routed.

· Coverage against key corporate platforms (e.g. IBM Mainframe) and approved security management products (e.g. IDS).
All of the systems in the Appendix are covered by LogLogic either through a predefined recorder or a generic recorder provided with the product for such purposes.

· Where appropriate communication channels must be encrypted.

· The entire LogLogic has encryption enabled upon installation. There is default LogLogic encryption as well as standard encryption algorithms available such as DES, etc.

Filtering/ Prioritisation

This is a key area; the product must filter and prioritise events in order to enable critical events to be identified and to reduce the volume of events which will need to be presented to the security analyst. 

· The product must be able to filter out events which are deemed to be irrelevant or false positives.

· The product must be able to assign priority to events. 

· The product should have an embedded knowledge base or signatures which can recognise and categorise common events. 

Correlation of related events

Correlation is important both in order to reduce the total number of alerts being produced and to identify patterns of events that might otherwise go unnoticed.

· The product must be able to link or correlate related events across all platforms.

· The product must be able to link or correlate repeated or recurring events.

· The product must be able to correlate all the traces of a single event from multiple sources. 
· The product should be able to recognise when expected patterns do not occur, which could indicate when one component is faulty. 

TIBCO LogLogic ties together events from disparate sources to identify critical incidents and automate response and alerts as needed.  Advanced correlation features as well as pre-defined, supplied rules, help control blended threats and complex intrusions which previously seemed impossible to spot. Identification of root cause, overall impact and recommendation of action helps ensure critical business assets are minimally affected with outage reduced, 

TIBCO LogLogic's new Advanced Reporting and Information Extraction Subsystem LogLogic provides even further processing against collected messages and log data. LogLogic allows you to build custom, detailed queries and reports based on information included in the event details field. The query output is viewed through a web-based interface. Additionally, LogLogic can sign data in the Audit Collector database to protect against data tampering. 
Finally, LogLogic allows you to prune old events in the Audit Collector database to conserve disk space and enhance database performance.
Customisation 

Tool should be flexible and customisable to adapt to corporate’s changing business requirements.  The tool is expected to provide customisation in the following area’s 

· Input sources 

The TIBCO LogLogic / Audit application includes an open software development kit for easy third-party integration, and support for in-house or custom applications.

· Filters

TIBCO LogLogic / Audit allow for several layer of filter from the underlying source through to the visualization presented to the console.

· Consolidation

All information collected by the TIBCO LogLogic / Audit is stored in its original format alongside the searchable record.

· Signatures

This product does not have signature updates; as it works alongside your internal IDS and virus platforms. If there is a need for signature type information automatically there is the third party Vulnerability Manager product that would provide this information and allow for correlation of vulnerability information alongside log data. 

· Reports

TIBCO LogLogic / Audit include a wide variety of customizable management reports that can use any combination of information extracted from numerous security technology. Additionally, incorporation of advanced reporting options, would allow further, more granular delivery of desired information. These reports could be published into the LogLogic Management interface which is fully portal enabled.

· Support for Integrated Time Zones

All information captured via TIBCO LogLogic is date and time stamped and allows for multiple collection points within differing time zones to normalize information back to the central collector.

Integration and Alerting

The product should be able to interface with existing problem/system management tools. To automatically raise problem tickets in accordance to the severity of the events and to alert appropriate staff to the occurrence of high severity incidents. 

· The product must be able create alerts via a number of methods e.g. 


Snmp


Pager


Sms


Email


Problem system

Actions can be automated via all requirements listed above, and more. It also allow integration into Trouble-Ticketing System catering of automatic or manual generation of issues in response to an associated event or events.  Policy administration occurs through a wizard, allowing for ease of use and consistent definition. ‘Out of box’ policies are also delivered with the solution to allow expedition of implementation. 

· The product must be compatible with Uni-center (Systems Management Tool).

TIBCO LogLogic should act as a security view within Unicenter, enabling users to monitor critical security events in real time. TIBCO LogLogic collects and manages virtually all security-related information and seamlessly feeds only the most critical security event information to Unicenter. This level of integration helps provide a focused security management tool that seamlessly integrates with existing network event management management systems, whether deployed alongside those systems or separately. In addition, it enables Unicenter to put IT events in a security context.

· The product should be compatible with Vantive (Problem Management Tool).

The LogLogic are compatible with products that offer integration through industry standards utilized for information exchange. Vantive and LogLogic both support several forms of compatible communication (SNMP, Email, Text Files) and the best options will be based upon the defined corporate requirements.

· What guarantees can you provide to assure Corporate that the product will continue to meet corporates long term needs?  

Ease of use

In order for the product to be successful the product must be easy to use. It needs to support interactive analysis of events and to present the information in such a way as to draw the analyst into the events. The quality of GUI will be assessed on the following criteria.

· Quality of information available (including original source data)

All information captured from the source is stored with time and date stamp, and digitally signed to ensure integrity.

· Response times

· Quality of online security event information (with references) 

· Quality of documentation.

Full documentation is supplied with the solution.

· Availability of training

All information is captured and can have reporting and post collection processing applied against them.

· Real time processing

The architecture would be designed to incorporate existing message volumes and 

· Console functions must be granularly controlled to enable the delegation of responsibilities to different groups.

Various views can be built and made available based upon the roles and functionality of the users involved. This allows the right information, data and reports to be presented to the right personnel and ensure minimized delay with indirection or lost alerting.

Reporting

In order to assist in the production of Management information and documentation of incidents the product must be able to produce reports fit for a variety of purposes. 

· Management summary

· Detailed Forensics

· Statistical Trends

· The reports should be able to be produced in a variety of formats (e.g. csv, xml / sxml, html, graphics, text, pdf) 


