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Develop IT service level agreements

Plan for integration with external data and tools

Chapter overview: Plan for integration with external data and tools

This topic is a placeholder for future content. It is included in this preliminary documentation to illustrate the proposed structure of the final content.

Gather requirements and plan for Business Data Catalog

This topic is a placeholder for future content. It is included in this preliminary documentation to illustrate the proposed structure of the final content. 

Gather requirements and plan for third-party Web Parts

This topic is a placeholder for future content. It is included in this preliminary documentation to illustrate the proposed structure of the final content. 

Gather requirements and plan for integration with other Microsoft products

This topic is a placeholder for future content. It is included in this preliminary documentation to illustrate the proposed structure of the final content. 

Gather requirements and plan for third-party billing systems

This topic is a placeholder for future content. It is included in this preliminary documentation to illustrate the proposed structure of the final content. 

Design server farms and topologies

Develop remote user access plan

This topic is a placeholder for future content. It is included in this preliminary documentation to illustrate the proposed structure of the final content.

Plan for geographically distributed sites

This topic is a placeholder for future content. It is included in this preliminary documentation to illustrate the proposed structure of the final content. 

Develop staging plan

This topic is a placeholder for future content. It is included in this preliminary documentation to illustrate the proposed structure of the final content. 

Develop publishing plan

This topic is a placeholder for future content. It is included in this preliminary documentation to illustrate the proposed structure of the final content.

Develop records management plan

This topic is a placeholder for future content. It is included in this preliminary documentation to illustrate the proposed structure of the final content.

Plan for availability

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

This article describes the availability options for the server roles included in a Microsoft Office SharePoint Server 2007 farm. After reading this article, you will be able to identify and record the availability options that are appropriate for your environment.

In this article



· About availability 

· Define server redundancy requirements 

· Plan for a limited server deployment 

· Plan for minimum availability 

· Plan front-end Web server availability 

· Plan application server availability 

· Plan database availability 

· Select a starting point topology 



About availability

Availability management is concerned with the ability of a system to respond predictably to requests. Office SharePoint Server 2007 supports scalable server farms for high availability and performance. The purpose of this article is to help you determine the minimum requirements to allow your deployment to achieve your goals for uptime and address your tolerance of downtime. After achieving minimum availability in your design, subsequent articles will guide you through the process of optimizing the server topology and hardware requirements to achieve performance and capacity goals. Adding additional server computers to meet these goals also increases the overall availability of your service.

Typically, availability is the first consideration in determining the number of server computers to start with. After factoring in availability requirements, performance and capacity planning also play a role in determining both the number of servers and the size or capacity of the server computers in a server farm.

The availability of a service relies on the health of a number of components, including the network and the server computers that are hosting the service. Sever computer dependencies such as network cards, power supplies, and hard disk drives can all affect the availability of your service. This article focuses on the availability options for the server roles included in a Office SharePoint Server 2007 server farm. This article does not address the availability of other components.

Define server redundancy requirements

By the end of this section, you will be able to decide if you need to build minimum availability into your server deployment topology by deploying redundant servers (three or more servers), or if it makes sense for your organization to plan for a limited server deployment that has no redundant servers. If you have already identified high availability as a requirement for your deployment, you do not need to read this section. Instead, go directly to "Plan for minimum availability" later in this article.

For many organizations, the high availability requirements of a solution drive the initial deployment design. These organizations rely on providing user access to services and information. If a service fails or is down for a period of time, the consequence to the business can be detrimental. Such organizations have a low tolerance for downtime and will likely define their uptime goal as a more important criterion than the cost of additional servers required to build availability into the design. 

By contrast, some organizations can tolerate a certain amount of downtime. Downtime for a contained period of time is likely an inconvenience for these organizations, but it is not detrimental to the business. Such organizations might be willing to accept the risk of unplanned downtime as an acceptable trade-off for the reduced cost of implementing fewer servers.

To gauge your organization’s tolerance of downtime, answer the following questions.

	Question
	Yes
	No

	Is your availability requirement 99% or greater? Availability = (total time — unexpected downtime) total time. Note that 99% availability allows for up to 3.65 days of total downtime each year.
	
	

	If the service becomes unavailable, will employees of your organization be unable to reasonably perform their expected job responsibilities?
	
	

	If the service becomes unavailable, will business and customer transactions be halted, leading to loss of business and/or customers?
	
	


If you answered yes to any of these questions, your organization's tolerance of downtime is low enough to require that minimum availability be built into the server farm topology.

If you are still unsure, then consider the cost of downtime relative to the cost of implementing additional servers. First, estimate the cost of downtime to your organization for a typical server failure:

1. Estimate the cost per hour that your company will incur if the service is unavailable. This cost can include lost customer sales (not necessarily delayed customer sales), lost productivity of employees, and the cost of IT services required to bring the service back up. 

2. Estimate how long it typically takes (in business hours) to resolve server hardware issues in your organization. It might be useful to review hardware and software supplier maintenance contracts to obtain this figure. 

3. Multiply the cost of downtime (per hour) by the number of hours typically required to resolve server hardware issues. This final number is an estimation of the cost of downtime to your organization for a typical server failure. 

Next, estimate the cost of purchasing and maintaining a server in your organization:

1. How much does your organization typically spend purchasing a server computer? 

2. How much does your organization typically spend maintaining a server computer on a yearly basis? You can estimate this value by dividing the relevant IT budget by the number of servers currently supported. 

3. Add these two numbers. This is the estimated cost to your organization for each additional server you add to your server farm. 

You can additionally add the cost of licensing and maintaining software on these servers if you want to estimate the total cost of ownership per server computer.

By evaluating these two numbers, you can gauge the financial trade-off of mitigating the risk of downtime to your organization. If the cost of a single hardware failure is greater than the cost of introducing additional servers into your organization, you can reasonably justify the expense of building availability into your server topology. The next step in the planning process is to build redundancy into the server farm design. Go to "Plan for minimum availability" later in this article.

If, on the other hand, the cost of introducing two or three additional servers into your organization greatly exceeds the estimated cost of downtime for a typical server failure, you can reasonably justify a limited server deployment that is not designed for availability. If so, ensure that this decision is reflected in any service documentation that you produce. However, your goals for performance and capacity might indicate that additional server computers are necessary. See "Plan for a limited server deployment," below.

Plan for a limited server deployment

If you do not need to build availability into your server deployment, the starting point for your server topology is one or two servers. For a limited-use purpose, you can likely plan on deploying a single server.
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Limited-use purposes include the following:

· Installing Office SharePoint Server 2007 for evaluation purposes 

· Deploying only Microsoft Windows SharePoint Services (version 3) 

· Deploying a subset of the Office SharePoint Server 2007 features, such as InfoPath Forms Services only 

· Deploying Office SharePoint Server 2007 for a limited purpose (such as for a single department) or for a limited number of users. 

The recommended starting point for most Office SharePoint Server 2007 deployments is at least two server computers:

· Server 1: Web Front End (WFE) server and application server computer 

· Server 2: Dedicated SQL Server computer 
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If you are planning a limited server deployment, complete the “Planning for Availability” planning step by filling out the Availability plan worksheet:

· Indicate that redundancy is not required. 

· Select the most appropriate server topology to use as a starting point for your deployment (either one server or two servers) and copy and paste this topology into the worksheet. 

· In the Notes section, indicate which application server roles you plan to deploy. 

After completing the worksheet, the next planning steps are:

· Plan for capacity 

· Plan for performance 

The completion of these planning steps will determine the total number of servers recommended for your server deployment plan. You do not need to read the rest of this article.

Plan for minimum availability

To deploy a high-availability solution, you must deploy a server farm. By using a server farm, you mitigate against the effects of unexpected downtime as well as downtime that is related to ongoing maintenance, such as operating system updates.

There are several different server topologies that can be used as a baseline starting point. Each of these topologies builds in a level of server redundancy. This section provides an overview of these server farms. 

Four-server farm

The smallest highly available server farm topology consists of four servers:

· Servers one and two: WFE servers and search installed on both computers. The Index application role installed on one of the servers. Additional application server roles, such as Excel Calculation Services, can be installed on one or both servers. 

· Servers three and four: clustered or mirrored database server. 

[image: image3.png]@ 81e

User Requests

Each Load-balanced server includes:

" Web Front.End Server

.+ Searh

« Addiional appication servers, such as
ECS

The Index ole i intalled on only one server

Clustered or minored SQL.
Server




Five-server farm

The most common highly available server farm topology introduces a middle tier and consists of five server computers. 
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Given this topology, you can install all application server roles on the dedicated application server. This design optimizes the performance of the WFE server computers by allowing you to offload one or more of the application server roles to the middle tier. 

The primary planning decision to make with this topology is where to install application server roles. The index server role should remain on the dedicated application server. However, your decision about where to install additional application server roles depends on whether you want to optimize the server farm for performance or for availability. If redundancy of application server roles is a priority, you can install application server roles that are designed to be redundant (Excel Calculation Services, search, and Microsoft Office Project Server 2007) on the two WFE server computers. To optimize for performance, consider moving first the Excel Services role to the application server and next the search role. The planning choices that you make after reading “Plan application server availability” later in this article will determine which option is most appropriate for your environment.

Six-server farm

For maximum redundancy with a minimum number of servers, deploy an additional application server to the middle tier for load balancing application server roles that are designed to be redundant. This server farm topology consists of six servers.
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If you plan on deploying the ECS application server role and/or the Office Project Server 2007 application role to the farm and availability of these services is a priority, then this is the recommended starting point. This topology protects these server roles from direct user connections and optimizes the performance of the overall farm when compared to smaller farms.

Three-server farm

There is another alternative for deploying fewer servers. With a three server farm, you must choose which of the server roles to make redundant: either the WFE and application server roles, or the database server role.

By adding the third server to the WFE tier, you achieve redundancy of the WFE and application roles. This topology also increases the overall performance of the small farm. Use this topology when performance is more important than data redundancy.
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By adding a third server to the database tier, you build in data redundancy, ensuring availability of critical data. Plan on using this small-farm topology when availability of your data is critical but temporary loss of user access is not detrimental.
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Choosing a baseline server farm topology

Each of these server farm topologies represents a baseline starting point for designing your deployment. The starting point that best suits your organization depends on which server roles you require redundancy for and also which application server roles you plan to use. 

The rest of this article walks you through the redundancy options for each of the server roles. Use the Availability plan worksheet to record your decisions for each of these roles. By the time you are finished with this article, you will be able to identify the starting point topology that represents the minimum available solution that is acceptable for your organization. This is the topology that you will use as a baseline when you start planning for capacity and performance.

Plan front-end Web server availability

Use this section to:

· Determine if your organization requires redundancy built into the WFE tier. 

· Plan which WFE load balancing technology to implement. 

Most organizations require redundancy at the WFE tier. There are a small number of scenarios in which a three-server farm with one server running the WFE role makes sense. To determine if your organization requires redundancy at the WFE tier, answer the following questions.

	Question
	Yes
	No

	Is your overall availability requirement below 99%?
	
	

	Is the availability of your data critical?
	
	

	Can your organization tolerate temporary loss of access to the data?
	
	


If you answered Yes to all of these questions, then your organization can likely live with a single WFE server in exchange for adding an additional database server to achieve data availability. In this case, jump to the next section, “Plan for Application Server Availability.”

If you answered No to any of the questions, then WFE redundancy is important to your deployment design. In this case, plan on implementing at least two WFE servers. 

The next step is to plan which WFE load balancing technology to implement. Windows SharePoint Services version 3 supports two methods of load balancing:

· Software, such as Network Load Balancing (NLB) services in Windows Server 2003. NLB runs on the front-end Web servers, and uses the TCP/IP networking protocol to route requests. Because NLB (and other software load balancing solutions) runs on the front-end Web servers, it uses the front-end Web system resources, trimming the resources you can use for serving Web pages. However, the impact on system resources is not great, and a software solution can handle up to 32 front-end Web servers. 

· Hardware, such as a router or switch box. Load balancing hardware uses your network to direct Web site traffic between your front-end Web servers. Load balancing hardware is more expensive to set up than software, but does not use any of your front-end Web server resources to run. Windows SharePoint Services version 3 can be used with any load balancing hardware. 

There is a third method of load balancing, round-robin load balancing with Domain Name System (DNS). Round-robin DNS load balancing can use a lot of resources on the front-end Web servers, is slower than either load balancing software or hardware, and is not recommended for use with Windows SharePoint Services version 3. Also Round-robin DNS load balancing does not take session load into account when routing a user to a server which can lead to a server being overloaded.

The Office SharePoint Server 2007 deployment guide includes instructions for configuring NLB in Windows Server 2003. If you choose to implement a different technology for load balancing, you will need to factor this into your planning and deployment process. Indicate your WFE availability choices on the Availability plan worksheet.

Plan application server availability

Much of the decision around which baseline server topology to start with depends on your requirements for redundancy of application server roles. This section describes the application server roles relative to their availability options.

Application server roles for Office SharePoint Server 2007 fall into two categories:

· Roles that can be redundant 

· Roles that cannot be redundant 

Roles that can be redundant

These application server roles can be deployed to multiple servers. The code that is deployed to each server is identical and the application server roles do not store any data. In other words, each instance of these server roles remains identical. If one of the server computers fails, no saved data is lost. The WFE servers automatically load balance requests to these server roles across the available application server computers.

The following application server roles can be deployed redundantly:

· Search   The search application server can be deployed to any number of application server computers or it can be deployed across WFE servers. In some scenarios, you can optimize the throughput of your server farm by deploying the search application role across your WFE servers, even if you have introduced a middle tier for dedicated application servers. For example, if more than 50% of the content requests coming into the server farm are requests for static content, then performance is potentially optimized by hosting the search service on the WFE servers. This is because the search service caches the content that it serves, making it readily available for subsequent requests. The search application server is unique in this sense. 

· Excel Calculation Services   The Excel Calculation Services role performs Excel calculations on Excel workbooks stored in the content databases. This application server role is unique in that it stores session state information throughout the duration of a user session. When a user opens a workbook, the WFE role continues to route the user requests to the same Excel Calculation Services server until the workbook is closed and the user finishes the session. The Excel Calculation Services role can be a resource intensive role. In some scenarios, you can optimize the performance of your farm by deploying this role across all WFE servers. 

· Office Project Server 2007   Although Office Project Server 2007 is not included with Office SharePoint Server 2007, it is built on the SharePoint platform and can be deployed to a Windows SharePoint Services version 3 or Office SharePoint Server 2007 farm. The Office Project Server 2007 application role serves requests for Office Project Server 2007 services and data to the Microsoft Office Project Web Access front end servers. 

Roles that cannot be redundant

These application server roles include Index and Windows SharePoint Services version 3 search. These application server roles can be deployed to multiple servers for scalability reasons. However, the multiple servers are not redundant. These server roles are configured to crawl content and generate content indexes. If you deploy these roles to multiple servers, each server will likely be configured to crawl different content.

· Windows SharePoint Services version 3 search   The Windows SharePoint Services version 3 search application role is an option if you are not using Office SharePoint Server 2007 search and indexing. The Windows SharePoint Services version 3 search application role includes both the search and indexing components. These components cannot be divided. Additionally, Windows SharePoint Services version 3 search is required to provide full text search of Help. Consequently, you can consider deploying this application server role to a Office SharePoint Server 2007 farm to achieve this functionality (even if Office SharePoint Server 2007 search is deployed). 

· Office SharePoint Server 2007 Index   Unlike the Windows SharePoint Services version 3 search role, content indexes produced by the Office SharePoint Server 2007 index role are periodically replicated to all Search servers in a farm based on indexing schedules. Consequently, the output of the Office SharePoint Server 2007 index server role is considered redundant if the search application role is deployed to a different server computer. 

If you are deploying a Office SharePoint Server 2007 farm, using the Office SharePoint Server 2007 search and indexing roles is recommended. This allows you to scale the search component out, achieving redundancy of the content indexes. 

Because the primary reason for deploying multiple Office SharePoint Server 2007 index servers or Windows SharePoint Services version 3 search servers is to scale for capacity or performance, subsequent planning articles will help you decide if multiple servers are recommended for your deployment.

The following chart indicates which application server roles can be deployed redundantly and which roles can be deployed to multiple servers but are not redundant.

	Application server role
	Multiple servers hosting this role are redundant
	Multiple servers hosting this role are not redundant

	Search
	Yes
	No

	Excel Calculation Services
	Yes
	No

	Office Project Server 2007
	Yes
	No

	Index
	No
	Yes

	Windows SharePoint Services version 3 search
	No
	Yes


Evaluating the risks of application server failures

This section summarizes the expected consequences of a single application server failure. In other words, if you deploy an application server role to just one server, and the server fails, what are the potential consequences? Understanding the potential consequences will help you prioritize the allocation of servers in your farm.

	Application server role
	Consequences of downtime

	Search
	Users will not be able to issue full text queries. Users can still browse through sites and access content exposed through the sites. If your application depends on users or customers being able to find content by searching, then plan on deploying the search server role to multiple servers. In a five server farm, this can easily be accomplished by deploying search to the two WFE server computers.

	Excel Calculation Services
	Server side rendering of Excel and BI data will not be available. Spreadsheets cannot be loaded, recalculated, refreshed, or retrieved by Excel Services. Excel-based scorecards and features that use the Excel Web Renderer are not available. 
Users will still be able to open spreadsheets from SharePoint libraries using the Excel client. However, if users don’t have permission to open files in the client, they will not be able to view those files until the ECS role is back online.

	Office Project Server 2007 services
	Office Project Server 2007 applications are not available. Project Workspaces will be available from within the content web application; however, Project Web Access Office Project Web Access and all related features are not accessible. Also, third-party integration with the Project Server Interface will not be available. The Office Project Server 2007 Reporting Database remains available.

	Index
	Search servers will continue to use existing content indexes until the index service is restored and new or updated indexes are generated. Consequently, search results will not include new or changed content while the index role is unavailable.

	Windows SharePoint Services version 3 search
	Search is unavailable. The amount of time required to restore the search capability depends on if existing content indexes can be restored or if new indexes must be generated by re-crawling the content.


The general redundancy recommendation is to plan on installing an application server role to at least two application server computers if:

· Your solution is primarily based on the features provided by the application server. 

· Your availability requirement for the features provided by the server role is 99 percent or greater. 

If your organization can tolerate temporary loss of this functionality for the amount of time it takes your IT team to deploy an application server role to a different server or to restore service to the existing server, then consider deploying the role to a single application server.

On the Availability plan worksheet, indicate which of the application server roles you plan to deploy. For server roles that can be redundant, indicate if your organization requires redundancy of the role or not.

Plan database availability

Use this section to help you determine if redundancy of the database server role is a requirement for your solution. Subsequent planning topics will help you decide which database availability technology is most appropriate for your environment. For more information, see “Plan and Design for Database Storage and Management.”

The database server role impacts the overall availability of your solution more than any other role. If a WFE server or an application server fails, these roles can quickly be restored or re-deployed. However, if a database server fails, your solution depends on restoring the database server. This can potentially include re-building the database server and then restoring data from your backup media. In this case, you can potentially lose any new or changed data dating back to your last backup job, depending on how SQL Server is configured. Additionally, the solution will be completely unavailable for the time it takes to restore the database server role.

There are several scenarios that justify the reduced cost of deploying a single database server. To determine if your solution fits into this category, answer the following questions.

	Question
	Yes
	No

	Is your overall availability requirement below 99%?
	
	

	Can employees of your organization continue to reasonably perform their job responsibilities if the solution is unavailable for one or more days?
	
	

	Can your organization tolerate loss of customer access to the solution for more than one day?
	
	


If you answered Yes to all of these questions, then your organization might be able to justify deploying the database server role to a single server computer.

If you answered No to any of these questions, then database redundancy is important for your organization. In this case, plan on implementing at least two database servers.

On the Availability plan worksheet, record your requirement for database redundancy.

Select a starting point topology

Now that you have identified the redundancy requirements for the individual server roles, review the select the starting point server topologies and choose the topology that is most appropriate for your environment. Copy and paste your selected topology into the Availability plan worksheet. Use the Notes section to record additional decisions regarding your availability plan, such as the specific load balancing technology you are planning to implement or if you are planning on deploying the search application server role across the WFE servers.

Plan logical architecture

Plan authentication methods

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

This article describes the authentication methods that are supported by Microsoft Windows SharePoint Services (version 3). After reading this article, you will be able to:

· Understand how authentication is implemented in Windows SharePoint Services version 3. 

· Identify the authentication methods that are appropriate for your environment. 

In this article



· About authentication 
· Supported authentication methods 

· Configure authentication 

· Choose methods of authentication allowed in your environment 

· Complete the "Authentication Methods" worksheet 



About authentication

Authentication is the process of validating a user's identity. After a user's identity is validated, the authorization process determines which sites, content, and other features the user can access. 

In Windows SharePoint Services version 3, the authentication process is managed by Internet Information Services (IIS). After IIS performs authentication of users, the security features in Windows SharePoint Services version 3 perform the authorization role. For more information about implementing Windows SharePoint Services version 3 authorization, see Chapter overview: Plan site and content security. 

Planning for authentication is important not only to protect your Windows SharePoint Services version 3 solution by validating users' identities, but also to secure user credentials over the network.

Supported authentication methods

Windows SharePoint Services version 3 provides a more flexible and extensible authentication system. WSS supports authentication for both Windows and non-Windows identity systems. By integrating with ASP.NET pluggable authentication, Windows SharePoint Services version 3 supports a variety of forms-based authentication schemes. Authentication support in Windows SharePoint Services version 3 enables a variety of authentication scenarios, including the following:

· Take advantage of the standard Windows authentication methods. 

· Authenticate by using a simple database of user names and passwords. 

· Connect directly to a customer's identity management system. 

· Use two or more methods of authentication for accessing partner applications. For example, connect to your partner company's identity management system for authenticating partner employees while taking advantage of the standard Windows authentication methods to authenticate your internal employees. 

· Participate in federated identity management systems. 

	Authentication method
	Description
	Examples

	Windows
	Windows SharePoint Services version 3 supports the standard IIS Windows authentication methods.
	· Anonymous 

· Basic 

· Digest 

· Certificates 

· Kerberos (Windows integrated) 

· NTLM (Windows integrated) 

	ASP.NET forms
	Windows SharePoint Services version 3 adds support for non-Windows-based identity systems by integrating with the pluggable ASP.NET forms authentication system. ASP.NET authentication allows Windows SharePoint Services version 3 to work with identity management systems that implement the MembershipProvider interface. You do not need to rewrite the security administration pages or manage shadow Active Directory directory service accounts.
	· Lightweight Directory Access Protocol (LDAP) 

· SQL database or other database 

· Other ASP.NET-based forms authentication solutions 

	Web Single Sign-On
	Windows SharePoint Services version 3 supports off-box forms authentication for enabling federated authentication through Web Single Sign-On vendors. Web Single Sign-On enables single sign-on in environments that include services running on disparate platforms. You do not need to manage shadow Active Directory accounts.
	· Active Directory Federation Services (ADFS) 

· Other identity management systems 


Authentication of system accounts

ASP.NET forms and Web Single Sign-On authentication can only be used to authenticate user accounts. The process accounts used to connect to SQL Server and run the Web farm must be Windows accounts, even when using alternate methods of authentication to authenticate users.

Windows SharePoint Services version 3 continues to support SQL Server authentication and local machine process accounts for farms that are not running Active Directory. For example, you can implement local accounts by using identical user names and passwords across all servers within a farm.

Configure authentication

Although configuring Windows authentication is a straightforward process, configuring authentication by using ASP.NET forms or Web Single Sign-On requires more planning. This section provides a summary of how authentication is configured in Windows SharePoint Services version 3. This information will help you understand how to put together an authentication strategy for your solution and determine who in your organization needs to be involved in planning for authentication.

Configure authentication for SharePoint Web applications

Authentication in Windows SharePoint Services version 3 is configured at the SharePoint Web application level. The following diagram illustrates a Windows SharePoint Services server farm that is configured to host sites for multiple companies. Authentication is configured separately for each company.
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When you initially create or extend a Web application, you are presented with a limited number of authentication options (Kerberos, NTLM, and anonymous). If you are using one of these methods, you can configure authentication when you create or extend the Web application. 

The following illustration shows the limited authentication choices that are available when you initially create or extend a Web application.
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However, if you are using different authentication settings, select the default authentication options and then configure authentication after the Web application is created or extended (on the Application Management page, select Authentication Providers.)

The following illustration shows the Edit Authentication page. The settings that are configured on this page depend on the type of authentication that is selected: Windows, Forms, or Web single sign-on.
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Authentication Providers). 

Authentication settings on the Edit Authentication configuration page are illustrated below.

 Note   This image is not available in this preliminary version of the content.

Depending on the authentication choices you select in Central Administration, additional configuration might be necessary. The following table summarizes the configuration steps based on the authentication method. This table also indicates if specialized roles beyond the SharePoint administrator role might be needed.

	Authentication method
	Additional configuration
	Roles in addition to SharePoint administrator

	Anonymous, Basic
	None
	None

	Digest

Note   Digest authentication is not supported in Beta 2. 
	Configure Digest authentication directly in IIS.
	None

	Certificates
	1. Select Windows authentication in Central Administration. 

2. Configure IIS for certificate authentication. 

3. Enable Secure Sockets Layer (SSL). 

4. Obtain and configure certificates from a certification authority (CA). 
	Windows Server 2003 administrator, to obtain and configure certificates

	NTLM (Windows Integrated)
	None
	None

	Kerberos (Windows Integrated)
	1. Configure the Web application to use Kerberos authentication. 

2. Configure a Security Principle Name (SPN) for the domain user account that is used for the application pool identity account. 

3. Register the SPN for the domain user account in Active Directory. 
	IIS administrator

	Forms
	1. Register the membership provider in the Web.config file for the SharePoint Web application. 

2. Register the role manager in the Web.config file for the SharePoint Web application (optional). 

3. Register the membership provider in the Web.config file for the Central Administration site. 
	· ASP.NET developer 

· Administrator of the identity management system you are connecting to 

	Web single sign-on
	In addition to all of the configuration steps required for ASP.NET forms authentication, register an HTTP module for the Web Single Sign-On provider.
	· ASP.NET developer 

· Administrator of the identity management system you are connecting to 


Connect to non-Windows-based and other external identity management systems

To use ASP.NET forms or Single Sign-On to authenticate users against a non-Windows-based or external identity management system, you must register the membership provider in the Web.config file. In addition to registering a membership provider, you can register a role manager as well. Windows SharePoint Services version 3 uses the standard role manager interface to gather group information about the current user. Each ASP.NET role is treated like a domain group by the authorization process in Windows SharePoint Services version 3. You register role managers in the Web.config file the same way you register membership providers for authentication.

If you want to manage membership user or roles from the Central Administration site, register the membership provider and the role manager in the Web.config file for the Central Administration site as well. This is optional.

Make sure the MembershipProvider name and RoleManager name you registered in the Web.config is the same as the name that you entered in the Central Administration authentication.aspx page.

Finally, if you are using Web Single Sign-On to connect to an external identity management system, you must also register an HTTP module for the Web Single Sign-On. An HTTP module is an assembly that is called on every request made to your application. HTTP modules are called as part of the ASP.NET request pipeline. For more information about HTTP modules, see Introduction to HTTP Modules (http://msdn2.microsoft.com/en-us/library/ms178468.aspx).

The following table provides examples of Web.config file entries for using ASP.NET Forms authentication to connect to a SQL Server authentication provider.

	Configuration steps
	Example Web.config entries 

	Turn on ASP.NET Forms authentication (configured automatically when you select Forms authentication).
	





<system.web>

 <!-mode=[Windows|Forms|Passport|None]

 <authentication mode="Forms" />

</system.web>

	Register the membership provider.
	





<connectionStrings>

<add name="SqlProviderConnection"

 connectionString="server=SQLSERVERMACHINE;database=aspnetdb;Trusted_Connection=True" />

</connectionStrings>

<membership defaultProvider="AspNetSqlMembershipProvider">

      <providers>

<remove name="AspNetSqlMembershipProvider" />

<add connectionStringName="SqlProviderConnection" passwordAttemptWindow="10"

 enablePasswordRetrieval="false"

 enablePasswordReset="true" requiresQuestionAndAnswer="true" applicationName="/"

 requiresUniqueEmail="false" passwordFormat="Hashed" 

description="Stores and retrieves membership data from the Microsoft SQL Server database" 

name="AspNetSqlMembershipProvider" type="System.Web.Security.SqlMembershipProvider,

 System.Web, Version=2.0.3600.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a" />

      </providers>

</membership>

	Register the role manager (optional).
	

	Register the HTTP module.
	Not applicable


Integrating with ASP.NET authentication places some requirements on the authentication provider. In addition to registering the various elements in the Web.config file, the membership provider, role manager, and HTTP module must be programmed to interact with Windows SharePoint Services version 3 and ASP.NET methods, as indicated in the following table.

	Category
	Description

	Membership provider
	To work with Windows SharePoint Services version 3, the membership provider must implement the following methods: 

· GetUser (string)   Windows SharePoint Services version 3 calls this method to resolve user names during invitations and to get the user's display name. 

· GetUserNameByEmail   Windows SharePoint Services version 3 calls this method to resolve user names in invitations. 

· FindUsersByName, FindUserByEmail   Windows SharePoint Services version 3 calls these methods to populate the user picker control on the Add Users page. If the membership provider does not return any users, the picker will not function and administrators will need to type the user name or e-mail address in the Add User text box. 

	Role manager
	The role manager must implement the following methods: 

· RoleExists   Windows SharePoint Services version 3 calls this method during invitations to verify that a role name exists. 

· GetRolesForUser   Windows SharePoint Services version 3 calls this method at access check to gather the roles for the current user. 

· GetAllRoles   Windows SharePoint Services version 3 calls this method to populate the group and role picker. If the role provider does not return any groups or roles, the Windows SharePoint Services version 3 picker will not function and the administrator will need to type the name of the role in the Add User text box. 

	HTTP module
	The HTTP module must handle the following events: 

· AuthenticateRequest  This event is called when ASP.NET is ready to authenticate the end user. The Web Single Sign-On module must unpack the end user's authentication cookie and set the HttpContext.User object with the identity of the current user. 

· EndRequest  This is the last event in the ASP.NET pipeline. This event is called just before returning the code to the client. The Web Single Sign-On module must capture 401 responses coming from Windows SharePoint Services version 3 and turn these into an appropriate 302 redirect for authentication to the Web Single Sign-On logon server. 


Enabling Anonymous Access

You can enable anonymous access for a Web application in addition to configuring a more secure authentication method. With this configuration, administrators of sites within the Web application can choose to allow anonymous access. Anonymous users can click a login button to authenticate with their credentials and gain access to more secured resources and capabilities.

Using different authentication methods to access a site

You can configure Web applications in Windows SharePoint Services version 3 to be accessed by up to five different authentication methods or identity management systems. The following diagram illustrates a partner application that is configured to be accessed by users from two different identity management systems. Internal employees are authenticated by using one of the standard Windows authentication methods. Employees of the partner company are authenticated against their own company's identity management system.
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To configure a Web application to be accessed by two or more different authentication systems, you must configure additional zones for the Web application. Zones represent different logical paths of gaining access to the same physical application. With a typical partner application, employees of a partner company access the application through the Internet, while internal employees access the application directly through the intranet.

To create a new zone, extend the Web application. In the Load Balanced URL section, specify the URL and zone type. The zone type is simply a category name applied to the zone and does not impact the configuration of the zone. 
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After extending the Web application, you can configure a separate authentication method for the new zone. The following diagram shows a Web application that is configured by using two different zones. The default zone is the zone used by internal employees. The Internet zone is configured for partner access and uses ASP.NET forms to authenticate partner employees against the partner identity management system.

[image: image13.png]Central Administration > Application Management > Authentication Providers

Authentication Providers

et Apication: | hitp://partnerapplication_internal/ =

Wermberatip Providar iame Zone
Wiz Detaut

ExternaembershipProvider Inrnet





Crawling content across sites that use Forms or Web Single Sign-On authentication

The Windows SharePoint Services version 3 search component requires Windows-authenticated access to content within sites. Consequently, to crawl content that lives in a site that is configured with a non-Windows-based authentication method, you must configure an additional zone for the Web application and configure the zone to use Windows authentication. If a zone is already configured to use Windows authentication, the Windows SharePoint Services version 3 search component can access the content through this zone.

Planning Zones for Your Authentication Design

If you plan to implement more than one authentication method for a Web application using zones, use the following guidelines:

· Use the default zone to implement your most secure authentication settings. If a request cannot be associated with a specific zone, the authentication settings and other security policies of the default zone are applied. The default zone is the zone that is created when you initially create a Web application. Typically the most secure authentication settings are designed for end-user access. Consequently, the default zone will likely be the zone that is accessed by end users. 

· Use the minimum number of zones that are required by the application. Each zone is associated with a new IIS site and domain for accessing the Web application. Only add new access points when these are required. 

· If you want content within the application to be included in search results, ensure that at least one zone is configured to allow Windows authentication. Windows authentication is required by the search crawler to index content. Do not create a dedicated zone for the search crawler unless necessary. 

Choose methods of authentication allowed in your environment

In addition to understanding how authentication is configured, planning for authentication includes:

· Considering the security context or environment of your Web application in Windows SharePoint Services version 3. 

· Evaluating the recommendations and tradeoffs for each method. 

· Understanding how user credentials and related identity data are cached and consumed by Windows SharePoint Services version 3. 

· Understanding how user accounts are managed. 

· Ensuring that authentication methods are compatible with browsers used by your users. 

After reading this section, complete the Authentication methods worksheet. Use this worksheet to identify which authentication methods you are willing to support in your environment and to record your decisions and recommendations for each. This worksheet will be used when planning authentication methods for individual Web applications in Windows SharePoint Services version 3.

Recommendations for specific security environments

Your choice of authentication methods will primarily be driven by the security context of your application. The following table provides recommendations based on the most common security environments.

	Environment
	Considerations

	Internal intranet 
	At a minimum, protect user credentials from plain view. Integrate with the user management system that is implemented in your environment. If Active Directory is implemented, take advantage of the Windows authentication methods built into IIS.

	External secure collaboration
	Configure a separate zone for each partner company that connects to the site. Use Web Single Sign-On to authenticate against each partner’s own identity management system. This eliminates the need to create shadow accounts in your own identity management system and also ensures that contributor identities continue to be maintained and validated by partner employers. If a contributor is no longer employed by a partner company, the contributor cannot continue to gain access to your partner application.

	External anonymous
	Enable anonymous access (no authentication) and allow read-only permissions for users who connect from the Internet. If you want to provide targeted or role-based content, you can use ASP.NET Forms authentication to register users by using a simple database of user names and roles. Use the registration process to identify users by role (such as doctor, patient, or pharmacist). When users log on, your site can present content that is specific to the user role. In this scenario, authentication is not used to secure credentials or to limit who can access the content; the authentication process simply provides a method of targeting content.


Recommendations and tradeoffs for authentication methods

Understanding the advantages, recommendations, and tradeoffs for each specific authentication method will also play a role in determining which methods to use in your environment. The following table highlights the recommendations and tradeoffs for each authentication method. For more information about each of the Windows authentications supported by IIS, see IIS Authentication (http://msdn.microsoft.com/library/default.asp?url=/library/en-us/vsent7/html/vxconiisauthentication.asp). 

	Authentication method
	Advantages and recommendations
	Tradeoffs

	Windows
	· Authenticate by using your existing Active Directory accounts. 

· Simplify user management. 

· Take advantage of Active Directory groups when configuring Windows SharePoint Services version 3 authorization. 

· Avoid writing custom code. 
	· Each IIS authentication scheme has its own associated pros and cons. 

· Some IIS authentication protocols are not supported by all Web browsers. 

	ASP.NET Forms
	· Set up Windows SharePoint Services version 3 in a non-Active Directory environment (does not require Windows accounts) 

· Authenticate against two or more different identity management systems when creating partner applications. 

· Implement a custom authentication scheme using arbitrary criteria. 

· Authenticate users coming from the Internet. 
	· Requires customization of the Web.config. 

· Subject to replay attacks for the lifetime of the cookie, unless using SSL/TLS. 

	Web Single Sign-On
	· Implement Windows SharePoint Services version 3 in an environment that uses federated authentication to secure digital identities across organizations and security environments. 

· Implement Windows SharePoint Services version 3 in an environment that provides single sign-on to services running on disparate platforms, including non-Active Directory environments. 

· Take advantage of ADFS. 

· Authenticate against two or more different identity management systems when creating partner applications. 
	· Requires an existing federated authentication system. 

· Requires customization of Web.config. 

· ADFS requires SSL. Other SSO systems might have other requirements. 


Management of user identity information

How user credentials and other identity information is processed and used by Windows SharePoint Services version 3 might play a role in determining which of the authentication options is best for your intended purpose. This section details how user identity information is processed in the following categories:

· Binary IDs  How user binary IDs are created or used by Windows SharePoint Services version 3. 

· Caching  The process of retaining a user's identity for a period of time to avoid repeating the authentication process for each request. 

· Role and group membership  In addition to determining who users are, the authentication process also discovers which groups or roles a user belongs to. This information is used later during the authorization process to determine which actions a user has rights to perform. For the purpose of authorization, Windows SharePoint Services version 3 treats Active Directory groups and ASP.NET roles as the same type of entity. 

The following table details how Windows SharePoint Services version 3 manages user IDs, cached user data, and role and group membership data depending on which authentication method is used.

	
	Windows authentication
	ASP.NET forms and Web Single Sign-On

	Binary IDs
	Windows SharePoint Services version 3 uses the Windows security identifier (SID).
	Windows SharePoint Services version 3 creates a unique binary ID by combining the provider name with the user name.

	Caching
	User credentials are cached and managed by IIS, Internet Explorer, and Windows.
	ASP.NET uses an encrypted cookie to keep the user's credentials for the duration of a session.

	Role and group membership
	Windows maintains the list of Active Directory domain groups the user belongs to in the AccessToken. Windows SharePoint Services version 3 uses information stored in the NT AccessToken.
	When a role manager is registered, Windows SharePoint Services uses the standard role manager interface to gather group information about the current user. Each ASP.NET role is treated like a domain group by the SharePoint authorization process. ASP.NET can cache the roles the user belongs to in a cookie, depending on the settings that are configured in the Web.config file. 


Management of user accounts

Understanding how Windows SharePoint Services version 3 handles typical user account management tasks might also play a role in which authentication method you choose. Generally, users who are members of an authentication provider in one zone can manage accounts across all zones as long as they are granted permissions. The following user account tasks and behaviors are the same, regardless of which authentication method is implemented:

· Adding and inviting new users  You can add or invite a new user from any zone and all authentication methods that are configured if the membership provider and role manager are registered in the current Web.config file. When you add a new user, Windows SharePoint Services version 3 resolves the user name against the following sources in the following order: 

· The UserInfoList table stored by Windows SharePoint Services version 3. Users will be in this list if they have already been added to another site. 

· The authentication provider that is configured for the current zone. For example, if a user is a member of the authentication provider that is configured for the default zone, Windows SharePoint Services version 3 first checks this associated membership provider. 

· All other authentication providers. 

If the same user name exists in more than one authentication provider, there is a risk of adding the wrong user. You can avoid this issue by entering the fully qualified name of users (domain\user or "AspNetSqlMembershipProvider:userx").

· Deleting users  User accounts are marked as deleted in the Windows SharePoint Services version 3 database. However, the user record is not removed. 

Some user account management behaviors within Windows SharePoint Services version 3 differ, depending on the authentication provider. The following table highlights several common user account management behaviors that differ depending on the authentication method that is implemented. 

	Task
	Windows authentication accounts
	ASP.NET Forms and Web Single Sign-On accounts

	Adding and inviting new users
	Windows SharePoint Services version 3 validates user identities by using Active Directory.
	Windows SharePoint Services version 3 calls the membership provider and the role manager to verify that the user and role(s) exists.

	Changes to logon names
	<TBD>
	You must delete the old account name and then add the new account name. Permissions cannot be migrated.

	Logging on
	If Windows integrated authentication (Kerberos or NTLM) is used and the browser is configured to automatically log on, users do not need to manually log on to SharePoint sites. By default, Internet Explorer is configured to automatically log on to intranet sites. If a logon is required (for example, sites that require a different set of credentials), users are prompted only for a user name and password. However, if Basic authentication is used, or the user is using a browser that is not configured to automatically log on, users might be prompted for logon credentials when they access a SharePoint site. 
	Windows SharePoint Services version 3 provides a standard logon page for use with Forms authentication. This page includes the following fields: user name, password, sign in automatically (to persist the cookie). You can create your own logon page, if needed, to add additional logon controls, (such as create a new account, reset password, and so on). 


Browser support

Not all browsers can communicate using all of the supported authentication methods. Before selecting authentication methods to allow in your environment, determine which browsers you need to support. Then, determine which authentication methods are supported by the browsers. Internet Explorer works with all of the supported authentication methods. Additional browsers that are supported by Windows SharePoint Services version 3 include:

· Netscape 8.0 

· Netscape 7.2 

· Mozilla 1.7.12 

· Firefox 1.5 

· Safari 2.02 

Complete the "Authentication Methods" worksheet

After reviewing this planning article, you should have a good idea of which authentication methods are appropriate for your environment and the conditions under which you would choose to use specific authentication methods. Use the Authentication methods worksheet to record your decisions. The following table represents an example of a completed worksheet.

	Authentication method
	Allow
	Don't allow
	Notes and recommendations

	Anonymous
	
	x
	

	Basic
	
	x
	

	Digest
	
	x
	

	Certificates
	
	x
	

	NTLM (Windows Integrated)
	x
	
	"Use NTLM for all standard department sites."

	Kerberos (Windows Integrated)
	x
	
	"Use Kerberos for sites with a high security service level agreement."

	ASP.NET Forms
	x
	
	"Use Forms authentication to allow partner company access to sites hosted in the partner extranet. We currently allow authentication against the following identity management systems: Active Directory, LDAP. Work with Samantha Smith to develop authentication settings for use with Forms authentication."

	Web Single Sign-On
	x
	
	"Use this method for partner applications only if a partner company is participating in federated identity management systems. See David Jones for more information. "


Additional Notes:  "Work with David Jones to sign off on all authentication settings for Web applications in Windows SharePoint Services version 3 prior to implementing."

Plan authentication settings for Web applications in Windows SharePoint Services

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

This article presents the authentication configuration settings that need to be planned for individual Web applications in Microsoft Windows SharePoint Services (version 3). Use this article with the Web application authentication settings worksheet to plan and record configuration settings for each of your Web applications in Windows SharePoint Services version 3. 

Complete the worksheet once for each of the following elements that are a part of your solution design in Windows SharePoint Services version 3:

· Each new or extended Web application in Windows SharePoint Services version 3. 

· Each additional zone within a Web application (other than the default zone). Include zones that are created for the search account. 

Completed worksheets can be used with the "Deploy and Configure SharePoint Sites" section of the deployment guide.

In this article



· Plan authentication settings 

· Plan authentication exclusions 

· Sample authentication configurations 



Plan authentication settings

This section walks through each of the settings on the Edit Authentication page of the Central Administration site. Depending on the authentication options you choose, you might be able to enter your authentication settings directly when you create or extend the Web application in Windows SharePoint Services version 3. Not all options are available when you initially create or extend a Web application. If you cannot configure authentication when you create or extend the Web application, you can accept the default authentication settings initially and then edit the settings on the Edit Authentication page.

Authentication method

Select the method that is intended. If you are planning to allow anonymous access instead of implementing an authentication method listed in this section, then select Windows authentication.

If you choose Kerberos or Certificates, review the following table to identify the additional configuration steps required to configure these methods. Record these steps in the "Additional Configuration" section of the worksheet.

	Authentication method
	Additional configuration
	Roles in addition to administrator in 2nd_WSS_3

	Certificates
	1. Select Windows authentication in Central Administration. 

2. Configure IIS for certificate authentication. 

3. Enable Secure Sockets Layer (SSL). 

4. Obtain and configure certificates from a certification authority (CA). 
	Windows Server 2003 administrator, to obtain and configure certificates

	Kerberos (Windows Integrated)
	1. Configure the Web application to use Kerberos authentication. 

2. Configure a Security Principle Name (SPN) for the domain user account that is used for the application pool identity account. 

3. Register the SPN for the domain user account in Active Directory. 
	IIS administrator


Anonymous access

Indicate whether anonymous access is allowed. If you selected ASP.NET Forms or Web Single Sign-On authentication, select Yes. 

Client integration

Disabling client integration removes features that start client applications. This is the optimal configuration for some scenarios, such as publishing read-only content to the Web for anonymous access. Additionally, if you select ASP.NET Forms or Web Single Sign-On authentication, client integration is set to No by default because client applications might behave unexpectedly.

When client integration is disabled, Windows SharePoint Services version 3 behaves in the following ways:

· Links that start client applications are trimmed and not visible. 

· Documents are opened by the browser. Documents cannot be opened by client applications. 

· Users cannot edit documents on the site directly from the client applications. However, users can download the document, edit the document locally, and then repost the document. 

The following table lists specific menu commands and features that are not available when client integration is disabled.

	Category
	Command or feature that is unavailable

	Toolbars
	New document
Work in Outlook
Open in Windows Explorer
Export to spreadsheet
Open with Database Program

	Editing documents
	Edit in Word, Edit in Excel, and so on

	Views
	Explorer view
Create an Access view

	Picture libraries
	Upload multiple
Edit picture
Download
Send to

	Slide libraries 
	Publish slide
Send to PowerPoint

	Other
	Discuss
Connect to Outlook


In addition to the deployment scenario, the choice of authentication method might determine how to configure this setting. Some authentication methods behave differently with client applications. In some cases, the behavior depends on whether client browsers are configured to use persistent cookies or session cookies. The following table summarizes the potential behaviors of client integration when used with these authentication methods. 

	Authentication method
	Behavior

	Basic
	Users are prompted to enter their user credentials each time they access a document. Other features in Windows SharePoint Services version 3 might also require that they enter their credentials again.

	ASP.NET Forms and Web Single Sign-On
	If the user clicks Sign me in automatically when they login, a persistent cookie is created on the client computer. This cookie is shared by all applications that use the same cookie store. The user will be able to open documents in the client applications. 
If the user did not click Sign me in automatically when they login, a session cookie is used. This cookie is only accessible by the browser. The user will not be able to open document directly in the client applications directly from the browser. 

	Anonymous
	When opening a document, users are repeatedly prompted to enter their credentials. If they click Cancel in the authentication dialog box ten times, Windows SharePoint Services version 3 might open the document by using the client application. Because of this poor experience, it is recommended that client integration be turned off for anonymous access scenarios.


If you are uncertain about how to configure this setting, test the results of this setting in a test environment before deploying sites into production. If this setting is changed after it is applied, sites and client applications might behave unusually. On the worksheet, indicate whether client integration should be enabled or disabled for the Web application. 

Settings for ASP.NET Forms and Web Single Sign-On

If you are implementing ASP.NET Forms or Web Single Sign-On authentication, you must develop the configuration settings to insert into the applicable Web.config files. See "Sample Authentication Configurations" later in this article to review examples of properly configured strings for several common scenarios.

On the worksheet, enter the following two types of information:

· Name   The friendly name of the membership provider, role manager, and HTTP module (if applicable). These names appear in the Central Administration site. 

· Web.config configuration  Paste the appropriate configuration strings into the worksheet. These strings can be copied from the worksheet into the Web.config files when the Web application is deployed. 

Plan authentication exclusions

If you are implementing ASP.NET Forms or Web Single Sign-On authentication, you need to plan for authentication exclusions. If you are implementing Windows authentication, you do not need to read this section.

When you create or extend a Web application or when you add a zone to a Web application in Windows SharePoint Services version 3, IIS creates a new Web site. Authentication settings that are registered in the Web.config file for this Web application are inherited by virtual directories below the Web site. Virtual directories that are added below a Web application in Windows SharePoint Services version 3are not managed by Windows SharePoint Services version 3 and are considered to be excluded virtual directories.

If you are implementing ASP.NET Forms or Web Single Sign-On authentication and you plan to add virtual directories below these Web sites, you need to decide whether you want these excluded virtual directories to inherit the ASP.NET Forms or Web Single Sign-On authentication settings.

On the worksheet, indicate whether excluded virtual directories will be added in IIS beneath the Web site that corresponds to this Web application in Windows SharePoint Services version 3. If excluded virtual directories will be added, indicate whether authentication settings should be inherited.

To configure IIS so authentication settings are not inherited, do the following: 

1. Add a new IIS virtual directory beneath the IIS Web site that corresponds to the applicable Web application or zone in Windows SharePoint Services version 3. 

2. In IIS Manager, right-click the new virtual directory, and then click Properties. 

3. Click the Virtual Directory tab. 

4. Click Create (this makes the virtual directory an application). 

5. Click Configuration. 

6. Select the wildcard application maps, and then click Remove. 

7. Click Yes , and then click OK. 

8. Create a new Web.config file at the root of the new virtual directory file system path, and add the following entries:

9. 




<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

10. <configuration>

11.  <system.web>

12.   <httpModules>

13.    <clear />

14.   </httpModules>

15.   <httpHandlers>

16.    <clear />

17.   </httpHandlers>

18.  </system.web>

</configuration>
Sample authentication configurations

SQL Membership Provider

The following table provides examples of Web.config file entries for using ASP.NET Forms authentication to connect to a SQL authentication provider. 

	Configuration steps
	Example Web.config entries 

	Turn on ASP.NET Forms authentication 
	When you change the authentication type for a particular site to Forms authentication from the Edit Authentication configuration page in Central Administration, the mode specified in the authentication element of the web.config for that site is automatically changed to Forms. For example:

<authentication mode="Forms">

</authentication>

If you are not managing membership from the Central Administration site, you will need to change the authentication element by editing the site's web.config.

You can also specify the login page URL in the forms element, for example:

<authentication mode="Forms">

    <forms loginUrl="/_layouts/login.aspx"></forms>

</authentication>



	Register the membership provider.
	If you are using SQL Server on the local server as your membership provider database, and you specify AspNetSqlMembershipProvider for the membership provider name, and you do not need to make any additional changes to the web.config. This is because the default provider configured for Windows SharePoint Services is AspNetSqlMembershipProvider, and the default settings for ASP.NET in the machine.config include the connectionStrings element and provider registration already configured for this provider.

If you want to use a SQL Server database on a remote server, you must edit the web.config to specify the connection information for the membership provider database in the connectionStrings element.







<connectionStrings>

<add name="SqlProviderConnection"

 connectionString="server=SQLSERVERMACHINE;database=aspnetdb;Trusted_Connection=True" />

</connectionStrings>

Replace SQLSERVERMACHINE with the name of server where you have installed the SQL Server membership database.

You do not need to register the membership provider, since the machine.config already contains the provider registration for this membership provider.

If you use a different name for the membership provider, you must include the membership and providers elements to register the membership provider in the web.config:







<membership defaultProvider="AspNetSqlProvider">

    <providers>

        <add connectionStringName="SqlProviderConnection" name="AspNetSqlProvider" type="System.Web.Security.SqlMembershipProvider, System.Web, Version=2.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a" />

    </providers>

</membership>

The membership element must be included within the system.web section of the web.config.

	Register the role manager (optional).
	You can use the default role provider for ASP.NET by adding a roleManager element to the system.web section of the web.config file.

<roleManager enabled="true" />

This uses the AspNetSqlRoleProvider, which is defined in the machine.config file. This role provider connects to the ASPNETDB database in the local instance of SQL Server. 

If you want to use a SQL Server database on a remote server as your role provider database, you must edit the web.config to specify the connection information for the remote database server. 







<connectionStrings>

<add name="SqlProviderConnection"

 connectionString="server=SQLSERVERMACHINE;database=aspnetdb;Trusted_Connection=True" />

</connectionStrings>

You can specify the same connectionStringName element value for both the membership provider and role provider, so you do not need to add a new connectionStrings element for the role provider. However, if you want to use a different database for the role provider, you must add a separate connectionStrings element for the role provider.

	Register the HTTP module.
	Not applicable


Active Directory forms

The following table provides examples of Web.config file entries for an Active Directory provider.

	Configuration steps
	Example Web.config entries 

	Turn on ASP.NET Forms authentication.
	When you change the authentication type for a particular site to Forms authentication from the Edit Authentication configuration page in Central Administration, the mode specified in the authentication element of the web.config for that site is automatically changed to Forms. For example:

<authentication mode="Forms">

</authentication>

If you are not managing membership from the Central Administration site, you will need to change the authentication element by editing the site's web.config.

You can also specify the login page URL in the forms element, for example:

<authentication mode="Forms">

    <forms loginUrl="/_layouts/login.aspx"></forms>

</authentication>



	Register the membership provider.
	If you want to use an Active Directory server for a membership provider, you must edit the web.config to register the membership provider. To do this, you must specify the connection information to the Active Directory server in the connectionStrings element. The following is an example of the connectionStrings element:







<connectionStrings>

  <add name="ADConnectionString" 

   connectionString=

    "LDAP://DirectoryServer.com/CN=Users,DC=DirectoryServer,DC=com" />

</connectionStrings>

Replace DirectoryServer with the name of membership directory server.

<membership defaultProvider="MembershipADProvider">

    <providers>

        <add name="MembershipADProvider" type="System.Web.Security.ActiveDirectoryMembershipProvider, System.Web, Version=2.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a"

                connectionStringName="ADConnectionString" 

                connectionUsername="DOMAIN\user" 

                connectionPassword="password"/>

   </providers>

</membership>

Replace DOMAIN\user and password with the log in information for the membership directory server. 

	Register the role manager (optional).
	

	Register the HTTP module.
	Not applicable


LDAP forms

The following table provides examples of Web.config file entries for a Lightweight Directory Access Protocol (LDAP) provider.

	Configuration steps
	Example Web.config entries 

	Turn on ASP.NET authentication (configured automatically when you select Forms authentication).
	





<system.web>

 <!-mode=[Windows|Forms|Passport|None]

 <authentication mode="Forms" />

</system.web>

	Register the membership provider.
	

	Register the role manager (optional).
	

	Register the HTTP module.
	Not applicable


Web Single Sign-On ADFS

The following table provides examples of Web.config file entries for a Web Single Sign-On Active Directory Federation Services (ADFS) provider.

	Configuration steps
	Example Web.config entries 

	Turn on ASP.NET authentication (configured automatically when you select Forms authentication).
	





<system.web>

 <!-mode=[Windows|Forms|Passport|None]

 <authentication mode="Forms" />

</system.web>

	Register the membership provider.
	

	Register the role manager (optional).
	

	Register the HTTP module.
	


Database forms for targeting content

The following table provides examples of Web.config file entries for a simple database provider.

	Configuration steps
	Example Web.config entries 

	Turn on ASP.NET authentication (configured automatically when you select Forms authentication).
	





<system.web>

 <!-mode=[Windows|Forms|Passport|None]

 <authentication mode="Forms" />

</system.web>

	Register the membership provider.
	

	Register the role manager (optional).
	

	Register the HTTP module.
	Not applicable


Plan for and design security

Chapter overview: Plan for and design security

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

Plan for single sign-on

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

Use this article to plan for using single sign-on (SSO) in Microsoft Office SharePoint Server 2007. This article describes how SSO is configured in a secure environment, including how to use SSO to connect to back-end data systems.

In this article



· About single sign-on 

· Common SSO scenarios 

· Office SharePoint Server SSO architecture 

· Plan farm-level settings for SSO 

· Plan enterprise application definition settings 

· Plan for operations 



About single sign-on

The SSO feature in Office SharePoint Server maps user credentials to back-end data systems. Using SSO, you can access data from servers and services that are external to Office SharePoint Server. From within Office SharePoint Server Web parts, you can view, create, and change this data. The SSO feature ensures that:

· User credentials are managed securely. 

· User permission levels that are configured on the external data source are enforced. 

· Users are not prompted to re-enter their credentials when viewing data from external data sources within Office SharePoint Server. 

· Office SharePoint Server can connect to multiple external data systems regardless of the platform and authentication requirements. 

SSO requires the use of Windows authentication for user accounts. SSO can be used in environments where Web SSO is used to authenticate user accounts only if the current thread invoking SSO APIs have a Windows Identity associated with it. 

Common SSO scenarios

SSO is primarily used for business intelligence scenarios. In Office SharePoint Server 2007, many out of box features depend on SSO, including the following:

· Business Data Catalog (BDC) 

· Excel Services 

· InfoPath 

· Business Data Web parts 

· Scorecard Web parts 

· Front Page Data Form web part 

· Business Data search 

· Business Data in lists 

Additionally, you can introduce custom Web parts that connect to external data sources. These sources can be non-Windows systems and legacy systems. For example, you can connect to the following LOB applications: 

· SAP 

· Siebel 

· BizTalk 

For more information about business intelligence scenarios, see Chapter overview: Plan business intelligence.

Office SharePoint Server SSO architecture

This section describes how SSO is implemented in Office SharePoint Server 2007. 

Microsoft Single Sign-on service

The SSO feature in Office SharePoint Server uses the Microsoft Single Sign-on (SSOSrv) service. Diagram x.x illustrates how the Single Sign-on service is implemented in a Office SharePoint Server server farm.
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2. SSO encryption-key server — The first server that the Single Sign-on service is enabled on becomes the encryption-key server. The encryption-key server generates and stores the encryption key. The encryption key is used to encrypt and decrypt the credentials that are stored in the SSO database. The encryption-key server should be an application server, such as the index server. 

3. Single Sign-on service — The Single-Sign-on service must be installed on all WFE servers in the server farm. Additionally, the service must be installed on any computers that are running the Excel Services application server role. If BDC search is used, then the service must be installed on the index server as well. 

4. SSO database — When you configure SSO server settings in the Central Administration site, Office SharePoint Server creates an SSO database on the database server that hosts the configuration database. If SQL Server is installed, then the SSO database is a SQL Server database. If SQL Server is not installed, then the SSO service uses SQL Express. The SSO database stores the encrypted credentials. 

 Note   If you are upgrading from a previous version of SharePoint Portal Server, you will need to re-create your SSO environment, including creating a new SSO database. SSO cannot be migrated or upgraded to Office SharePoint Server 2007.

Enterprise application definitions

In a single sign-on environment, the back-end external data sources and systems are referred to as enterprise applications. After the SSO environment is configured, you can create enterprise application definitions. For each enterprise application that SharePoint Portal Server connects to, there is a corresponding enterprise application definition configured by an administrator. Or, several enterprise application definitions can be configured for the same physical enterprise application to secure different groups who have access.

An enterprise application definition defines:

· The enterprise application identity (display name, programmatic name, and contact e-mail address).

· The type of user accounts that are mapped to the enterprise applications. This depends on whether the enterprise application (or in some cases, the Web Part) enforces permissions based on individual accounts or group accounts. 

· The type of credentials that are collected from users (user name, password, or other credentials, such as a smart card).

· The account used by Office SharePoint Server Web Parts to connect to the enterprise application.

The single sign-on functionality enables scenarios where multiple Web Parts access different enterprise applications. The different enterprise applications can each use a different type of authentication. The enterprise applications can also be non-Windows systems. .

SSO tickets

In an enterprise environment where a user interacts with various systems and applications, it is very likely that the environment does not maintain the user context through multiple processes, products, and computers. This user context is crucial to provide single sign-on capabilities, as it is necessary to verify who initiated the original request. In scenarios where multiple servers participate in passing credentials from the encryption-key server to the enterprise application, the Microsoft Single Sign-on service provides an SSO ticket (not a Kerberos ticket). These servers use this ticket to get the credentials that correspond to the user who made the original request. 

For example, a payroll environment might be configured to access data in a SAP system through Microsoft BizTalk Server. If a Web part is connecting to the SAP system, credentials are routed through the BizTalk Server computer. In an SSO environment, a Web part sends an SSO ticket to the service on the BizTalk Server computer that connects to the SAP system. If the user belongs to an account or group account that is specified in the enterprise application definition, then the service redeems the SSO ticket for credentials to the SAP system. In order for the service on the BizTalk Server computer to redeem SSO tickets, the account that is used by the service must be added to the SSO Administrators group.

The Single Sign-on service issues a ticket when a Windows user requests a ticket or when an application requests a ticket on behalf of a user. The Single Sign-on service can only issue a ticket for the user making the request (you cannot request a ticket for other users). A ticket contains the encrypted domain and username of the current user, and the ticket expiration time.

After an enterprise application verifies the identity of the original requestor, the application redeems the ticket to obtain the credentials of the user who initiated the request. Tickets expires in two minutes by default. SSO administrators can modify the expiration time for tickets. The ticket time-out value must be long enough to last between the time when the ticket is issued to the time that it is redeemed.

SSO administration 

Administering SSO involves two types of administrators:

· SSO administrators — set up and configure SSO, manage SSO accounts, backup the encryption key, create and change the encryption key. For security reasons, SSO administrators are required to log onto the encryption-key server locally in order to setup, configure, and manage SSO. SSO administrators are prevented from managing SSO server settings from a remote server. 

· Enterprise application definition administrators — create and manage enterprise application definitions, update accounts and credentials used to access enterprise applications. These administrators can manage enterprise application definitions remotely. 

Specific accounts and permissions for SSO administrators are detailed later in this article. See "Plan SSO accounts."

Networking dependencies

Within a Office SharePoint Server server farm, the SSO service relies on NetBIOS names to communicate between the encryption-key server and the database server. If NetBIOS name resolution is not available for the database server, then SSO configuration will fail. 

Plan farm-level SSO settings

This section walks through planning choices for farm-level settings. These planning choices include:

· Deciding which server computer will host the SSO encryption-key server role.

· Setting up SSO accounts and ensuring that these accounts are created with the appropriate permissions.

· Recording decisions for farm-level settings that are configured on the Manage Server Settings for Single Sign-On page in the Central Administrator site.

You can record your planning choices on the Single Sign-On server farm settings worksheet.

SSO encryption-key server

Determine which computer in your farm will host the SSO encryption-key server role. The recommended configuration is to select an application server, such as the index server, for the following reasons:

· All servers that run the Microsoft Single Sign-on service must be able to communicate over the network with the encryption-key server. When using a farm with multiple WFE computers, some load balancing technologies do not allow the WFE computers to communicate with each other. 

· Application server computers are not directly accessed by end-users and are typically protected by additional layers of security. For example, security protocols such as IPSec or SSL are often implemented to secure server-to-server communication within a server farm. Additionally, some farm topologies implement an additional router or firewall between WFE computers and application server computers.

The Microsoft Single Sign-on service must be installed on any application server computers that are hosting the Excel Services role. If BDC search is used, the Microsoft Single Sign-on service must be installed on the index server as well. These requirements make each of these servers a good choice for the encryption-key server role. 

Ensure that SSO administrators can log on locally to the encryption-key server. Additionally, ensure that security settings in Internet Explorer do not prevent administration of SSO:

· Ensure that the default setting of Automatic logon only in Intranet zone is selected (under Internet Options, Security tab, Custom Level button, User Authentication setting). 

· Do not select Prompt for user name and password.

SSO accounts

There are four different accounts that are required to setup, run, and administer the SSO system. In an evaluation environment, you can simply use the server farm account for each of these accounts. However, in a secure environment, you should put some thought into which accounts you use and how you configure these accounts. This section details the account requirements and provides recommendations for configuring these accounts in a secure environment.

The four accounts that are required to setup, run, and administer the SSO system provide separation of roles and isolation of permissions. The following tables describe each of the accounts and the permission requirements for each of these accounts.

SSO account descriptions
	Account
	Description

	SSO configuration account
	· Setup the SSO service in Office SharePoint Server. 

· Configure and manage the SSO service in Office SharePoint Server, including managing the encryption key. 

· Create, modify, or delete application definitions within Office SharePoint Server. 

	SSO administrator account
	· Configure and manage the SSO service in Office SharePoint Server, including managing the encryption key. 

· Create, modify, or delete application definitions within Office SharePoint Server. 

Redeem SSO tickets. In scenarios where credentials pass through an intermediary service (such as BizTalk Server) before reaching the enterprise application definition, this account is used to give intermediary services rights to redeem SSO tickets.

	SSO service account
	Run the single sign-on service in Windows

	Enterprise application administrator account
	Create, modify, or delete application definitions within Office SharePoint Server.


SSO account requirements
	Account
	Requirements

	SSO configuration account
	· Must be a user domain account. Cannot be a group account.

· The user account must be a server farm administrator.

· Member of the local Administrators group on the encryption-key server

· Member of the security administrators group and DB creator on the computer running SQL Server. 

· Be either the same as the single sign-on administrator account, or be a member of the group account that is the single sign-on administrator account. 

	SSO administrator account
	· Either a Windows global group or an individual user account. This account cannot be a domain local group account or a distribution list. 

· The single sign-on service account must be this user or a member of this group.

· The configuration account for single sign-on must be this user or a member of this group. 

· Member of the WSS Reader group on the SharePoint Central Administration site. 

· All users that are added to this group for the purpose of administering SSO must be a member of the local Administrators group on the encryption-key server. Do not make this account a member of the local Administrators group on the encryption-key server. 

	SSO service account
	· Must be a domain user account. Cannot be a group account.

· Same as the SSO administrator account or a member of the group account that is the single sign-on administrator account. 

· Member of the local group WSS_Admin_WPG on all servers running SharePoint Portal Server 2003 in the server farm. 

· Member of the public database role on the SharePoint Portal Server configuration database.

· Member of the System Administrators server role on the SQL Server instance where the single sign-on database is located. 

· In a secure environment, do not run the service under an account that is a member of the local Administrators group 

Note: To change the service account, you must first backup the master key, and then restore the master key after the service account is changed.

	Enterprise application administrator account
	· Global group account or individual user account. This account cannot be a domain local group or a distribution list. 

· Member of the WSS Reader group on the SharePoint Central Administration site. 


In a secure environment, the recommendation is to configure four distinct accounts and to use a group account, where possible. If you are using a user account for the SSO configuration account, SSO administrator account, and the SSO service account, then you must use the same user account. The following table provides recommendations for configuring these accounts.

SSO account configuration recommendations
	Account
	Evaluation environment
	Secure environment

	SSO configuration account
	Server farm account
	Use the individual user account of an administrator who is a member of the Farm Administrators group.

	SSO administrator account
	Server farm account
	Create a dedicated domain group account. Add to this group:

· User account that will be used as the SSO configuration account

· Account used to run the SSO service

· Users that are allowed to administer the SSO service in Office SharePoint Server. Also add these users to the Administrators group on the encryption-key server.

Service accounts of services that redeem SSO tickets. These are intermediary services that pass credentials between the encryption-key server and the enterprise application.

	SSO service account
	Server farm account
	· Use an individual user account. Use a different account than the SSO configuration account.

· Do not add this account to the farm administrators group or to the local administrators group. 

Do not use the same service account that is used to run IIS application pools.

	Enterprise application administrator account
	Server farm account
	Create a dedicated domain group account. Add to this group users that are allowed to create and manage enterprise application definitions. 


The following diagram illustrates the recommended secure configuration for these accounts.
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Database settings

Database settings are used to create the SSO database and include:

· Server name — the NetBIOS name of the database server. Do not enter the fully qualified domain name (FQDN).

· Database name — the name of the SSO database.

Unless you are pre-creating databases, the recommendation is to keep the default settings.

Time out settings

Time out settings include the following:

· Ticket time out (in minutes) — The number of minutes that can elapse before an SSO ticket expires. Ensure that the ticket time out value is long enough to last between the time when the ticket is issued to the time that it is redeemed by the enterprise application. Two minutes is the recommended setting and allows ample time for tickets to be redeemed. If tickets are not redeemed within two minutes, networking or other issues might be preventing a connection between computers. 

· Delete audit log records older than — The number of days to hold records in the audit log before deleting. 

The default time-out settings are the recommended starting points.

Plan enterprise application definition settings

This section walks through planning choices for enterprise application definitions. You can record your planning choices on the Single Sign-On enterprise application definition worksheet. Complete this worksheet for each enterprise application definition that you plan on adding.

After you create an enterprise application definition, you cannot modify the following properties: 

· Name of the enterprise application definition

· Account type (group or individual, windows authenticated group or individual, or group using restricted account) 

· Logon account information fields

Application and contact information

Application and contact information includes the following settings:

· Display name — The friendly name for the enterprise application

· Application name — The programmatic name for the enterprise application. This is the name that Web parts will use to call the enterprise application definition.

· Contact e-mail address — The e-mail address that users can contact for the enterprise application. 

Account type

Account type refers to the type of account that is used to map user credentials to the enterprise application: either an individual account or a group account. If each user has an account in the enterprise application, then choose Individual. If the enterprise application uses one account for all users, then choose Group. 

Be aware that security authorization can be performed by either the enterprise application or by the Web part that is connecting to the enterprise application. How security authorization is set up affects which type of account is used by the enterprise application. For example, authorization to access personal data in a pay stub application can be set up using one of two methods:

· Each user has their own account in the pay stub system to access their pay stub. In this case, individual accounts are used by the enterprise application.

· The Web part that is used to access pay stub data enforces security authorization. In this case, the Web part performs user authorization based on user credentials and the pay stub system uses a group account for all users. Consequently, the enterprise application definition for this scenario uses a group account.

Additionally, if a group account is used, the enterprise application definition can be configured to use a privileged account. If you choose a privileged account, credentials are stored separately from regular credentials and a different API is used to access privileged credentials. Privileged accounts are used in scenarios where an intermediary application, such as BDC, imposes further security trimming on the data that is retrieved based on the credentials.

Applications that use restricted credentials must perform further authorization and data trimming based on the data that is returned using the privileged credentials. Farm administrators must ensure that all applications that use privileged accounts perform this authorization and data trimming uniformly. Otherwise, if an application that does not perform this additional authorization and trimming has access to privileged accounts, the application can compromise security by using privileged credentials to access data that would otherwise be trimmed. 

Choose Group using privileged account only under the following circumstances:

· The account is a group account.

· BDC is used to connect to the enterprise application. Or, the intermediary application that connects to the enterprise application complies with the terms of using a privileged account.

· Data is highly sensitive.

Authentication type

Authentication type refers to the method in which the Office SharePoint Server server connects to the enterprise application: Windows authentication or no authentication. This authentication applies only to the credentials that the server running Office SharePoint Server uses to log onto the enterprise application. Authentication of user credentials is not affected. 

If the enterprise application is hosted on a Windows system, then select Windows authentication. If the enterprise application is hosted on a non-Windows system, then leave this setting blank. If Windows authentication is not used, then the logon credentials are not encrypted. If you select Windows authentication and the enterprise application system does not support Windows authentication, then the SSO connection will fail.

Logon account information for users

The fields provided for logon account information determine which pieces of information are required to log on. By default, only the user name and password are specified. You can specify up to five different pieces of information that must be included. For example, you can require a SAP server name and/or a SAP client number. Users are prompted to enter credentials under the following circumstances:

· Authentication fails or credentials are not found. 

· The Web part is programmed to prompt users for credentials. 

Logon account information is used for enterprise application definitions that use individual accounts. Prompting for logon account information is not recommended for enterprise application definitions that use group accounts.

The logon account information that you configure here must match exactly the logon requirements for the enterprise application. Additionally, you must also determine whether the system needs to mask these credentials as the user provides them. 

Typically, only a user name and password are required. Some highly secure environments might require additional pieces of user identification. Additionally, some systems might require additional information from the user to identify the application. For example, for access to Oracle, you might enter the following: 

Field 1 = Oracle user name

Field 2 = Oracle user password (select Yes for the Mask option)

Field 3 = Oracle database name

If you need to access the SAP application, for SAP credentials you might enter the following:

Field 1 = SAP user name 

Field 2 = SAP password (select Yes for the Mask option) 

Field 3 = SAP system number 

Field 4 = SAP client number 

Field 5 = language 

Account information for enterprise application

If you are using a group account to connect to the enterprise application, then you need to provide the account credentials. After adding an enterprise application definition, an SSO Administrator or a member of the Enterprise Application administrator account specifies the account name and password used to connect to the external server by clicking Manage Account Information for an Enterprise Application Definition in the Central Administration site.

In the Single Sign-On enterprise application definition worksheet, record the name of the group account. The administrator who enters the account information in the Central Administration site must also know the password for this account.

If you are using individual accounts to connect to the enterprise application, you do not need to enter account information into the Central Administration site.

Plan for SSO operations

Managing the encryption key

The encryption key is used as part of the encryption process for credentials used with single sign-on. The key helps to decrypt encrypted credentials stored in the single sign-on database. The first time you configure single sign-on and enterprise application definitions on the Manage Server Settings for Single Sign-On page, the encryption key is created automatically. Managing the encryption key includes auditing the encryption key and re-generating the encryption key. 

Auditing the encryption key

You can enable auditing of changes that are made to the encryption key. If the key is read or written to, a security event is logged in the security log. You can view the security log by using Event Viewer. Enabling logging involves:

· Modifying an SSO registry key

· Creating a local computer policy in Group Policy Object Editor

<note: instructions for configuring auditing in the RK only turn on auditing of failed events, not all events>

Re-generating the encryption key

Because the encryption key protects security credentials, you should re-generate they key on a regular schedule, such as every 90 days. You should also regenerate the encryption key if account credentials are compromised. 

The re-encryption process is a long-running operation. It is recommended that you change the encryption key during non-peak periods. Re-encrypting the encryption key has the following impact on the SSO environment:

· During the re-encryption process, write operations such as updating credentials and changing application definitions are not allowed. 

· Read operations such as retrieving credentials continue to work as normal. 

You must be logged onto the encryption-key server locally to re-encrypt the encrypting key. You must also be a member of the SSO Administrator account. 

If the encryption-key server is restarted or SSOSrv is stopped on the encryption-key server during the re-encryption process, you should look in the event log for errors. If the event log reports an error, you must restart the re-encryption process. If the re-encryption process is preempted in any way, it will have to be re-run. If the re-encryption process is preempted, it reverts back to its original state.

When you create an encryption key, you can choose to re-encrypt the existing credentials with the new key. If you do not re-encrypt the existing credentials with the new encryption key, users must retype their credentials for individual application definitions, and administrators for group application definitions must retype group credentials.

When you re-encrypt the SSOSrv service credential store, events are logged in the Microsoft Windows Server 2003 application event log. Once re-encryption is initiated, you can monitor the application event log to verify that the credential store has been re-encrypted. Event ID 1032 is recorded in the application event log when re-encryption is started. Event ID 1033 is recorded in the application event log when re-encryption has ended. If there are any failures during re-encryption, an event is recorded in the log. 

On the Single Sign-On server farm settings worksheet, record your planning choices for the following:

· What interval do you plan to re-encrypt the encryption key? 

· Should the existing credentials be re-encrypted with the new encryption key at the same time?

· Under what additional circumstances will the encryption key be re-encrypted?

Backing up the SSO environment

Backing up the SSO environment involves backing up two separate entities:

· The encryption key

· The SSO database

You should backup the encryption key after initially setting up SSO and then backup the key again each time it is re-generated. There is no need to backup the encryption key at a regular interval, unless the interval is tied to re-generating the encryption key. The encryption key cannot be backed up remotely. You must be a member of the SSO administrator account and logged onto the encryption-key server locally to backup the encryption key. The encryption key can only be backed up to removable drive. It cannot be backed up to a local hard drive. The encryption key can be backed up from the Manage Encryption Key page of the Central Administration site.

You should backup the SSO database after it is initially created and then again each time credentials are re-encrypted. Additionally, you can include SSO database backups with the regularly scheduled database backups for your server farm. Regularly scheduled backups will include other changes to the SSO database, such as new enterprise application definitions and updated credentials.

Do not store the backup media for the encryption key in the same location as the backup media for the SSO database. If a user obtains a copy of both the database and the key, the credentials stored in the database could be compromised. Ideally, the backup of the encryption key is locked up in a safe place. 

On the SSO Farm Settings worksheet, record your planning choices for the following:

· Interval to backup the encryption key.

· Plan for backing up the SSO database. The most efficient plan is to include the SSO database along with your regular farm backups.

Restoring the SSO environment

There are several scenarios that require restoring the SSO environment. In some cases, you only need to restore the encryption key or the SSO database, but not both. The following table calls out several restore scenarios and indicates what needs to be restored. The rest of this section details the specific tasks involved in restoring the SSO environment, depending on the scenario.

SSO restore scenarios
	Scenario
	What to restore

	Move the encryption-key server role to a different server computer
	Encryption key

	Change the SSO service account
	Encryption key

	Failed database server
	SSO database

	Migrate the Office SharePoint Server farm to a different set of server computers
	Encryption key and SSO database

	Recover from a farm-wide disaster
	Encryption key and SSO database


Move the encryption-key server role to a different server computer

To move the encryption-key server role to a different server computer, use the following steps:

1. Backup the encryption key.

2. Disable the SSO service on all computers in the farm.

3. Log onto the new encryption-key server computer.

4. Start the SSO service.

5. Configure SSO farm-level settings in the Central Administration site. Specify the existing SSO database.

6. Restore the encryption key.

7. Start the SSO service on all WFE server computers in the server farm.

Change the SSO service account

The SID of the SSO service account is used as part of the formula for encrypting SSO credentials. Consequently, in order to change the SSO service account, you need to reconfigure the SSO environment. Use the following steps to change the SSO service account:

1. Backup the encryption key.

2. On all server computers in the farm that are running the Microsoft Single Sign-on service, re-configure the service with the new service account.

3. Re-configure SSO farm-level settings in the Central Administration site with the new SSO service account. Specify the existing SSO database.

4. Restore the encryption key.

5. Re-encrypt the credentials in the database with the restored encryption key.

Restore only the SSO database server

If the server hosting the SSO database fails, you only need to restore the SSO database. Restore the database using the same method you would use to restore any of the other Office SharePoint Server-related databases. If you restore the SSO database to a different server computer, then re-configure the SSO farm-level settings with the name of the new database server computer.

Restore the entire SSO environment

There are several scenarios which require restoring both the encryption key and the SSO database. Use the following steps to restore the entire SSO environment:

1. Restore the SSO database to the intended database server computer.

2. Setup and configure SSO as if you were configuring a new SSO environment, except enter the server name and database name of the existing SSO database.

3. Restore the encryption key to the new SSO environment.

Responding to an SSO security compromise

If you experience a security compromise that affects your SSO environment, there are some steps that you can take to mitigate the consequences of the compromise. A security compromise can include lost backup media, a password leak, or another event that can potentially compromise either the credentials stored in the SSO database or the data stored in the enterprise applications. 

If you experience a security compromise, use the following steps:

1. Re-generate the encryption key.

2. Re-encrypt the credentials in the database using the new encryption key.

3. Change passwords for enterprise applications if you suspect these might be compromised.

Encourage users to change their passwords if you suspect these might be compromised.

If the security compromise is grave enough, you can stop the SSO service to immediately halt access to credentials stored in the SSO database. If you need to stop the SSO service, you can securely restore the service to the existing Office SharePoint Server server farm by using the following steps:

1. Restore the SSO environment to an isolated server computer.

2. Re-generate the encryption key

3. Re-encrypt the credentials in the SSO database using the new encryption key.

4. Backup the SSO environment.

5. Restore the SSO environment to the existing Office SharePoint Server server farm.

Plan for accounts

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

Plan for capacity

Chapter overview: Plan for capacity

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

Capacity planning for a deployment of Microsoft Office SharePoint Server 2007 involves determining the current and future needs of the deployment, then choosing hardware and software that can meet your estimated current and future infrastructure needs. Furthermore, you must ensure that your Office SharePoint Server 2007 sites can support the throughput targets with acceptable response times, based on your defined Service Level Agreements (SLAs).

There are two kinds of capacity guidelines: 

· Throughput?— The approximate number of transactions per second that a given server configuration can handle. This guideline helps you determine how many simultaneous users can use a given server resource without negatively affecting performance. 

· Scale ?— The approximate number of objects that can be created in a given scope, for example, the number of documents per folder. This guideline helps you determine the server configuration required to host a given number of objects. 

Capacity and Throughput Guidelines

The goal of the throughput testing is to measure the number of transactions per second that a server can handle. The measured throughput is then used to extrapolate the number of simultaneous users by using a model of typical user behavior.

A rough rule of thumb is that 1 transaction per second maps to 1000 users. This rule of thumb is derived by applying the following model for user behavior: 

· 1000 users 

10% peak concurrency

· 100 simultaneous users (10% of 1000) 

100 seconds per request per user (36 requests per hour per user) 

· 100 simultaneous users/100 seconds per user per transaction 

· 1 transaction/second 

Capacity and Scale Guidelines

Capacity is also affected by scalability (how many objects can be created in a given scope, such as number of documents per folder). There are very few hard limits, and most of the scale guidelines are determined by performance. In other words, you can exceed these guidelines, but you may find the resulting performance to be unacceptable.

One of the most important scale dimensions is site collections per database. This scale dimension depends on the number of indexes on the database. As the number of site collections increases, the performance of the system degrades as it serves more and more different site collections. As you can see in following chart, there is no hard limit where performance becomes unacceptable, but performance does degrades faster beyond 10,000 site collections and drops below 100 responses per second beyond 50,000 site collections.

Capacity Planning Methodology

Office SharePoint Server 2007 is designed to allow for many different configurations; moreover, it can scale to suit a multitude of deployment scenarios, such as general-purpose Web, heavy search usage, or heavy team usage and collaboration. To choose the appropriate design for your specific business needs:

· Understand the users' work patterns and the specific tasks they perform. 

· Obtain or estimate the size and scope of the corpus—the entire collection of documents that both Office SharePoint Server 2007 and Microsoft Windows SharePoint Services will store, including document versions, categories and folders, and document profiles. 

· Estimate the internal and external site content to be crawled and indexed. 

If you are migrating from or upgrading a current web collaboration solution, you can use historical access information from Web logs and third-party monitoring tools to determine current throughput rates and specific usage patterns. However, if no intranet exists, you must make an estimate based on your prediction as to what is required to support the overall business need. 

The methodology used in this guide to effectively plan for capacity includes the following steps:

Plan user capacity

· Develop a usage profile to determine the number of operations performed by an average regional user within a given day. 

Plan data capacity

· Develop storage requirements that would support a current deployment, as well as expected growth over the next two years. 

· Gather requirements for security and isolation of data and sites. 

Plan search and index capacity

· Develop a search profile based on the search patterns of the user base. 

· Estimate volume of data to crawl and develop requirements for content freshness and crawl windows. 

This method can be expanded and refined if necessary. Naturally, capacity planning requires an iterative approach and you must also take into account your availability requirements, performance expectations, and environmental requirements such as security settings that may impact performance. In general, the methodology used in this article provides a reasonable approximation of required capacity and hardware needs.

Plan for user capacity

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

Capacity planning for Office SharePoint Servers 2007 starts with determining your site's user base. It is during the application planning phase that the following metrics are determined:

· Expected number of users, including the percentage of active users. 

· Types of users, or user profiles, based on the types of operations they will perform. 

· User access requirements. 

For more information, see the Determine Throughput the Number of Users and User Types article, and use the related worksheet to document your site's user profiles.

Determine Required Peak Throughput

Once you have determined the user profiles, the next step is to estimate the required peak throughput. Office SharePoint Server 2007 is designed to provide high-performance solutions that can accommodate dramatically varying throughput needs. Conservative recommendations for capacity planning assume that, on average, site deployment runs at _____% of total capacity. This enables the deployment to successfully respond to unusual high-demand periods.

Use the Estimate peak throughput worksheet and calculate peak throughput for each type of site you plan to deploy. Sizing metric definitions can be found in the table below. 

	Sizing Metrics
	Definition

	Number of users
	The number of potential users with access to the site.

	Percentage of active users per day
	The percentage of the users who might access the site during the day (typically 10%-50%).

	Number of common operations per active user per day
	Common operations include browsing categories, hitting the home page, etc.

	Number of complex operations per active user per day
	Document collaboration functions (including document check-in and document upload) are weighted differently than other functions. Because these more complex activities take several steps to accomplish, they are weighted three times as intense as common operations.

	Total number of operations per active user per day
	When you calculate the total number of operations per active user per day, use the following approach: 

· # of common ops * (weight) 1 = X 

· # of complex ops * (weight) 3 = Y 

· X + Y = Z total number of operations per day. 

	Number of hours per day
	Hours in the business day. Site access can cross time zones, so 10 hours per day might be a typical number for a company spanning the United States.

	Peak Factor
	An approximate number that estimates the ratio of the peak site throughput to its average throughput. This number typically ranges from 1 to 4.

	Peak throughput required
	The peak number of operations per second your solution must support.


Next, break down the operations per active user per day by the type of site, and related functions such as:

· Corporate portal access 

· Divisional portal access 

· Windows SharePoint Services site usage 

· My Site usage 

The following table provides example characteristics representing a divisional portal site supporting approximately 10,000 users. This is a reasonably diverse workforce group, utilizing a mix of common portal functions, and a small percentage of complex functions. Most users typically access the site through simple activities such as locating information by browsing categories, searching for documents that match their needs, or reading divisional news or announcements on the Home page.

	Characteristic
	Value

	Number of potential users
	10,000

	Percent of active users per day
	80%

	Number of common operations per active user per day
	32 * (weight = 1) = 32)

	Number of complex operations per active user per day
	+ 8 * (weight = 3) = 24

	Number of operations per active user per day
	56

	Number of hours per day
	12

	Peak factor
	4


Then, use the following calculation to determine your required peak throughput:

10000 * 80 * 56 * 4
Divide that number by the result of 360,000 * 12. 

 Note   the 360,000 figure is a constant value determined by the following formula: [ 100 (for percent conversion) נ60 (# of minutes in an hour) נ60 (# of seconds in a minute) ].

As shown, these characteristics yield a predicted peak throughput requirement of about 42 operations per second. Perform this same estimation exercise for each projected key portal and site type you plan to implement. The sum of these estimates represents the required total throughput.

Database Throughput

Based on the testing and analysis of the database inputs and outputs (I/O), the profile is very read/write intensive. Therefore, it is recommended that the following database configuration is implemented in order to achieve the targeted throughput:

· Databases and logs utilizing RAID 10 (rather than RAID 5) for better performance. 

· Each disk tray is on a split bus, with each bus connected to a different RAID controller card. This RAID controller card should have 8 cables. 

· Logical drives should be created across the physical drives, thereby splitting the I/O across trays, cables and Raid controller cards 

· Store logs and data on separate spindles. 

· Databases which are targeted as having low I/Os should be combined onto one logical data and log device. 

· Use a RAID 0 logical drive for backups and moving or dumping data. 

Query Throughput

Use the total Web page throughput to estimate the number of content searches executed per second. Conservative recommendations for capacity planning assume that 10 percent of all Web pages viewed result in content searches.

Index Throughput

The rate at which content changes across your organization determines the rate at which to update the content index. In general, assume that 10 percent of the entire corpus must be updated in the index every 24 hours. While it is extremely rare for 10 percent of content to actually change every 24 hours, this recommendation allows the site to complete both large additions of content and strategic full updates of the index in a timely fashion. The index throughput affects the performance of both the query and alerts mechanisms on the portal site, since these are dependent on an up-to-date index. 

Plan for data capacity

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

Office SharePoint Server 2007 stores data in SQL Server and full-text indexes in the file systems on the search and index management servers. In general, the most important characteristics for determining the amount of storage space required are the total size of the documents stored on the site, and the total size of the documents included in the site index. Once you have determined the total size of all documents you plan to store, you can start to plan your disk space requirements. This section provides guidelines for estimating your storage needs, and data isolation. 

Estimate Volume of Data

When planning your storage capacity, you need to calculate the amount of disk space you need now, as well as planning for future growth. Estimate Data Capacity Worksheet to calculate the amount of data you plan to store now, and in the future. It is important to consider all potential file types- including forms in your organization that you may eventually convert to an InfoPath form or form template.

You will need to do this for each of the following servers in your farm:

· SQL Server 

· Index Server (s) 

· Search Server 

SQL Server Requirements

The SQL Server component is where all documents within your farm are actually stored. To effectively plan for current and future storage capacity, the disk space should be equal twice the total size of all documents, including versions.

You should also plan for the following files which will consume disk space either immediately, or in the future: 

· All operating system files. 

· SQL Server installation files. 

· Database log files. 

· Free space. 

Index Server Requirements

Once you have determined the total storage for your SQL Server, you must determine the total size of documents that will be indexed. To do this, take the total size of each content source—file shares, exchange public folders, public folders, and websites—that you want to index, and add that sum to the total size of all files stored in the server farm. This number is the total size of all documents to be crawled. Take that number and divide it by two, which equates the total storage required on each indexing server in your farm.

You should also plan for the following files which will consume disk space either immediately, or in the future:

· All operating system files. 

· SharePoint installation files. 

· Windows Workflow Foundation files. 

· Database log files 

· Free space. 

Search Server Requirements

To calculate the disk space required on your Search Server, take the total storage for the Index server and divide that number by two. This number equates the amount of storage space required on each of the Search servers in your farm. 

You should also plan for the following files which will consume disk space either immediately, or in the future: 

· All operating system files. 

· SharePoint installation files. 

· Windows Workflow Foundation files. 

· Database log files 

· Free space. 

Data Security and Isolation

To plan for data security and the isolation of specific databases or sites, you need to first contact your site administrator(s) to obtain a list of requirements. Work with your site administrator to plan content isolation, optimal search scoping.

Plan for search capacity and content isolation

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

This section will help you plan content isolation, optimal search scoping for the best rendering of results, and more.

In this article



· Develop search profile 

· Isolating sensitive data 

· Develop requirements for content freshness 

· Develop requirements for crawl windows 



Develop search profile

 Note   This section is a placeholder for future content. It is included in this preliminary documentation to illustrate the proposed structure of the final content.

Isolating sensitive data

 Note   This section is a placeholder for future content. It is included in this preliminary documentation to illustrate the proposed structure of the final content.

Develop requirements for content freshness

When planning search, you must determine how to organize your content so your users can retrieve the most relevant results quickly. Furthermore, you want to optimize your content indexes and plan your crawl windows so as to not overload your system during business hours.

Another method for optimizing crawl times and search results is to separate content into two different designations and adjust the frequency of crawling based on priority. For example, identify content within your organization that is:

· Premium, such as a corporate Human Resources site, or 

· Collaborative, such as a team's documents. 

Segregate the premium content into its own content indexes and then schedule this content to be crawled more frequently. Consequently, search results will be ore timely; however, it can be difficult to incorporate the premium content into the broader search results with high relevancy. Overall, it is recommended that you create a few large content indexes which will produce highly relevant results. Conversely, if you create a lot of small indexes, relevancy is skewed because those items in a small index will automatically rank higher.

Develop requirements for crawl windows

 Note   This section is a placeholder for future content. It is included in this preliminary documentation to illustrate the proposed structure of the final content.

Plan for crawl capacity

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

Plan for performance

Plan for and design database storage and management

Chapter overview: Plan for and design database storage and management

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

Plan for scaling out content databases

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

As you develop your capacity plan and database backup plan, it is recommended that you set a size limitation on your content databases so you can efficiently back them up, and so your users aren't faced with the inability to upload documents unexpectedly. This article recommends space monitoring guidelines and recommendations on scaling out your content databases.

In this article



· Setting the content database size 

· Deploying additional content databases 



Setting the content database size

Based on the amount of time it takes to backup sites within a farm, 25 Gigabytes (GB) is a recommended limit to establish for content databases. You can use the following performance counters to set thresholds so you are aware when a content database is near or at capacity:

· Database capacity warning reached 

· Database capacity reached 

Deploying additional content databases

During the capacity planning exercise, the amount of expected storage space required currently or in the future is determined. You can use the average storage amount required to forecast how much space you would need to allocate monthly, if your sites and content needs grow rapidly. For example, if you determine that you will need to allocate 50 Megabytes (MB) of disk space to store new sites and content each month, allocate two new 25 GB content databases per month.

Monitoring the rate at which your storage needs grow is essential. When you determine a particular content database is nearing capacity, it is recommended to reduce the capacity reached limit for sites to equal the exact number of sites currently stored in that content database. This ensures that new sites being created will get stored in the new content databases that have been deployed.

Plan for backup and restore

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

Backups are a necessity in today's workplace as protection for any unforeseen event or circumstances that may warrant a database restore or complete disaster recovery. Developing plans and procedures for recovering from failures before they occur is critical in minimizing lost productivity in the event of a server crash, database corruption, or any other form of data loss. An effective disaster recovery plan should reflect a thorough data protection strategy based on your specific data protection requirements.

After reading this article, you will be able to define the backup strategy that is best for your environment. 

In this article



· Plan for tools 

· Backup strategies 

· Plan for backup types and schedules 



Plan for tools

This section provides an overview of the tools that can be used for backups and content retrieval at various levels of granularity:

· SQL Server Backup and Restore 

· SharePoint Products and Technologies Backup and Restore Utility 

· stsadm Utility 

· Recycle Bin 

SQL Server Backup and Restore

SQL Server Backup and Restore is typically used by large organizations with SQL Server Tools already implemented, and by those with off-site datacenters. The person responsible for the databases, regardless of the application, is a Database Administrator (DBA), rather than the SharePoint Central Administrator. 

Using SQL Server to backup your databases affords the following benefits: 

· Ability to schedule backup tasks, automating the task. 

· Provides backup (and restore) logs for the DBA to review the success or failure of a job. 

SharePoint Products and Technologies Backup and Restore Utility

The Data Backup and Restore utility is installed by default when Office SharePoint Server 2007 is installed. You must run the Data Backup and Restore utility from any of the front-end Web servers in the server farm. SQL Server 2000 Client Tools must also be installed on the front-end Web server from which backups and restores are performed. The SharePoint Portal Server Data Backup and Restore utility performs the following functions:

· Backs up and restores all databases within the server farm or all databases of a single site. 

· Restores content indexes and content sources on the corporate portal. 

· Backs up Windows SharePoint Services site databases, except for the databases in the baseline architecture with a separate Windows SharePoint Services front-end server farm. 

· Restores an index server in a disaster recovery scenario. 

stsadm Utility

This utility can back up My Sites and divisional site collections in a single server farm configuration. By using this utility to back up My Sites and site collections, you can restore site collections without having to overwrite all the portal databases. You can back up an entire divisional site collection and all of the sites and content beneath it, but not an individual subsite. However, you can restore content and subsites within a site collection by restoring the site collection to a different site and manually copying the lost data to the original location. The backup file includes the following: 

· Subsites 

· Pages in the sites 

· Files in document libraries or lists 

· Security and permission settings 

· Feature settings 

 Note   Using an stsadm.exe backup script affects performance on the server farm, because the backup process takes up both memory and processing power. If you choose to schedule stsadm.exe backups in a script, be sure to run the script when server farm usage is light.

Recycle Bin

The Recycle Bin functionality is similar to that of the Windows Recycle Bin. New to this version, the Recycle Bin provides two stages of file retrieval. The first stage is when an item is deleted, it is removed from its list and placed into the Recycle Bin. On the Recycle Bin page, you have the option to restore or permanently delete any item. Restoring a document will simply move the item from the Recycle Bin back into its original list, making sure that the file name doesn’t conflict with existing files. In addition to the basic Recycle Bin functionality, the site collection administrator has the option to automatically permanently delete items that have been deleted for a specified amount of time. 

The second stage Recycle Bin stores items that end users have deleted from their Recycle Bin for easier restoration when needed. This second stage adds to space requirements, which can be enlarged by a specific percentage. When you enable the second-stage recycle bin for a Web application, you must designate how much disk space is available to the second stage recycle bin as a percentage of the quota allotted to the Web application. For example, if you have allotted 100 MB of space for the Web application, allotting a 50% quota for the second-stage recycle bin allots 50 MB for the second-stage recycle bin and 150 MB for the Web application as a whole. You may allot up to 1000% for the second-stage recycle bin quota.

Backup Strategies

There are several data stores in a SharePoint farm, and you may not have a need to back up every store as regularly, depending on the SLA you have outlined with stakeholders. This section provides an overview of recommended backup methodologies and the estimated amount of disk space required to support backup operations for each of the following areas:

· SharePoint databases 

· Search Indexes 

· Web Front End (WFE) servers 

· Windows SharePoint Services sites 

· Personal sites 

SharePoint Server Database Backups

The Office SharePoint Server databases and the Windows SharePoint Services databases are backed up by using the native Windows SharePoint Services Backup and Restore Utility. The utility backs up SQL Server databases for each portal. It creates an XML-based manifest file that lists all of the individual backup files for Office SharePoint Server 2007 and Windows SharePoint Services databases. The size of the Office SharePoint Server databases depends on your business requirements and usage.

Search Index Backups

This version allows for the Search indexes to be backed up. 

Web Front End (WFE) Server Backups

Web front end server data includes custom assemblies, configuration files, add-in software, custom templates, the IIS metabase, and the Inetpub directory. The size of a WFE server backup depends how much customization is done on the WFEs. An estimate based on a medium server farm consisting of two WFE servers is approximately 50 MB for each server. You can estimate the maximum amount of hard disk space required for front-end Web server backups by using the following formula:

The number of WFE servers נ50 MB = estimated disk space required.
For example, if you have 2 WFE servers at 50 MB, each, you need 100 MB of disk space to back up the WFE servers. You must also plan adequate space for backing up the IIS log files. You can estimate the space required by using the following formula:

The number of days of logging נdaily log file size = estimated disk space required.
For example, if you want to preserve 30 days of logs with an average daily log file size of 1 GB, you need 30 GB. 

My Sites Backups

By default, My Sites content is contained in the site database of the corporate portal. The database for the portal is backed up on a regular basis and the individual My Sites are backed up in a separate process using the Office SharePoint Server stsadm.exe command line utility. This process backs up the same data twice, but it allows for backing up and restoring individual My Sites as opposed to restoring the entire site database. The amount of disk space to back up My Sites depends on the following factors: 

· The number of My Sites 

· The amount of content in each My Site 

· The amount of time that My Site backups are kept on disk before they are moved to a tape drive 

You can estimate the maximum amount of disk space required for backing up the individual My Sites by using the following calculation:

The number of My Sites נdisk quota= maximum disk space required.
For example, if you have 2000 users, each with a My Site and 100 MB storage limit set on each My Site, the maximum amount of disk space required for the My Site backup is approximately 200 GB. This also means that the divisional portal site database, which also contains the My Site data, is equally impacted by the extra 200 GB of data. Keep in mind that most My Sites will not use disk space in amounts approaching the quota. Therefore, the average disk space required for My Sites will be much lower than the quota. Set the quota high enough to accommodate the occasional large My Site. Setting the quota too low could result in support calls from users needing more space. 

Windows SharePoint Services Site Backups

The Windows SharePoint Services site collection databases are backed up by the Office SharePoint Server Backup and Restore Utility in the same manner as the Office SharePoint Server databases. In addition, there are alternate prescribed methods for backing up and restoring site collections and My Site data at a more granular level. This means that the backup of some data is duplicated, and this increases the required hard disk space. The site collections are also backed up individually by using the stsadm.exe command line utility, so that individual site collections can be recovered without restoring the entire site collection database. 

The amount of disk space required to back up each site collection depends on the amount of content within the site collection and how long the backups are kept on the disk before being moved to a tape drive. You can estimate the maximum amount of hard disk space required for site collection backups by using the following formula:

The number of site collections נdisk quota = maximum disk space required. 
For example, if you have 10 site collections with the quotas set for 100 MB, you need 1000 MB of disk space for backing up site collections. This also means that the Windows SharePoint Services databases containing the site collections are impacted by 1000 MB. 

Plan for backup types and schedules

When developing your backup strategy, you must understand the supported backup types, and carefully plan when you will schedule the backup task. This section defines the types of backups you should perform, and recommends a schedule based on how large your databases are and the amount of time each one will take to be backed up.

Backup Types

There are two types of backups supported: full and differential. 

A full backup backs up the entire database, including all file groups and data files. The benefit of scheduling full backups is high data integrity. However, the process is very time consuming and once started, cannot be paused until the backup process is complete.

A differential backup backs up only data that has been modified or added sine the last backup (either full or differential). The process runs quickly, and requires much less disk space than the full backup. Restores can be time intensive for the 

Recommended Backup Schedules

It is generally recommended to schedule backups during times of low activity usage. You must also take into account how long each part of the backup will take. The following table shows the typical backup size and time needed for the four types of backups required. This section describes the recommended backup types, along with the recommended schedules.

Backup times
	Backup Type
	Description
	Size
	Time

	Web Front End Server
	Custom assemblies, configuration files, add-in software, custom templates, the IIS metabase, and the Inetpub directory. 
	TBD
	TBD

	SQL Server – differential
	Changes to the databases since the last backup (daily)
	TBD
	TBD

	SQL Server – full
	Complete databases (weekly)
	TBD
	TBD

	SharePoint log files
	See "TBD" for a list of logs (daily)
	TBD
	TBD


Archiving data for trend analysis

You can back up the data from Web front-end servers for future analysis and long-term off-line reference. The following log files can be backed up from these servers:

· Internet Information Services (IIS) logs  C:\Winnt\System32\Logfiles\W3svc1\*.log 

· Usage analysis log  C:\Windows\System32\LogFiles\STS\ if usage analysis is enabled 

· Other Windows SharePoint Services logs  STSAdm.log and OWSTimer.log from the C:\Documents and Settings\Windows_SharePoint_Services_Administrator_Account\Local Settings\Temp directory. 

Plan for database hardware and software requirements

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

If you are installing Office SharePoint Server 2007 in a farm configuration, you must use SQL Server 2000 or SQL Server 2005 to store your data. This article prescribes the recommended configuration settings for an optimized and well-tuned SQL Server database.

In this article



· Designing the hardware plan 

· 
· Plan for scale 



Designing the hardware plan

When determining the database hardware you will use in your Office SharePoint Server 2007 deployment, there are several technologies you could implement within your solution. The recommended hardware to use for your SQL Server databases is:

Dual-processor computer with processor clock speeds of 2.0 GHz or higher and a minimum of 2 GB of RAM. 

Use the Estimate data capacity requirements worksheet , along with your availability requirements and capacity plan to determine whether one or more of the following technologies would optimize your solution deployment:

· Using redundant array of independent disks (RAID) 

· Clustering, log shipping, or database mirroring 

Using Redundant Array of Independent Disks (RAID)

To increase system availability and help protect against data loss, hardware-based RAID is recommended. The drive performance, type of server, and the data type to protect against were considerations in determining the level of hardware RAID protection needed. For example, RAID 1 provides adequate protection for Web Servers but RAID 1+0 is more suited for database storage requiring high performance and fault tolerance.

The following table lists the recommended RAID type for each of the Office SharePoint Server databases.

	Database Store
	RAID Configuration

	ConfigDB
	1+0

	SSP Database
	1+0

	Search Database
	1+0

	Content Databases
	separate RAID 1+0

	Log Files
	separate RAID 1+0


Information about the different types of RAID types is widely available from resources such as Planning the Layout and RAID Level of Volumes in the Microsoft Windows Server 2003 Deployment Kit on Microsoft TechNet.

Availability and Redundancy

There are several technologies you can implement in your database solution that provides availability and redundancy. Depending on your availability requirements, you have three supported options at the SQL Server level, which are defined in this section. For more information on developing your availability plan for Office SharePoint Server, see Plan for availability.

· Clustering 

· Log Shipping 

· Mirroring 

Clustering

Failover clustering provides high availability solution that accommodates backups, redundancy, and performance. However, it is a single point of failure. Depending on your data recovery SLA, this may present a problem. If software and/or hardware problems do occur, failover clustering can be combined with other high availability methods such as log shipping or mirroring to minimize the loss of data and productivity.

Log Shipping

Log shipping allows you to automatically send transaction log backups from a primary database on a primary server instance to one or more secondary databases on separate secondary server instances. The transaction log backups are applied to each of the secondary databases individually. Log shipping requires that additional hardware be purchased (unlike failover clustering).

Mirroring

Database mirroring is a new SQL Server 2005 technology that can deliver high availability and high performance solutions for database redundancy. In database mirroring, transaction log records are sent directly from a principal to a mirror database whenever the principal's transaction log buffer is written to disk (hardened). This technique can keep the mirror database nearly up to date with the principal, and with no loss of committed data. In the High Availability operating mode, if the principal fails, the mirror server will automatically become a new principal and recover its database. As with log shipping, implementing database mirroring does require additional hardware to be purchased. 

Below is a table that compares the three supported high-availability database solutions:

	Category or Feature
	Failover Clustering
	Log Shipping
	Database Mirroring

	Scope of Availability
	Server instance
	Database
	Database

	Standby type
	Hot
	Warm
	Hot

	Database downtime during failure
	30 seconds + database recovery
	variable
	<10 seconds

	Redundant storage locations
	No (shared disk)
	Yes
	Yes

	Hardware requirements
	Cluster certified servers and storage
	Standard servers
	Standard servers

	Physical distance limit
	100 miles
	None
	None

	SQL Server version
	All
	All
	SQL Server 2005 SP1


For more information about these SQL Server availability technologies, see the SQL Server documentation.

Plan for scale

Achieving a high level of throughput is critical in achieving your performance goals. Once you have optimized the database to support your farm, there are two main methods of increasing throughput:

· Scaling up 

· Scaling out 

Scaling Up

Scaling up is maximizing the capabilities of an existing server by adding more memory, storage capacity, and processors or replacing these existing components with newer, faster versions. The best approach is to explore all options for scaling up to see how they can be best utilized for your server farm. Scaling up is the first approach you should consider. Typically, scaling up provides higher performance for the same cost than scaling out on the same level of hardware. 

Scaling out

Scaling out is adding additional servers can provide increased scalability. When the server for a particular application is at its maximum potential, and is no longer able to meet user demands, you should consider scaling out. Scaling out provides scalability for a system where throughput is a higher requirement than providing the highest speed for each individual transaction. Scaling out provides the best value on larger servers; there is little advantage in scaling out on small servers. Because the primary focus of throughput for scaling out is based on processing power (CPU), smaller servers do not provide much gain.

There are cases where multiple SQL databases are recommended. These include:

· Large data stores 

· Large number of sites or site collections 

· Highly transacted sites where one or more services demands a large percentage of a SQL Server instance. 

Plan SQL Server configuration settings

 Note    This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change. 

When planning your deployment, you must also plan and configure the database you will be using to store your data. This article will help you implement some configuration best practices, and understand the accounts that are used, along with the permissions that are required by each account.

In this article



· Configuring Network Protocols 

· SQL Server Memory Configuration 

· Database Accounts 



Configuring Network Protocols for SQL Server 2005

Microsoft Office SharePoint Server 2007 requires both TCP and named pipes communication with SQL Server, so SQL Server must be configured one of two ways:

· NetBIOS over TCP/IP (NBT), which requires TCP/UDP ports 137, 138 and 139 

· Direct-hosted Server Message Block (SMB), which requires TCP/UDP ports 445 

Hardening your SQL Server

One of the most important steps in preparing your SQL Server for an Office SharePoint Server deployment involves host hardening. To properly harden your SQL Server, complete the following steps: 

1. Configure your SQL Server instance to use a specific, non-standard port. 

 Note   By default, the port used by the default instance of SQL Server is TCP 1433. Named instances, however, use a random port by default. 

2. Block UDP port 1434, which is utilized by the SQL Server Resolution Service. It is recommended that you block this port because it was used for the SQL Slammer virus. 

 Note   Once you block port 1434, you must also create an exception in your firewall configuration to allow SQL Server communications over the port(s) previously configured in step 1.

3. Configure your SQL Server to require protocol encryption (SSL). 

 Note   After configuring the previous steps, ensure the servers in your farm have the SQL Client Tools installed, along with a SQL Client alias in order to allow connections to pass through. Additionally, the servers in your farm must have a trusted root CA certificate installed, issued by the same CA that issued the Secure Sockets Layer (SSL) certificate to the SQL Server. 

SQL Server Memory Configuration

A best practice is to install sufficient memory to meet the server's needs, but in limited memory situations it is important that you configure the database correctly for memory usage because in such situations, the computer processes can consume all the memory and cause page faults. By default, SQL Server dynamically adjusts its memory usage based on demand and available system resources. This means that SQL Server uses as much unallocated RAM as it requires, and then releases RAM when other resources need memory. To prevent this, you can configure SQL Server to take advantage of Physical Addressing Extension (PAE) and Address Windowing Extensions (AWE) memory.

Physical Addressing Extension (PAE)

PAE is a function of the Windows 2000 and Windows Server 2003 memory managers that provides more physical memory to a program that requests memory. The program is not aware that any of the memory that it uses resides in the range greater than 4 GB, just as a program is not aware that the memory it has requested is actually in the page file. As a guideline, use 4 GB RAM per 4-proc database server. When enabling PAE, allocate 1 GB RAM to the Operating System, and 3 GB RAM to virtual memory. To do this, add the /3GB flag to the boot.ini, which can be opened from the System icon in the Control Panel. This increases the memory pool dramatically, thereby improving performance for SQL-intensive processes.

Address Windowing Extensions (AWE)

AWE is a set of extensions to the Microsoft Win32 API that allows memory-intensive applications to address more memory than the 32-bit address space typically allows. To allow AWE, you must add the /PAE flag to the boot.ini file.

Another best practice is to add the –g512 switch to the SQL Startup Parameters for better memory allocation. 

Database Accounts

The following user accounts are used by, or interact with, the configuration wizard.

· Database Administrator (DBA)   the person or group with SQL System Administrator permissions on the computer running SQL Server. Sometimes the DBA is external to your group and you need to have them create the databases and provide the configuration settings to you before you can run the configuration wizard. 

 Note   If the DBA is a separate function, every time a new object that needs a database is created, the DBA must create the database and assign permissions to the process accounts.

· Run-as   is used to run the configuration wizard on the local computer. 

· If the Database Access account is not the same user account as the Run-as account, the Run-as account needs to be a local administrator. 

· SQL System Administrator permissions are required so that after the configuration wizard completes, the SQL permissions for the Run-as user are revoked. 

· To preserve full functionality, the Run-as account must remain as a SQL login and as a member of the SQL Server System Administrators role. If this account is removed from the SQL Server System Administrators role or deleted entirely as a SQL login, neither Central Administration nor the configuration wizard can be run later. 

 Note   Running SharePoint 3.0 Central Administration or the configuration wizard with the Run-as account removed from the computer running SQL Server will result in a SQL Client exception. This exception is not logged in the configuration wizard log file. The exception indicates that the login failed for the Run-as account while it was attempting to log in and open the configuration database. 

· Database Access   is used to manage the server farm. The SharePoint Timer Service, SharePoint Administration, Office SharePoint Server Search and Windows SharePoint Services Search services run under this account.

· Because local administration permissions are required for Internet Information Services (IIS) Web site creation and deletion, this account cannot create or delete Web applications in SharePoint 3.0 Central Administration. 

· (Any) Web Application App Pool  

· SSP Shared Web Service App Pool  

· Farm Shared Web Service App Pool  The Search Admin service runs under this account.

· SharePoint Administration  

The following table lists the permissions that are required for the user accounts that are used by, or interact with, the configuration wizard. It is assumed that a different user account will function for each account name.

	Account Name
	Required group membership on local computer
	Required SQL Server fixed server role
	Required SQL Server fixed database role

	Database Administrator (DBA)
	
	
	

	Run-as
	· Local Administrator 
	· SQL System Administrator 

 Note   If an external Database Administrator will create the configuration database for you, this account only needs SQL Login permission.
	Since this account is a SQL System Administrator, permissions to the database are inherited.

	Database Access
	
	· Database creator 

· SQL Security Administrator 

 Note   If an external Database Administrator will create the configuration database for you, this account only needs SQL Login permission.
	· Database owner (DBO) on all databases. 

 Note   If an external Database Administrator will create the configuration database for you, this account needs the following permissions:

· DB Reader (DB Reader is DBO for configuration database. 

· DBO for configuration database. 

· DBO for all databases. 

	(Any) Web Application App Pool
	
	
	· Member of database owners group for specific database. 

· Read/write to SSP database. 

· Read from configuration database. 

	SSP Shared Web Service App Pool
	
	
	· Read/write to SSP database. 

· Read/write to associated content databases. 

· Read from configuration database. 

	Farm Shared Web Service App Pool
	· Network Service 
	
	

	SPAdmin
	· Local Administrator 
	
	


The least privilege configuration for creating or connecting to the configuration database includes the following:

· Run-as account is the same as the Database Access account. This means that the Database Access account is also a local administrator. 

· Run-as account already exists on SQL Server as a SQL login, and is a member of the SQL Server Security Administrators and Database Creators roles. 

Scenarios

The following scenarios are common cases:

Creating a new configuration database   The following conditions must be met.

· The Run-as account must be: 

· A local administrator on the computer where the configuration wizard is running. This is because of the local security-related tasks that must be performed on this computer. The Run-as user does not need to be a member of any other local security groups. 

· A SQL login account on the computer running SQL Server. 

· A member of the SQL Server System Administrators Role on the computer running SQL Server. 

· The Database Access account must not be: 

· A member of any local role assignments on the computer running SQL Server. 

· A SQL login. 

Connecting to an existing configuration database that is not blank   You must meet the conditions listed in the scenario for creating a new configuration database. 

 Note   A common configuration error is that the Run-as account is not a member of the SQL Server System Administrators Role on the computer running SQL Server. If this is the case, the configuration wizard will return an error indicating that an existing Office SharePoint Server configuration database cannot be found.

Connecting to an existing configuration database that is blank  In addition to meeting the conditions listed in the scenario for creating a new configuration database, you must:

· Configure the blank configuration database with the correct collation sequence (Latin1_General_CI_AS_KS_WS). 

· Assign the Run-as account to be the DBO on the existing configuration database. If the existing configuration database was initially created by the Run-as account, the account is already the DBO. However, if a different account was used to create the configuration database, then a member of the SQL Server System Administrators Role must run the SQL stored procedure, sp_changedbowner, on the configuration database to change the DBO to the Run-as account. 

Resulting accounts and roles

In all three scenarios, after the configuration wizard has successfully completed and the configuration database has been created, the following accounts and roles exist on the computer running SQL Server.

· The Run-as account is: 

· A SQL login. 

· A member of the SQL Server System Administrators role. 

· The Database Access account is: 

· A SQL login. 

· A member of the SQL Server Security Administrators role. 

· A member of the SQL Server Database Creators role. 

· Granted "Log on as a Service" right on the computer running Office SharePoint Server Server. 

· Database Access account and Run-as account are members of the : 

· Local WSS_ADMIN_WPG Security Group 

· Windows SharePoint Services Administrators Security Group 

· The machine account for the computer where the configuration wizard was run is added as a SQL login and added to the WSS_Content_Application_Pools role created on the computer running SQL Server. 
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