Plan and Design for Security (Windows SharePoint Services and Office SharePoint Server combined)
Note   This content is preliminary content for a preliminary software release. It might be incomplete and is subject to change.
Introduction
Microsoft® Windows® SharePoint® Services (version 3) and Microsoft Office SharePoint Server 2007 security content takes a methodical approach to building security into your solution design. This approach is based on a foundation of secure guidelines provided in the patterns and practices security guidance published by Microsoft. The patterns and practices approach addresses practical secure configurations for specific server roles. The guidance for each server role includes recommended secure settings for the network, the operating system, and for the applications that are installed, including Microsoft Internet Information Services (IIS), Microsoft ASP.NET Framework, and Microsoft SQL Server.
Windows SharePoint Services/Office SharePoint Server extends the patterns and practices guidance in several ways:

· Windows SharePoint Services/Office SharePoint Server guidance targets recommendations for each of the server roles within a Windows SharePoint Services/Office SharePoint Server server farm. 
· Windows SharePoint Services/Office SharePoint Server guidance identifies additional networking, operating system, and application settings that are appropriate for Windows SharePoint Services/Office SharePoint Server server roles.

· Windows SharePoint Services/Office SharePoint Server guidance adds recommendations for securing the specific applications and features installed by Windows SharePoint Services/Office SharePoint Server.
· Windows SharePoint Services/Office SharePoint Server guidance targets security recommendations to security environments that are common for Windows SharePoint Services/Office SharePoint Server solutions. 

Windows SharePoint Services/Office SharePoint Server security content includes the following planning steps and corresponding security planning articles:
· Choose your security environment — security content is targeted to four key security environments: internal team or department, internal IT-hosted, external secure collaboration, or external anonymous access. The security guidance that is recommended for your organization depends on which environment best matches your intended use of Windows SharePoint Services/Office SharePoint Server. This topic describes the target security environments.
· Plan server farm security — overview topic that explains the approach for securing individual servers within a server farm. This topic references the patterns and practices security guides that are used as a foundation for securing Windows SharePoint Services/Office SharePoint Server environments.
· Review secure topology design checklist — successful server hardening depends on a server topology and logical architecture that are designed for targeted isolation and secure communication. Previous planning articles address topology and logical architecture design in depth. This section provides a checklist that you can use to ensure that your plans meet the criteria for a secure design. 
· Plan for secure communication — recommendations for securing communication between servers within a server farm and between clients and servers.
· Plan security hardening for server roles — detailed recommendations for the specific server roles within a server farm. The recommendations in this section are applied at the network, operating system, IIS, and .NET Framework level. 
· Plan secure configurations for Windows SharePoint Services/Office SharePoint Server features — recommendations for configuring Windows SharePoint Services/Office SharePoint Server features in a secure manner. The recommendations in this section are likely configured directly in the Central Administration site, rather than in the network, the operating system, IIS, or .NET Framework.
· Plan environment-specific security — these topics provide additional security guidance targeted to each security environment.
· Plan and design for security roles — planning roles for administration and for users. 
· <Office SharePoint Server> Plan for single sign-on — if you plan to connect to data sources outside of your server farm, then single sign-on can be used to automatically authenticate users, rather than prompting for credentials. 
· Plan for accounts — requirements and recommendations for setting up administration and service accounts. Recommendations for planning user accounts. 
Some of these planning articles are intended for specific security environments. Figure x.x illustrates the intended planning flow, depending on the security environment. 
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Choose Your Security Environment

Security guidance is targeted to four security environments. The security guidance that is recommended for your organization depends on which environment best matches your intended use of Windows SharePoint Services/Office SharePoint Server. Review the descriptions for each environment and identify the environment that most closely matches your intended use of Windows SharePoint Services/Office SharePoint Server.
Internal Team or Department
Security guidance for an internal team or department focuses on recommending practical security configurations and settings for a team or department within a larger organization that uses Windows SharePoint Services/Office SharePoint Server for collaboration. This guidance is targeted for a one or two-server deployment and assumes that the server computers are not hosted by the primary IT group within the organization. While the guidance for this environment requires some IT knowledge, it is not necessary for farm administrators to be dedicated IT specialists. 

The guidance for the internal team or department environment relies on the security of the overall network environment. Many of the default settings in Windows SharePoint Services/Office SharePoint Server are intended to be used with this environment.

This environment is not intended for multiple teams or projects where secure isolation of content is a requirement. If your team or department requires secure isolation of content, a greater number of servers, or a greater level of security than is provided by your overall network environment, use the guidance for the Internal IT-hosted environment.
Internal IT-hosted

Security guidance for the internal IT-hosted environment targets guidance to an IT team that is hosting Windows SharePoint Services/Office SharePoint Server Web applications and sites for multiple teams and departments in an organization. This guidance focuses on securing a server-farm environment, including isolating content between groups, securing server-to-server communication and client-server communication, hardening servers for specific server roles, and configuring Windows SharePoint Services/Office SharePoint Server features securely. Guidance for this environment assumes that all server computers reside within a single internal network. 

External Secure Collaboration

Security guidance for an external secure collaboration environment is targeted to hosting content in an extranet for the purpose of collaborating on content with contributors who do not have general access to your corporate network. This environment allows external partners to participate in a workflow or to collaborate on content together with employees of your organization. This environment is also intended to support remote employee access, where employees are working from home or are traveling and need to access sites and data without logging onto the corporate network.
Guidance for this environment focuses on:

· Isolating Web applications or content to ensure that participants only see or have access to the projects that they are authorized to work on. 

· Authenticating and securing communication between contributors and the server farm.

· Protecting backend servers from direct user interaction and securing the server farm against risks associated with hosting Internet-facing servers.

External Anonymous

Security guidance for an external anonymous environment is targeted to allow anonymous access to content from the Internet while protecting the server-farm environment from the risks associated with hosting Internet-facing servers. This environment can include multiple farms for testing, staging, and publishing content.
Guidance for this environment focuses on:

· Making content anonymously available.

· Securing communication between farms as content is deployed to the publishing farm.

· Ensuring that content caching does not expose sensitive data.

· Protecting backend servers from direct user interaction and securing the server farm against risks associated with hosting Internet-facing servers in an anonymous environment.

Planning for Your Target Environment
If your environment most closely matches the internal team or department environment, skip to “Plan Secure Configurations for Windows SharePoint Services/Office SharePoint Server Features.” 
If your environment most closely matches one of the other three environments, then read the next planning topics starting with “Plan Server Farm Security.” These topics focus on designing solutions for security, securing inter-server communication and client-server communication, and hardening servers for specific roles.
Plan Server Farm Security
Planning server-farm security includes the following tasks:

· Review the secure topology design checklist — Ensure that your topology designs and logical architecture designs meet the criteria for a secure design.
· Plan for secure communication — Decide which methods of secure communication are most appropriate for your solution. 
· Plan security hardening for server roles — Plan specific hardening settings for each of the server roles in your server farm.
Use these tasks with the following security environments:

· External anonymous

· External secure collaboration

· Internal IT hosted
The security guidance that is recommended for these tasks is based on the following patterns and practices security guides published by Microsoft:

· Securing Your Web Server
· Securing Your Database Server
· Securing Your Network
Review Secure Topology Design Checklist

Successful server hardening depends on a server topology and logical architecture that are designed for targeted isolation and secure communication. Previous planning articles address topology and logical architecture design in depth. This section provides a checklist that you can use to ensure that your plans meet the criteria for a secure design. 

Use the secure design checklists with the following security environments:

· External anonymous

· External secure collaboration

· Internal IT hosted
Server Topology Design

· The topology incorporates dedicated front-end Web servers.
· Windows SharePoint Services: Server(s) hosting the Windows SharePoint Services search role and database server role are protected from direct user access.
Office SharePoint Server: Severs hosting application server roles and database server roles are protected from direct user access.
· Windows SharePoint Services: The SharePoint Central Administration site is hosted on the same server computer where the Windows SharePoint Services search role is hosted. 
Office SharePoint Server: The SharePoint Central Administration site is hosted on a dedicated application server, such as the Index server.
Networking Topology Design

· All servers within the farm reside within a single data center, on the same vLAN.

· Access is allowed through a single point of entry which is a firewall.

· Windows SharePoint Services: For a more secure environment, separate the farm into three tiers (front-end Web, search, and database), separated by routers or firewalls at each vLAN boundary.
Office SharePoint Server: For a more secure environment, separate the farm into three tiers (front-end Web, application servers, and database), separated by routers or firewalls at each vLAN boundary.
Logical Architecture Design

· At least one zone in each Web application uses Windows authentication. This is required for the search account to crawl content within the Web application. For more information, see “Plan Authentication Methods.”
· Implement Web applications using host headers instead of the randomly generated port numbers that are automatically assigned. Don’t use IIS host header bindings if the Web application will be hosting host header-based site collections.
· In a reverse proxy environment, consider using the default port for the public-facing network while using a non-default port on your internal network.  This can help prevent simple port attacks on your internal network that assume HTTP will always be on port 80.
· Do not put an untrusted site into the same Web application as trusted sites.  This protects against intra domain scripting attacks.
· Use separate application pool accounts for central administration and each unique Web application.
Operating System

· Server operating system is configured with the NTFS file system.

· Clocks on all servers within the farm are synchronized.

Plan for Secure Communication 
This article includes guidance on securing server-to-server communication and client-server communication.
Plan Server-to-Server Communication

If your servers are not inside a physically secure data center where the network eavesdropping threat is considered insignificant, you need to use an encrypted communication channel to protect data sent between servers. In a Windows SharePoint Services/Office SharePoint Server server farm, server-to-server communication is extensive. Securing this communication helps ensure that sensitive data is not compromised and also helps protects the server computers from malicious attacks or unintentional threats.

Diagram x.x illustrates several common communication transactions between server computers in a farm:
· Front-end Web servers communicate with the configuration database to communicate configuration changes for farm settings.
· User requests to add, delete, modify, and view content within a site are sent directly to the content database.
· Search Requests — front-end Web servers first communicate with the Search server to generate results for search queries. Next, the front-end Web servers communicate with the content database to satisfy user requests for specific documents within the search results.
· Indexing — The indexing component communicates through a front-end Web server to crawl content in the content databases and build an index.
<Office SharePoint Server> Note: in a Windows SharePoint Services environment, the search and indexing components share the same server role. In an Office SharePoint Server environment, these roles can be installed on different server computers.

Diagram x.x   Server-to-server communication within a server farm.
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Secure Sockets Layer (SSL) and Internet Protocol Security (IPsec) can both be used to help protect communication between servers by encrypting traffic. Each of these methods works well. The choice of which method to choose depends on the specific communication channels you are securing and the benefits and tradeoffs that are most appropriate for your organization. 
IPsec
IPsec is generally recommended for protecting the communication channel between two servers and restricting which computers can communicate with one another. For example, you can help protect a database server by establishing a policy that permits requests only from a trusted client computer such as an application or Web server. You can also restrict communication to specific IP protocols and TCP/UDP ports.

The networking requirements and recommendations for a Windows SharePoint Services/Office SharePoint Server server farm make IPsec a good option:
· All servers are contained on one physical LAN (improves IPsec performance)
· Servers are assigned static IP addresses

IPsec can also be used between trusted Windows Server 2003 or Windows 2000 domains. For example, you can use IPsec to secure communication of a Web or application server in a perimeter network connecting to a computer running SQL Server on an internal network. For more information, see Selecting IPsec Authentication Methods.
For more information about recommended environments for IPsec, see Determining Your IPsec Needs in the Windows Server 2003 Deployment Guide.

SSL

The general recommendations for using SSL is to use this encryption method when you need granular channel protection for a particular application instead of for all applications and services running on a computer. SSL must be implemented by individual applications. Therefore, you cannot use SSL to encrypt all communications between two hosts. Additionally, SSL is less flexible than IPsec because it only supports authentication by means of public key certificates. SSL does provide several distinct advantages, however. Most significantly, SSL is supported by a wide variety of servers and clients, and the maturity of the standard has practically eliminated interoperability problems.
Scenarios to Consider for SSL
There are several Windows SharePoint Services/Office SharePoint Server scenarios that make SSL a good option. 
· Content Deployment — The content deployment process copies files from one site directory on a server computer within an authoring or staging server farm to a matching site directory on one or more servers within a publishing server farm. In this scenario, IPsec might not be practical if server farms are in different network zones or if there is a high volume of content to deploy or a large number of servers to deploy the content to. SSL can be used to target secure communication to these specific communication transactions.
· Intra-farm Shared Services Providers — If child farms are consuming shared services from a parent farm, sensitive data is shared between farms. 
· Communication to External Data Sources — Several Office SharePoint Server features rely on connecting to server computers that are external to the server farm. In these scenarios, data is being shared between specific applications. While you can use IPsec to secure all of the communication between these servers, the network configuration, location of the external servers, and the platform of the external server might make SSL a better option. 
Plan Client-Server Communication

It might not be practical to secure all client-server communication. However, there are several scenarios that justify the extra configuration required to secure communication between clients and servers within your server farm:

· Secure collaboration with partners — Partners accessing and contributing to applications in an extranet environment.
· Remote employee access — employees accessing internal data remotely.

· Customers accessing or providing sensitive data — Customers log on and provide or access sensitive data. For example, customers might be required to log onto an Internet news site or provide personal information to complete a business transaction.
· Basic or forms authentication — If you are using either of these methods of authentication, credentials are sent in the clear. At a minimum secure the client-server communication for the logon page. 

SSL is generally recommended to secure communications between users and servers when sensitive information must be secured. SSL can be configured to require server authentication or both server and client authentication.

Planning for Using SSL

SSL can decrease the performance on your network. There are several common guidelines that you can use to optimize pages that use SSL. First, use SSL only for pages that require it. This includes pages that contain or capture sensitive data, such as passwords or other personal data. Use SSL only if the following conditions are true: 
· You want to encrypt the page data. 

· You want to guarantee that the server to which you send the data is the server that you expect. 

For pages where you must use SSL, follow these guidelines: 

· Make the page size as small as possible. 

· Avoid using graphics that have large file sizes. If you use graphics, use graphics that have smaller file sizes and resolution. 
Plan Security Hardening for Server Roles
In a server-farm environment, individual servers play specific roles. Security hardening recommendations for these servers depends on the role each play. The server hardening recommendations for Windows SharePoint Services/Office SharePoint Server are built on top of the recommendations provided in the patterns and practices security guides published by Microsoft:

· Securing Your Web Server
· Securing Your Database Server
· Securing Your Network
These guides follow a methodical approach to securing servers for specific roles and for securing the supporting network. The order in which settings are applied and applications are installed and hardened is prescribed as well, starting with applying patches and updates and then hardening networking settings, operating system settings, and followed by application-specific hardening. For example, the “Secure Your Web Server” guide recommends that you install and harden IIS only after patching and hardening the operating system. Additionally, this guide prescribes installing .NET Framework only after IIS is fully patched and hardened. 
Figure x.x from the “Secure Your Web Server” guide details the categories of security settings that are methodically prescribed in this guide.
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Additionally, each of these guides includes a secure snapshot, a list of recommended security settings for either the specific server role or for the network. The snapshot lists are organized by categories that correspond to security settings illustrated in Figure x.x above.
The security design and hardening guidance provided in Windows SharePoint Services/Office SharePoint Server security content is based on the guidance published in these guides. This guidance assumes that you will use these guides as a baseline for securing and hardening your server farm. 

The purpose of this article is to call attention to the exceptions or additions to the patterns and practices snapshots that are recommended for Windows SharePoint Services/Office SharePoint Server environments. These are detailed in table format using the same categories and order as the patterns and practices guides. This format is intended to make it easy to identify and apply Windows SharePoint Services/Office SharePoint Server-specific recommendations as you use the patterns and practices guides. The Windows SharePoint Services/Office SharePoint Server deployment guide includes instructions for applying Windows SharePoint Services/Office SharePoint Server-specific security guidance that is not covered in the patterns and practices guides.
The nature of server-to-server communication within a Windows SharePoint Services/Office SharePoint Server server farm and the specific features provided by Windows SharePoint Services/Office SharePoint Server are the primary reason for Windows SharePoint Services/Office SharePoint Server-specific hardening recommendations. Prior to listing snapshot additions, this article describes how key communication channels and Windows SharePoint Services/Office SharePoint Server features impact security requirements. These include the following:
· Application server recommendations
· Secure communication with the SQL Database
· File and Printer Sharing Service Requirements 
· Single sign-on hardening requirements
· Restricting DCOM Ports
· Service requirements for e-mail integration
· Service requirements for session state
· Windows SharePoint Services/Office SharePoint Server services
· Accounts and Groups
· Web.config file
The Secure Snapshot Additions for Windows SharePoint Services/Office SharePoint Server details all of the hardening recommendations.

Application server recommendations

Windows SharePoint Services/Office SharePoint Server application server roles are not typical middle-tier application servers that are packaged inside Enterprise Services applications, as described in the Securing Your Application Server guide. Consequently the recommendations in the Securing Your Application Server guide do not apply for Windows SharePoint Services/Office SharePoint Server application servers. Instead, use the guidance provided in the Securing Your Web Server guide to harden Windows SharePoint Services/Office SharePoint Server application servers:
· Apply the guidance for networking and operating system settings to all application servers in the Windows SharePoint Services/Office SharePoint Server server farm. This guidance is contained in the following categories: patches and updates, services, protocols, accounts, files and directories, shares, ports, registry, and auditing and logging.

· Apply the guidance for hardening IIS and other Web settings only on the application server that hosts the Central Administration Web site. This guidance includes the following categories: IIS, Machine.config, code access security, LocalIntranet_Zone, and Internet_Zone.

In addition to using the secure snapshot in the Secure Your Web Server guide, also apply the recommendations provided in the “Secure Your Web Server Additions” table later in this article. 
Secure Communication with the SQL Database

The “Secure Your Database Server” guide recommends restricting access to default SQL communications ports: TCP port 1433 and UDP port 1434. For Windows SharePoint Services/Office SharePoint Server secure server-farm environments, the recommendation is to:

· Block UDP port 1434 entirely.

· Configure SQL Server named instances to listen on a non-standard port (other than TCP port 1433 or UDP port 1434).

· For additional security, block TCP port 1433 and re-assign the port used by the default instance to a non-standard port.

· Configure SQL client aliases on all front-end Web and application servers in the server farm. After you block UDP port 1434 and/or TCP port 1433, SQL client aliases are necessary on all computers that communicate with the SQL server.

This approach provides a much higher degree of control over how SQL Server is deployed and run, including the ability to ensure that only authorized computers can communicate with the SQL Server computer.

The hardening steps for creating a SQL client alias must be completed prior to installing Windows SharePoint Services/Office SharePoint Server. When you run Windows SharePoint Services/Office SharePoint Server setup and you are prompted to enter the name of the SQL Server computer to connect to, you will need to enter the name of the SQL client alias. 

Caution: At this time (Beta 2), the Microsoft Single Sign-on service cannot connect to SQL Server using a SQL client alias. If you are using the Single Sign-on service, do not block port 1434 on the SQL Server computer. 

Blocking the Standard SQL Server Ports
The specific ports used to connect to SQL Server are affected by whether Windows SharePoint Services/Office SharePoint Server databases are installed on a default instance of SQL Server or a named instance of SQL Server. The default instance of SQL Server listens for client requests on TCP port 1433. A named instance of SQL server listens on a randomly assigned port number. Additionally, the port number for a named instance can be re-assigned if the instance re-starts (depending on if the previously assigned port number is available). 

By default clients that connect to SQL Server first connect using TCP port 1433. If this communication is unsuccessful, then the clients query the SQL Server Resolution Service listening on UDP port 1434 to determine which port the database instance is listening on. 
The default port-communication behavior of SQL Server introduces several issues that affect server hardening. First, the ports used by SQL Server are well publicized and the SQL Server Resolution Service has been the target of buffer overrun attacks and DOS attacks, including the “Slammer” worm virus. Even if SQL Server is patched to mitigate security issues in the SQL Server Resolution Service, the well-publicized ports remain a target. Second, if Windows SharePoint Services/Office SharePoint Server databases are installed on a named instance of SQL Server, the corresponding communication port is randomly assigned and can change. This behavior can potentially prevent server-to-server communication in a hardened environment. The ability to control which TCP ports are open or blocked is essential to securing your environment.
Consequently, the recommendation for a Windows SharePoint Services/Office SharePoint Server server farm is to assign static port numbers to named instances of SQL Server and to block UDP port 1434 to prevent potential attackers from accessing the SQL Server Resolution Service. Additionally, consider re-assigning the port used by the default instance and blocking TCP port 1433 as well.
There are several methods you can use to block ports. You can block these ports using a firewall. However, unless you can be sure that there are no other routes into the network segment and that there are no malicious users that have access to the network segment, the recommendation is to block these ports directly on the server computer that hosts SQL Server. This can be accomplished by using Windows firewall in Control Panel.
Configuring SQL Server database instances to listen on a non-standard port

SQL Server provides the ability to re-assign the ports that are used by the default instance and any named instances. In SQL Server 2000, you re-assign ports by running the SQL Server Network Utility. In SQL Server 2005, you re-assign ports using SQL Server Configuration Manager.
Configuring SQL client aliases

In a Windows SharePoint Services/Office SharePoint Server server farm, all front-end Web server computers and application server computers are SQL Server clients. If you block UDP port 1434 on the SQL Server computer and/or you change the default port for the default instance, you must configure a SQL client alias on all server computers that connect to the SQL Server computer. 
To connect to an instance of SQL Server 2000, you install the SQL Client Tools on the target computer and then configure the SQL client alias. You install these by running SQL Server setup.exe and selecting SQL Client Tools.
To connect to an instance of SQL Server 2005, you install Client Components on the target computer and then configure the SQL client alias using SQL Server 2005 Configuration Manager. To install Client Components, run setup.exe and select only the following Client Components to install:

· Connectivity Components

· Management Tools (includes SQL Server 2005 Configuration Manager)

SQL Server 2005 Client Components work with SQL Server 2000 and can be used instead of the SQL Server 2000 Client Tools. 

Hardening Steps 
To configure a SQL Server 2000 instance to listen on a non-default port
Use the SQL Server Network Utility to change the TCP port that is used by an instance of SQL Server 2000. 
1. On the SQL Server computer, run the SQL Server Network Utility.

2. In the Instance(s) on this server menu select the instance. Ensure that you have selected the intended instance. By default, the default instance listens on port 1433. Named instances of SQL Server 2000 are assigned a random port number, so you might not know the current port number assigned to a named instance when you run the Server Network Utility.
3. In the Enabled Protocols pane on the right side of the SQL Server Network Utility interface, click TCP/IP, and then click Properties.

4. In the Network Protocol Default Value Setup dialog box, change the TCP port number. Avoid using any of the well-known TCP ports. For example, select a higher-range port number, such as 40000. Do not put a check mark in the Hide Server box.

5. Click OK. 

6. In the SQL Server Network Utility dialog, click OK. You will receive a message indicating that the change will not take effect until the SQL Server service is restarted. Click OK.
7. Restart the SQL Server service and confirm that your SQL Server is listening on the port you selected. You can confirm that the instance is listening on the port you set by looking in the event viewer log after restarting the SQL Server Service. Look for an information event similar to the following event:
Event Type:
Information

Event Source:
MSSQLSERVER

Event Category:
(2)

Event ID:
17055

Date:

3/6/2006

Time:

11:20:28 AM

User:

N/A

Computer:
computer_name
Description:

19013 :


SQL server listening on 10.1.2.3: 40000.

To configure a SQL Server 2005 instance to listen on a non-default port

Use SQL Server Configuration Manager to change the TCP port that is used by an instance of SQL Server 2005: 

1. On the SQL Server computer, open SQL Server Configuration Manager.

2. In the left pane, expand SQL Server 2005 Network Configuration. 
3. Under SQL Server 2005 Network Configuration, click on the corresponding entry for the instance that you are configuring. The default instance is listed as Protocols for MSSQLSERVER. Named instances will appear as Protocols for named_instance.
4. In the right pane, right click TCP/IP and click Properties.

5. Click the IP Addresses tab. For every IP address assigned to the SQL Server computer, there is a corresponding entry on this tab. By default, SQL Server is listening on all IP addresses assigned to the computer.
6. To globally change the port that the default instance is listening on, do the following:

a. For each IP except IPAll, clear all values for both TCP dynamic ports and TCP Port.
b. For IPAll, clear the value for TCP dynamic Ports. In the TCP Port field, enter the port that you want the instance of SQL Server to listen on. For example, enter 40000.

7. To globally change the port that a named instance is listening on, do the following:

a. For each IP including IPAll, clear all values for TCP dynamic ports. A value of 0 for this field indicates that SQL Server uses a dynamic TCP port for the IP address. A blank entry for this value means that SQL Server 2005 will not use a dynamic TCP port for the IP address. 
b. For each IP except IPALL, clear all values for TCP Port. 
c. For IPAll, clear the value for TCP dynamic Ports. In the TCP Port field, enter the port that you want the instance of SQL Server to listen on. For example, enter 40000.

8. Click OK. You will receive a message indicating that the change will not take effect until the SQL Server service is restarted. Click OK.
9. Close SQL Server Configuration Manager.

10. Restart the SQL Server service and confirm that your SQL Server is listening on the port you selected. You can confirm that the instance is listening on the port you set by looking in the event viewer log after restarting the SQL Server Service. Look for an information event similar to the following event:

Event Type:
Information

Event Source:
MSSQL$MSSQLSERVER

Event Category:
(2)

Event ID:
26022

Date:

3/6/2006

Time:

1:46:11 PM

User:

N/A

Computer:
computer_name
Description:

Server is listening on [ 'any' <ipv4>50000].

To configure Windows Firewall to block default SQL Server listening ports:

1. Launch the Control Panel, and choose Windows Firewall. 

2. On the General tab, click On. Ensure that the Don’t allow exceptions checkbox is cleared.

3. Click on the Exceptions tab and then click Add Port.

4. On the Add a Port dialog box, enter a name for the port. For example, enter UDP-1434. Then, enter the port number: 1434.

5. Select the appropriate radio button: TCP or UDP. For example, to block port 1434, click UDP. To block port 1433, click TCP.
6. Click Change Scope and ensure that the scope for this exception is set to Any computer (including those on the Internet).

7. Click OK.

8. On the Exceptions tab locate the exception you created. To block the port, clear the checkbox for this exception. By default this checkbox is checked, meaning that the port is open.

To configure Windows Firewall to open manually assigned ports:

1. Follow steps 1-7 above to create an exception for the port you manually assigned to a SQL instance. For example, create an exception for TCP port 40000.
2. On the Exceptions tab locate the exception you created. Ensure that the checkbox for the exception is checked. By default this checkbox is checked, meaning that the port is open.

Note: If you are using IPsec to secure communication to and from your SQL Server computer, see KB article 233256, "How to Enable IPsec Traffic Through a Firewall" (http://support.microsoft.com/default.aspx?scid=kb;en-us;233256), to learn about additional configuration that is required if you use Windows Firewall.
To configure a SQL client alias:

If you block UDP port 1434 and/or TCP port 1433 on the SQL Server computer, you must create a SQL client alias on all other computers in the server farm. You can use SQL Server 2005 Client Components to create a SQL client alias for computers that connect to SQL Server 2000 or SQL Server 2005. 
1. Run SQL Server 2005 setup.exe on the target computer and choose to install the following Client Components:

a. Connectivity Components

b. Management Tools

2. Open SQL Server Configuration Manager.

3. In the left pane, click SQL Native Client Configuration. 

4. In the right pane, right-click Aliases, and select New Alias.

5. In the Alias dialog box, enter a name for the alias and then enter the port number for the database instance. For example, enter SharePoint_alias. 
6. In the Port No field, enter the port number for the database instance. For example, enter 40000. Ensure that the Protocol is set to TCP/IP. 
7. In the Server field, enter the name of the SQL Server computer. 
8. Click Apply, and then click OK.

Test the SQL client alias:

Test connectivity to the SQL Server computer by using SQL Server Management Studio, which is installed by Client Components. 
1. Open SQL Server Management Studio. 

2. When you are prompted to enter a server name enter the name of the alias that you created, and then click Connect. If the connection is successful, SQL Server Management Studio is populated with objects that correspond to the remote database.
Note: To check connectivity to additional database instances from within Microsoft SQL Server Management Studio, click the Connect button and choose Database Engine. 

File and Printer Sharing Service Requirements
Several core features in Windows SharePoint Services/Office SharePoint Server depend on the File and Printer Sharing service and the corresponding protocols and ports. These include but are not limited to the following:
· Setup — Setup uses the File and Printer Sharing service to copy files and create databases, such as the configuration database.

· Search queries — All search queries require the File and Printer Sharing service.
· Crawling and indexing content —To crawl content, the search server sends requests through the front-end Web server. The front-end Web server communicates with content databases directly and sends results back to the index server. This communication requires the File and Printer Sharing service.

· Index propagation<Office SharePoint Server> — If the search role is installed on a different server computer than the Index role, the index server copies content indexes to the search server(s). This action requires the File and Printer Sharing service and the corresponding protocols and ports.

· Excel Services <Office SharePoint Server> — Excel Services uses the protocols and ports use by the File and Printer Sharing Service to get Excel Workbooks over a UNC path.
The File and Printer Sharing Service requires the use of Named Pipes. Named Pipes can communicate using either direct-hosted SMB or NBT. For a secure environment, direct-hosted SMB is recommended instead of NBT. The hardening recommendations provided in this article assume that SMB is used.
Table x.x summarizes the hardening requirements that are introduced by the dependency on the File and Printer Sharing service. 
General Hardening Requirements for Windows SharePoint Services/Office SharePoint Server
	Category
	Requirement
	Notes

	Services
	File and Printer Sharing
	Requires use of Named Pipes

	Protocols
	Named Pipes using direct-hosted SMB 
Disable NBT (NetBIOS over the TCP/IP protocol)
	Named Pipes can use NBT instead of direct-hosted SMB. However, NBT is not considered as secure as direct-hosted SMB.

	Ports
	TCP/UDP port 445
	Used by direct-hosted SMB.


For more information about disabling NBT, see KB article 204279, “Direct hosting of SMB over TCP/IP” (http://support.microsoft.com/kb/q204279/). 
Single Sign-on Hardening Requirements

The Single Sign-on (SSO) feature in Office SharePoint Server is used to connect to data sources that reside outside the server farm. By default, the SSO feature is not enabled on an Office SharePoint Server server farm. Do not configure SSO unless you require this feature to connect to external data sources. Because the SSO feature requires user authentication, this feature does not work in an external anonymous environment.
SSO relies on the Microsoft Single Sign-on service and the corresponding protocols and ports. This service must be enabled on all front-end Web server computers and the designated encryption key server, a role that is typically hosted by an application server. 

The SSO feature introduces several hardening requirements for the server farm. The Microsoft Single Sign-on service uses Remote Procedure Call (RPC). RPC uses port 135. It also uses a dynamically assigned port in the range of 1024-65535/TCP. This is referred to as Dynamic RPC. It is possible to use a Windows registry key to limit the range of the dynamic RPC ports assigned. Rather than using all of the high-numbered ports (1024 – 65535), you can limit the range of dynamic RPC ports to a much smaller number. This is referred to as static RPC. For more information, see:

· Active Directory in Networks Segmented by Firewalls 

· Article 154596, HOW TO: Configure RPC Dynamic Port Allocation to Work with Firewalls, in the Knowledge Base.

Table x.x lists the hardening requirements that are introduced by SSO. These requirements apply to all servers within the server farm.
Server-hardening requirements introduced by SSO
	Category
	Requirement
	Notes

	Services
	Microsoft Single Sign-on service
	Requires use of the RPC protocol

	Protocols
	RPC
	Configure static RPC to limit the range of ports used by Dynamic RPC.

	Ports
	TCP port 135 plus the port range that you configure for Dynamic RPC
	


While these hardening requirements are configured in the operating system, the order in which the requirements are configured is critical to the successful deployment of SSO. The requirements for protocols and ports can be configured at any time prior to configuring the SSO feature in Office SharePoint Server. However, the order in which the Microsoft Single Sign-on service is enabled on server computers in the farm affects the configuration of SSO. The first server that you enable the service on becomes the encryption key server for the server farm. This server computer stores the encryption key. The recommendation is to host this role on one of the application server computers. The Microsoft Single Sign-on service must also be enabled on each front-end Web server computer in the server farm. These computers forward credentials to the encryption key server. 
Successful configuration of the SSO feature in Office SharePoint Server requires configuration in the Central Administration site in addition to enabling the Microsoft Single Sign-on service. Consequently, do not enable the Microsoft Single Sign-on service before installing Office SharePoint Server. For more information about configuring SSO, see “Planning for Single Sign-on”.
Restricting DCOM ports
DCOM over RPC is used by Windows SharePoint Services/Office SharePoint Server as a communications channel. By default, DCOM uses RPC dynamic port allocation, which randomly selects port numbers above 1024. In addition, port 135 is used by the RPC endpoint mapping service. You can restrict the ports required to support DCOM on the internal firewall in two ways: 

· Define port ranges — This allows you to control the ports dynamically allocated by RPC. For more information about dynamic port restrictions, see Microsoft Knowledge Base article 300083, "How To: Restrict TCP/IP Ports on Windows 2000 and Windows XP." 

· Use static endpoint mapping — Microsoft Windows 2000 SP3 (or QFE 18.1 and later) or Windows Server 2003 allows you to configure Enterprise Services applications to use a static endpoint. Static endpoint mapping means that you only need to open two ports in the firewall: port 135 for RPC and a nominated port for your Enterprise Services application. For more information about static endpoint mapping, see Microsoft Knowledge Base article 312960, "Cannot Set Fixed Endpoint for a COM+ Application." 

The recommendation to restrict DCOM ports applies to all servers within the server farm.

Service Requirements for E-mail integration

E-mail integration requires the use of the SMTP service on all front-end Web computers in the server farm. The SMTP service is required for inbound mail. For outbound mail, you can either use the SMTP service or route outbound mail through a dedicated mail server in your organization, such as an Exchange server.

Service Requirements for Session State <Office SharePoint Server>

Both Project Server and InfoPath Forms Server maintain session state. If you are deploying these features or products within your server farm, do not disable the ASP.NET State Service. Additionally, if you are deploying InfoPath Forms Service, do not disable the View State service.
Windows SharePoint Services/Office SharePoint Server Services

Do not disable services that are installed by Windows SharePoint Services/Office SharePoint Server. These services are installed on all front-end Web and application server computers.
· Windows SharePoint Services Administration
· Windows SharePoint Services Search

· Windows SharePoint Services Timer

· Windows SharePoint Services Tracing

· Windows SharePoint Services VSS Writer

· Others installed by Project?
Accounts and Groups

The patterns and practices secure snapshots provide recommendations for securing accounts and groups. For recommendations on planning for Windows SharePoint Services/Office SharePoint Server accounts, see “Planning for Administration and Service Accounts.” For recommendations on planning for administrative and user roles, see “Plan and Design for Security Roles”. 
Web.config File

The .NET Framework, and ASP.NET in particular, uses XML-formatted .config files to configure applications. The .NET Framework relies on .config files to define configuration options. The .config files are text-based XML files. Multiple .config files can, and typically do, exist on a single system. 

System-wide configuration settings for the .NET Framework are defined in the Machine.config file. The Machine.config file is located in the %SystemRoot%\Microsoft.NET\Framework\%VersionNumber%\CONFIG\ folder. The default settings that are contained in the Machine.config file can be modified to affect the behavior of .NET applications on the whole system. The “Secure Your Web Server” guide includes recommendations for configuring Machine.config files.

You can change the ASP.NET configuration settings for a single application if you create a Web.config file in the root folder of the application. When you do this, the settings in the Web.config file override the settings in the Machine.config file.

When you extend a Web application using the Central Administration site, Windows SharePoint Services/Office SharePoint Server automatically creates a Web.config file for the Web application. Table x.x, “Secure Your Web Server Additions” lists recommendations for configuring Web.config files. These recommendations are intended to be applied to each Web.config file that is created, including the Web.config file for the Central Administration site.
For more information on ASP.NET .config files and editing a Web.config file, see ASP.NET Configuration (http://msdn.microsoft.com/library/default.asp?url=/library/en-us/cpguide/html/cpconaspnetconfiguration.asp)
Secure Snapshot Additions for Windows SharePoint Services/Office SharePoint Server
This section lists the additions to the patterns and practices snapshots that are recommended for Windows SharePoint Services/Office SharePoint Server environments. These are detailed in table format using the same categories and order as the patterns and practices guides. This format is intended to make it easy to identify and apply Windows SharePoint Services/Office SharePoint Server-specific recommendations as you use the patterns and practices guides. Except for a few noted exceptions, these hardening recommendations are intended to be applied before running Windows SharePoint Services/Office SharePoint Server setup. 
Additionally, Table x.x,  “Additional Hardening Recommendations for Specific Application Server Roles” calls attention to hardening recommendations that apply only to servers that host a specific application role. Apply these recommendations in addition to applying the recommendations for securing Web servers.

Securing Your Network Additions
	Component
	Characteristic exception

	All
	No additional recommendations.


Securing Your Web Server Additions
	Component
	Characteristic 

	Services
	Enable:

· File and Printer Sharing 

· <Office SharePoint Server> Microsoft Single Sign-on service (only if using SSO)

· World Wide Web Publishing Service

· ASP.NET State Service (if using InfoPath Forms Server or Project Server)
· View State (if using InfoPath Forms Server)

Ensure these services remain enabled after running Windows SharePoint Services/Office SharePoint Server setup:
· Windows SharePoint Services Administration

· Windows SharePoint Services Search

· Windows SharePoint Services Timer

· Windows SharePoint Services Tracing

· Windows SharePoint Services VSS Writer

	Protocols
	Enable:
· SMB 

· SMTP (if using integrated e-mail)

· <Office SharePoint Server> RPC (only if using SSO)

Disable:

· NBT 

	Accounts
	See “Planning for Administrative and Service Accounts” for Windows SharePoint Services/Office SharePoint Server account requirements and recommendations.

	Files and Directories
	No additional recommendations.

	Shares
	No additional recommendations.

	Ports
	· Open TCP/UDP port 445 

· <Office SharePoint Server> Open TCP port 135 plus ports in the range that you specify when you configure static RPC (only if using SSO)

· If UDP port 1434 is blocked on the SQL Server computer and Windows SharePoint Services/Office SharePoint Server databases are installed on a named instance, configure a SQL client alias for connecting to the named instance. 

· If TCP port 1433 is blocked on the SQL Server computer and Windows SharePoint Services/Office SharePoint Server databases are installed on the default instance, configure a SQL client alias for connecting to the named instance.

· Ensure that ports remain open for Web applications that are accessible to users.

· Block external access to the port used for the Central Administration site.

· Restrict DCOM ports by either defining port ranges or by using static endpoint mapping.

	Registry
	If using SSO, edit the registry to configure static RPC.

	Auditing and Logging
	If log files are relocated, ensure SharePoint log file locations are updated to match.

	IIS
	

	Sites and Virtual Directories
	No additional recommendations.

	Script Mappings
	No additional recommendations.

	ISAPI Filters
	No additional recommendations.

	IIS Metabase
	No additional recommendations.

	.NET Framework
	

	Machine.config: HttpForbiddenHandler
	No additional recommendations.

	Machine.config: Remoting
	No additional recommendations.

	Machine.config: Trace
	No additional recommendations.

	Machine.config: compilation
	No additional recommendations.

	Machine.config: customErrors
	No additional recommendations.

	Machine.config: sessionState
	No additional recommendations.

	Code Access Security
	Ensure that you have a minimal set of CAS permissions enabled for your Web application (the <trust> element in web.config for each Web application should be set to WSS_Minimal (where WSS_Minimal has its low defaults as defined in 12\config\wss_minimaltrust.config) or your own custom policy file which is minimally set.)

	LocalIntranet_Zone
	No additional recommendations.

	Internet_Zone
	No additional recommendations.

	Web.config
	Apply the following recommendations to each Web.config file that is created after Windows SharePoint Services/Office SharePoint Server setup:

· Do not allow compilation or scripting of database pages via the PageParserPaths elements.

· Ensure <SafeMode> CallStack=""false"" and AllowPageLevelTrace=""false"". 

· Ensure that the Web Part limits around maximum controls per zone is set low.

· Ensure that the SafeControls list is set to the minimum set of controls needed for your sites.

· Ensure that your Workflow SafeTypes list is set to the minimum level of SafeTypes needed.

· Ensure that customErrors is turned on. (<customErrors mode=""On""/>)

· Consider your Web proxy settings as needed (<system.net>/<defaultProxy>)

· Set the upload.aspx limit to the highest size you reasonably expect users to upload (default is 2GB). Performance of Windows SharePoint Services can be affected by uploads greater than 100 MB. "


Additional Hardening Recommendations for Specific Application Server Roles
	Application server
	Hardening recommendations

	Windows SharePoint Services Search
	

	Office SharePoint Server Search
	

	Office SharePoint Server Index
	

	Excel Services
	

	Project Server
	


Securing Your Database Server Additions
	Component
	Characteristic exception

	Services
	Enabled:

· Windows Firewall/Internet Connection Sharing (ICS) (if you are using Windows Firewall to block standard SQL ports.
· File and Printer Sharing 

· <Office SharePoint Server> Microsoft Single Sign-on service (only if using SSO)

	Protocols
	Enable:

· Named Pipes using direct-hosted SMB
· <Office SharePoint Server> RPC (only if using SSO)

Disable:

· NBT

	Accounts
	Manually remove unused accounts regularly.

	Files and Directories
	No additional recommendations.

	Shares
	No additional recommendations.

	Ports
	· Block UDP port 1434. Consider blocking TCP port 1433.

· Allow port 445 

· <Office SharePoint Server> Open TCP port 135 plus ports in the range that you specify when you configure static RPC (only if using SSO)

· Restrict DCOM ports by either defining port ranges or by using static endpoint mapping.
· Ensure that ports required for front-end Web servers and application servers to communicate with the database server remain open (TCP/UDP ports 135-139 and 445).

	Registry
	If using SSO, edit the registry to configure static RPC.

	Auditing and Logging
	No additional recommendations.

	SQL Server Settings
	

	SQL Server Security
	No additional recommendations.

	SQL Server Logins, Users and Roles
	No additional recommendations.

	SQL Server Database Objects
	No additional recommendations.


Plan Secure Configurations for Windows SharePoint Services/Office SharePoint Server Features
This section provides recommendations for configuring Windows SharePoint Services/Office SharePoint Server features in a secure manner. The recommendations in this section are likely configured directly in the Central Administration site, rather than in the network, operating system, IIS, or .NET Framework. Or, the recommendations apply to how Windows SharePoint Services/Office SharePoint Server is managed.
The recommendations in this section apply to all of the security environments:
· Internal team or department

· Internal IT-hosted

· External secure collaboration

· External anonymous access

Table x.x   Secure Recommendations for Windows SharePoint Services Features
	Feature or Area
	Recommendation

	Authentication
	· Do not use client side Automatic login when using the Central Administration site.
· Allow only front-end Web server computers to perform authentication of users. Do not allow end user accounts or groups to authenticate against the database server. 

	Authorization
	· Assign permissions to groups instead of individual accounts

	Roles
	· Assign users the least permissions required to complete their tasks.

	Administration
	The Central Administration site can remain available subject to the security access limitations configured in Windows SharePoint Services (as opposed to enabling the Central Admin site for local machine use only). This alleviates the requirement for administrators to log on locally to the computer. Configuring Terminal Service access to the computer creates a greater security risk than leaving the Central Administration Web site available.

	E-mail integration
	· Configure SharePoint to only accept mail that has been relayed through a dedicated mail server, such as Exchange, which filters out viruses, spam, and authenticates the mail sender.

· When configuring workflow settings, Windows SharePoint Services/Office SharePoint Server allows you to enable participants who do not have rights to access a document on a site to receive the document as an e-mail attachment instead. In a secure environment, do not enable this option.

	Web Part storage and security
	· Ensure you deploy only trusted code to your server farm. All code, xml, or asp.net code you deploy should be from a trusted source, even if you intend to tighten security after deployment with defense in depth measures such as Code Access Security.

· Ensure that the SafeControl list in web.config reflects the set of controls (and Web Parts) you want to allow.

· Ensure that custom Web Parts that you plan to reinforce with defense-in-depth measures are installed into the bin directory of the Web application (where partial trust is turned on), with specific permissions for each assembly.
· Consider removing the content editor Web Part by revoking its safe control entry. This prevents users to place JavaScript in the page as well as link to external servers.

· Ensure that appropriate people in your organization are assigned to the Page Designer and Contributor roles in your site. A contributor can upload aspx pages to a library and add Web Parts if he or she chooses. A designer (who has the Add Web Part Pages right) can modify pages, such as default.aspx."

	Search
	· The search service account must not be a member of the Farm Administrators group; otherwise, the search service will index unpublished versions of documents.

· Ensure additional IFilters and Wordbreakers that you deploy are trusted by your IT team.
· By default, the search index file is only accessible by members of the Farm Administrators group. Ensure that this file is not accessible to others outside of this group.


Table x.x   Secure Recommendations for Office SharePoint Server Features 
	Feature or Area
	Recommendation

	User Profiles
	The User Profile and Properties Content Access Account is used to connect to and import data from a directory service. If no account is specified, the SharePoint Server Search Default Content Access account is used. You can specify a different account for each directory service. For a secure environment, use an account that has read access to the directory service. Do not give the SharePoint Server Search Content Access Account access to the directory service. For more information, see “Planning for Service and Administrative Accounts.”

	My Sites
	· My Sites uses the Default Reader Site Group to grant read permissions to My Sites. Users who are members of this group have read access to all My Sites. By default, this group includes all authenticated users. For a secure environment, include only the necessary groups in the Default Reader Site Group (configured under “My Site settings”). Use the “Personalization services permissions” settings to specify what actions members of this group can perform. 
· Shared Services Providers (SSPs) can be configured to trust other SSPs in an environment. This trust allows an SSP to determine which SSP a user belongs to. Consequently, when a user creates a personal My Site, trusted SSPs can determine which SSP should host the My Site, regardless of where the user is browsing when they click the link to create a My Site. This ensures that users only have one My Site in the organization. Also, when users add links to their personal site, trusted SSPs will create the link from the context of the user's SSP, rather than the SSP the user is currently browsing. Trusted SSPs also ensure that links are not added to non-trusted locations. In a secure environment, ensure that the Trusted My Site Hosts Locations list is managed uniformly across all SSPs. Ideally, the list is configured the same for all SSPs.

	Content Caching
	If the following conditions are true, ensure that sites or pages that display personalized content either support post-cache substitution or are excluded from output caching:

· You plan to enable output caching for some pages or sites to optimize performance. Using blob caching in an external secure environment can also be used but does not affect the security of content.

· Some site pages include controls that display personalized content.

In this scenario, the content that users see depends on whether personalized content is displayed and if caching is securely configured for these sites:

· If post-cache substitution is supported for pages that display personalized content or these pages are excluded from output caching, then authenticated users with the same rights will only see their own personalized content. 

· If post-cache substation is not supported for pages that display personalized content and these pages are not excluded from output caching, users with the same rights as each other will also see identical content. In this scenario, if personalized content is first cached for user A, all subsequent users with the same rights will see user A’s personalized content instead of their own.

	Content deployment
	Disable server farms from receiving content deployment jobs if you are not using the content deployment feature (default).

	InfoPath Forms Server
	· If enabled, the InfoPath Forms Services Web service proxy should run under a unique application pool account.  Disable the proxy if not used.
· Review all forms with form code before uploading to the server.
· In browser-only scenarios, use SharePoint ACLs to prevent the XSN from being downloaded by users.

· Carefully consider whether to allow user form templates to be browser-enabled.

· Carefully consider whether to allow browser rendering of user form templates.
· Use the configurable thresholds to mitigate Denial of Service attacks.  User sessions are terminated based on thresholds. Thresholds include:
· Maximum number of postbacks allows per form session

· Maximum number of actions allowed per postback

· Maximum size of form session state

· Maximum time that a form session can be active
· Carefully use the following features in browser-enabled forms. These features can cause form XML to increase significantly in size which might increase the risk of Denial of Service attacks:

· Digital signatures

· File attachment control

· Rich-text control 

· Data connection queries that could return large result sets.

	InfoPath Data Connections 
	· Leave Content Approval turned on in data connection libraries, and make sure that only trusted people have content approval rights.

· Protect server-only authentication information by using the AltDataSource attribute in the UDC file and by giving users only the View permission on the server UDC file, or by setting webAccessible to false in the administrator-managed connection library (Manage Data Connection Files).
· Review and monitor the use of cross-domain data connections to ensure that only appropriate data is moving into and out of the domain.
· By default, user form templates rendered in a browser cannot use server-only authentication. In a secure environment limit the use of server-only authentication, such as SSO or explicit user name and password authentication.
· Do not use explicit username and password in UDC file except for prototyping on a test server. Use SSO instead.
· Do not use embedded SQL credentials in a database connection string. Use SSO instead.
· Only use the Web Service proxy with a Web service designed to use the supplied UserNameToken to authorize access to the data or to limit the data set that is returned.
· Require a secure (SSL) connection when connecting to data sources that require Basic or Digest authentication, as credentials are passed insecurely over the network.

· Do not authenticate users based on data typed into a form by the user. Instead, use a more secure method of authentication.


Plan Environment-specific Security
Planning for environment-specific security includes recommendations in the following categories:
· Server farm design and logical architecture design

· Recommendations for secure communication

· Server hardening recommendations

· Secure configurations for Windows SharePoint Services/Office SharePoint Server
For the internal team or department environment, these recommendations are intended to be used instead of the recommendations provided in the “Plan Server Farm Security” section. This approach relies on the security implemented in an organization’s overall network environment and greatly simplifies the amount of security configuration required for an individual team or department. 
For the other three environments, the recommendations provided in these topics represent additional guidance that is intended to be used together with the recommendations provided in the “Plan Server Farm Security” section.
Internal Team or Department
Security guidance for an internal team or department focuses on recommending practical security configurations and settings for a team or department within a larger organization. This guidance assumes that the server computers are not hosted by the primary IT group within the organization. While the guidance for this environment requires some IT knowledge, it is not necessary for farm administrators to be dedicated IT specialists. If more specialized roles are required to implement a setting, these roles are noted. This guidance is intended to be used together with the guidance provided in “Plan Secure Configurations for Windows SharePoint Services/Office SharePoint Server Features.”
Secure Design Checklist

Topology

· For a team or department deployment with internal access only, Windows SharePoint Services/Office SharePoint Server can be installed on a single server computer or on two server computers. 
· In a two-server or more deployment, the SharePoint Central Administration site is hosted on the same server computer where the Windows SharePoint Services search role is hosted. In a small farm environment, this might be the same server that hosts the database role.

Logical Architecture

· At least one zone in each Web application uses Windows authentication. This is required for the search account to crawl content within the Web application. For more information, see “Plan Authentication Methods.”

· Do not put an untrusted site into the same Web application as trusted sites. This protects against intra domain scripting attacks.
Plan Security Hardening for Server Roles
Guidance for an internal team or department environment assumes that only internal access is allowed for the servers, sites, and content and that the overall network environment is secured by policies developed by an IT department. Consequently, hardening servers for specific roles is not necessary to the same extent as for other environments. However, there are several features provided by Windows SharePoint Services/Office SharePoint Server that require specific services or other settings that otherwise might not be configured. Table x.x notes these features and corresponding settings.
Table x.x   Recommended Hardening Settings for an Internal Team or Department
	Feature
	Setting

	E-mail integration
	The SMTP service is required on all front-end Web server computers if e-mail integration is enabled.

	<Office SharePoint Server> InfoPath Forms Server and Project Server
	Both Project Server and InfoPath Forms Server maintain session state. If you are deploying these features or products within your server farm, do not disable the ASP.NET State Service. Additionally, if you are deploying InfoPath Forms Service, do not disable the View State service

	<Office SharePoint Server> Single Sign-on (SSO)
	SSO relies on the Microsoft Single Sign-on service. For more information about configuring this feature, see “Planning for Single Sing-on.”


Plan Secure Configurations for Windows SharePoint Services/Office SharePoint Server Features

Table x.x highlights additional recommendations for securing Windows SharePoint Services/Office SharePoint Server features. These recommendations are appropriate for an internal team or department environment.
Table x.x   Additional Recommendations for Securing Windows SharePoint Services/Office SharePoint Server Features
	Feature or Area
	Recommendation

	Authentication
	Authenticate against the existing identity management system. If this is not Windows Active Directory, use ASP.NET forms authentication to connect to your identity management system. Using forms authentication might require assistance from the following roles:

· ASP.NET developer

· Administrator of the identity management system you are connecting to.

	Administration
	Restrict access to the Central Administration site to local server only (by domain). The SharePoint administration service is not required for a single-server deployment, so is disabled.


Internal IT Hosted

Security guidance for the internal IT-hosted environment targets guidance to an IT team that is hosting Windows SharePoint Services/Office SharePoint Server Web applications and sites for multiple teams and departments in an organization.
Secure Design Checklist

Logical Architecture

· Organize your environment into separate hosted services. A hosted service includes sites and services that need to be managed by a distinct group. This includes managing user profiles, audience services, and user permissions. Plan a separate SSP for each hosted service and securely manage the administrative permissions for configuring each SSP. 

Plan Security Hardening for Server Roles

	Component
	Recommendation

	
	· 

	
	· 


Plan Secure Configurations for Windows SharePoint Services/Office SharePoint Server Features

	Feature or Area
	Recommendation

	
	

	
	


External Secure Collaboration

Security guidance for an external secure environment is targeted to hosting content in an extranet for the purpose of collaborating on content with contributors who do not have general access to your corporate network. This environment allows external partners to participate in a workflow or to collaborate on content together with employees of your organization. 

There are several unique recommendations for an external secure collaboration environment. Some of these recommendations might not be practical for all solutions.
Protect Backend Server Computers

External secure collaboration requires Internet-facing servers. You can limit the exposure to traffic from the Internet by protecting backend servers, including the index server <Office SharePoint Server> and other application server roles</Office SharePoint Server> and servers hosting databases:

· Protecting database servers — at a minimum, place a firewall between front-end Web server computers and servers hosting databases. Some environments dictate that database servers be hosted in an internal network instead of directly in an extranet environment. 
· <Office SharePoint Server> Protect application servers — At a minimum, protect application servers by requiring IPsec to secure communication between server farm computers. You can additionally place application servers behind the firewall used to protect database servers. Or, you can introduce an additional firewall between front-end Web server computers and application servers.

· Protect the index role — The index component communicates through a front-end Web server to index content for sites. To protect this communication channel, consider configuring a dedicated front-end Web server for use by one or more index servers. This isolates crawling communication to a front-end Web server computer that is not accessible to users. Additionally, configure IIS to restrict SiteData.asmx (the crawler SOAP service) to only allow the index server (or other crawlers) to access it. Providing a front-end Web server dedicated to content crawling also improves performance by reducing the load on the main front-end Web servers, thereby improving the user experience.
Secure Client-Server Communication
Secure collaboration in an extranet environment relies on secure communication between client computers and the server farm environment. At a minimum, use SSL to secure communication between clients and servers. To increase security, consider the following:

· Require certificates on client computes. SSL can be implemented without requiring client certificates. You can increase the security of external collaboration by requiring certificates on all client computers.
· Use IPsec. If client computers support IPsec, you can configure IPsec rules to achieve a greater level or granularity of security compared with SSL.

Secure the Central Administration Site

Because external users have access to the network zone, it is important to secure the Central Administration site to block external access and secure internal access:

· Ensure that the Central Administration site is not hosted on a front-end Web server computer. The recommendation for this environment is to host the Central Administration site on the same server computer that hosts the search component.

· Block external access to the Central Administration site. This can be achieved by placing a firewall between front-end Web server computers and the server hosting the Central Administration site. 

· Configure the Central Administration site with SSL. This ensures that communication from the internal network to the Central Administration site is secured.

Secure Design Checklist

Use this design checklist together with the “Review Secure Design Checklist” topic.
Topology

· Protect backend servers by placing at least one firewall between front-end Web servers and the application and database servers.

· Plan a dedicated front-end Web server for crawling content. Do not include this front-end Web server in the end-user front-end Web rotation. 
Logical Architecture

· Block access to the Central Administration site and configure SSL for this site.

Plan Security Hardening for Server Roles

Table x.x includes additional hardening guidance that is recommended for an external secure collaboration environment.
Table x.x   Additional Hardening Recommendations for External Secure Collaboration Environments
	Component
	Recommendation

	Ports
	Block external access to the port for the Central Administration site.

	IIS
	Restrict SiteData.asmx (the crawler SOAP service) to only allow the index server (or other crawlers) to access it.


Plan Secure Configurations for Windows SharePoint Services/Office SharePoint Server Features

Table x.x includes additional recommendations for securing Windows SharePoint Services/Office SharePoint Server features. These recommendations are appropriate for an external secure collaboration environment.
Table x.x   Additional Recommendations for Securing Features in an External Secure Collaboration Environment.

	Feature or Area
	Recommendation

	Authentication
	Use SSL for authenticated users. Does not apply to the anonymous user who is browsing the site.

	Authorization
	Use security policy to cap external users permission (create deny policies to limit what external users can do)

	My Sites
	Only grant the “Create personal site” right to contributors who need to create personal sites.

	InfoPath Forms Server
	Disable the InfoPath Forms Services Web service proxy


External Anonymous

Security guidance for an external anonymous environment is targeted to allow anonymous access to content while protecting backend servers in the farm from direct user access or malicious actions targeted through front-end Web server computers. In an environment where multiple farms might be deployed to support authoring, staging, and publishing, the guidance for this environment is intended for the published farm (the farm that is anonymously accessed by users). 

There are several unique recommendations for an external anonymous environment. Some of these recommendations might not be practical for all solutions. 

Protect Backend Server Computers

Hosting sites for anonymous use requires Internet-facing servers. You can limit the exposure to traffic from the Internet by protecting backend servers, including the index server <Office SharePoint Server> and other application server roles</Office SharePoint Server> and servers hosting databases:

· Protecting database servers — at a minimum, place a firewall between front-end Web server computers and servers hosting databases. Some environments dictate that database servers be hosted in an internal network instead of directly in an extranet environment. 

· <Office SharePoint Server> Protect application servers — At a minimum, protect application servers by requiring IPsec to secure communication between server farm computers. You can additionally place application servers behind the firewall used to protect database servers. Or, you can introduce an additional firewall between front-end Web server computers and application servers.

· Protect the index role — The index component communicates through a front-end Web server to index content for sites. To protect this communication channel, consider configuring a dedicated front-end Web server for use by one or more index servers. This isolates crawling communication to a front-end Web server computer that is not accessible to users. Additionally, configure IIS to restrict SiteData.asmx (the crawler SOAP service) to only allow the index server (or other crawlers) to access it. Providing a front-end Web server dedicated to content crawling also improves performance by reducing the load on the main front-end Web servers, thereby improving the user experience.
Configure anonymous access in IIS

Configure authentication in IIS for anonymous access and rely on the authentication settings configured for Web applications in Windows SharePoint Services/Office SharePoint Server to determine which content is available for anonymous access. Only enable anonymous access for Web applications that require unauthenticated access. If you want to use authentication for personalization, then implement forms authentication with a simple database authentication provider.
Secure content deployment with SSL <Office SharePoint Server>
Enable content deployment if it is used. Content Deployment should be configured to use SSL from authoring to production. To protect the identities of your authors, disable sending user names with the deployed content when you configure the content deployment path.
Disable in-bound e-mail
Do not use e-mail integration for inbound e-mail. This protects your environment from risks associated with e-mail sent from anonymous sources on the Internet. If you do allow in-bound e-mail, then configure the Central Administration site to enable anonymous e-mail. While this option is available, it is not very secure.
Secure the Central Administration Site

Because external users have access to the network zone, it is important to secure the Central Administration site to block external access and secure internal access:

· Ensure that the Central Administration site is not hosted on a front-end Web server computer. The recommendation for this environment is to host the Central Administration site on the same server computer that hosts the search component.

· Block external access to the Central Administration site. This can be achieved by placing a firewall between front-end Web server computers and the server hosting the Central Administration site. 

· Configure the Central Administration site with SSL. This ensures that communication from the internal network to the Central Administration site is secured.

Secure Design Checklist

Use this design checklist together with the “Review Secure Design Checklist” topic.
Topology

· Protect backend servers by placing at least one firewall between front-end Web servers and the application and database servers.

· Plan a dedicated front-end Web server for crawling content. Do not include this front-end Web server in the end-user front-end Web rotation. 
Logical Architecture

· Enable anonymous access only for Web application zones that require this. For more information, see “Planning Authentication Methods”.

· Use SSL to secure content deployment.

· Block access to the Central Administration site and configure SSL for this site.

Plan Security Hardening

Table x.x includes additional hardening guidance that is recommended for an external anonymous access environment.

Table x.x   Additional Hardening Recommendations for External Anonymous Access Environments

	Component
	Recommendation

	Ports
	Block external access to the port for the Central Administration site.

	Protocols
	Disable SMTP

Use SSL to secure content as it is deployed from the authoring farm to the staging and published farms.

	IIS
	Restrict SiteData.asmx (the crawler SOAP service) to only allow the index server (or other crawlers) to access it.


Plan secure configurations for Windows SharePoint Services/Office SharePoint Server features
Table x.x includes additional recommendations for securing Windows SharePoint Services/Office SharePoint Server features. These recommendations are appropriate for an external anonymous access environment.

Table x.x   Additional Recommendations for Securing Features in an External Anonymous Access Environment.

	Feature or Area
	Recommendation

	Authentication
	Set authentication to Anonymous in IIS.

	E-mail integration
	Do not enable e-mail integration for inbound mail. 

	Content caching
	If the following conditions are true, ensure that sites that display personalized content support post-cache substitution:

· You plan to enable blob and page output caching (to optimize performance)
· Both anonymous and authenticated users are accessing content

· Your solution includes sites with controls that display personalized content (for authenticated users)
In this scenario, anonymous users all see identical content. The content that authenticated users see depends on whether personalized content is displayed and if post-cache substation is supported for this content:

· If post-cache substitution is supported for personalized content, then authenticated users with the same rights will only see their own personalized content. 

· If post-cache substation is not supported for personalized content, users with the same rights as each other will also see identical content. In this scenario, if personalized content is first cached for user A, all subsequent users with the same rights will see user A’s personalized content instead of their own.



	InfoPath Forms Server
	Disable the InfoPath Forms Services Web service proxy
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Plan for Administrative and Service Accounts (Windows SharePoint Services and Office SharePoint Server)

This article describes the account requirements and recommendations for accounts that are required to install and configure Windows SharePoint Services or SharePoint Server 2007. You will need to provide credentials for these accounts during setup and configuration. This article does not discuss accounts that you do not need to configure or provide credentials for. 

In this article:

· About administrative and service accounts
· Account requirements
· Planning recommendations
About Administrative and Service Accounts

This section lists and describes the accounts that require planning. The accounts are grouped according to scope. If an account has a limited scope, you might need to plan multiple accounts for this category. For example, if you are implementing more than one Shared Services Provider (SSP), you will need to plan more than one set of SSP accounts.

Server farm-level accounts

These accounts are used to setup SQL Server and install SharePoint. 
	Account
	Purpose

	SQL Server Service Account
	SQL Server prompts for this account during SQL Server setup. This account is used as the service account for the following SQL services:

· MSSQLSERVER

· SQLSERVERAGENT

If you are not using the default instance, these services will be shown as:

· MSSQL$InstanceName

· SQLAgent$InstanceName

	Setup User Account
	The user account that is used to run setup on each server.

	Server Farm Account 
	This account is also referred to as:

· Database access account

This account is:

· The app pool account for the Central Administration site

· The process account for the Windows SharePoint Services Timer (SPAdmin) service.


Shared Services Provider (SSP) accounts

These accounts are used to setup and configure a Shared Services Provider (SSP). Plan one set of SSP accounts for each SSP that you plan to incorporate.

Table x.x SSP Accounts

	Account
	Purpose

	SSP App Pool Account
	App pool account for the SSP.

	SSP Service Account
	Used by the following:

· SSP Web services for inter-server communication

· SSP Timer service to run timer jobs

	Windows SharePoint Services Search
	Used as the service account for the Windows SharePoint Services Search service. There is only one instance of this service and it is used by all SSPs.

	Search Default Content Access Account
	The default account used within a specific SSP to crawl content. If a specific account is not specified for a content source, the default content access account is used.

	Search Specific Content Access Account
	A specific account that is configured to access a content source. This account is optional and is specified when you create a new crawl rule.

	User Profile and Properties Content Access Account
	Account used to:

· Connect to a directory service, such Active Directory, an LDAP directory, Business Data Catalog application, or other directory source.

· Import profile data from a directory service.

If no account is specified, the Search Default Content Access account is used. If the Search Default Content Access account does not have read access to the directory or directories that you want to import data from, then plan to use a different account. You can plan up to one account per directory connection.

	Excel Services Unattended Service Account
	The account that Excel Calculation Services uses for connecting to data sources that require user name and password strings for authentication. The SSP App Pool account is used by default. If you want to use a low privileged account that does not have database privileges, plan to use a different account instead.


Windows SharePoint Services search accounts

These accounts are used to setup and configure Windows SharePoint Services search:

· If your farm topology incorporates more than one Windows SharePoint Services search server, plan one set of accounts for each Windows SharePoint Services search server. 

· If you are installing Office SharePoint Server 2007, plan for these accounts only if you plan on implementing the Windows SharePoint Services search service to search Help content.

	Account
	Purpose

	Windows SharePoint Services Search Service Account
	Used as the service account for the Windows SharePoint Services Search service. 

	Windows SharePoint Services Search Content Access Account
	Used by the Windows SharePoint Services search application server role to crawl content across sites. 


Application pool accounts

Plan one application pool account for each application pool you plan to implement.

	Account
	Purpose

	App Pool Process Account
	Used to access content databases associated with the Web application.


Account Requirements

This section details the requirements for each of the accounts. The specific requirements for each account depend on the type of environment that you are setting up: either a single server environment or a server farm environment. The account requirements detail the specific permissions that you need to setup prior to running setup. In some cases, additional permissions that are automatically configured by the Setup are noted.

At this time, this article does not include account requirements for environments that use SQL authentication.

Standard Account Requirements — server farm-level accounts
	Account
	Single Server Requirements
	Server Farm Requirements

	SQL Server Service Account
	Local system account (default)
	· Member of the Administrators group on each SQL Server computer.

· Database system administrator

	Setup User Account
	Member of the Administrators group on the computer.
	· Member of the Administrators group on each server computer that setup is run on.

· Member of the following SQL Server groups:

· SQL Security Admin

· DB Creator

	Server Farm Account 
	Network Service (default)

No manual configuration is necessary.
	· Member of the Administrators group on each front-end Web and application server computer in the farm. 

· Member of the following SQL Server groups:

· SQL Security Admin

· DB Creator 

Additional permissions are automatically configured for this account when SharePoint is installed:

· DBO for all DBs

· Additional permissions on front-end Web and application server computers.


Standard Account Requirements — SSP accounts
	Account
	Single Server Requirements
	Server Farm Requirements

	SSP App Pool Account
	No manual configuration is necessary.
	No manual configuration is necessary.

Permissions are automatically configured for this account when SharePoint is installed:

· DBO for the SSP content database

· Read/write to the SSP content database

· Read/write to content databases for Web applications that are associated with the SSP

· Read from the configuration database

· Read from the Central Administration content database

· Additional permissions on front-end Web and application server computers.

	SSP Service Account
	No manual configuration is necessary.
	Same requirements as the SSP App Pool account.

	Windows SharePoint Services Search
	By default, this account runs as Local Service. If you want to crawl remote content through crawl rules, change this to a domain account. If you do not change this account to a domain account, you cannot change the Search Default Content Access account to a domain account. This behavior is designed to prevent elevation of privilege for any other process running as Local Service
	· Must be a domain account.

· Must not be a member of the farm administrators group

Permissions are automatically configured for this account when SharePoint is installed:

· Read/write to content databases for Web applications

· Read from the configuration database

· Read/write to the Windows SharePoint Services Search database

	Search Default Content Access Account
	No manual configuration is necessary if this account is only crawling local content. If you want to crawl remote content through crawl rules, change this to a domain account. Apply the same requirements listed for a server farm (right).
	· Must be a domain account.

· Must not be a member of the farm administrators group.

· Read access to external or secure content sources that you want to crawl using this account.

Additional permissions for this account are automatically configured when SharePoint is installed.

	Search Specific Content Access Account
	Same as the SPA Search Default Content Access Account listed previously.
	Read access to external or secure content sources that this account is configured to access.

	User Profile and Properties Content Access Account
	Same requirements as server farm
	· Read access to the directory service.

· For Active Directory service connection that enables “Server Side incremental”, the account must have the Replicate Changes permissions for Active Directory directory service provided by Windows 2000 Server. This permission is not required for Windows Server 2003 Active Directory.

· Manage user profiles right.

· View rights on Entities used in Business Data Catalog import connections.

	Excel Services Unattended Service Account
	· Read/write access to the Excel data sources.
	· Read/write access to the Excel data sources.


Standard Account Requirements — Windows SharePoint Services search accounts
	Account
	Single Server Requirements
	Server Farm Requirements

	Windows SharePoint Services Search Service Account
	By default, this account runs as Local Service. If you want to crawl remote content through crawl rules, change this to a domain account. If you do not change this account to a domain account, you cannot change the Search Default Content Access account to a domain account. This behavior is designed to prevent elevation of privilege for any other process running as Local Service
	· Must be a domain account.

· Must not be a member of the farm administrators group

Permissions are automatically configured for this account when SharePoint is installed:

· Read/write to content databases for Web applications

· Read from the configuration database

· Read/write to the Windows SharePoint Services Search database

	Windows SharePoint Services Search Content Access Account
	Must not be a member of the Farm Administrators group.

Read access to Web applications
	· Same requirements as the Windows SharePoint Services Search Service account

· Read access to Web applications


Standard Account Requirements — application pool accounts
	Account
	Single Server Requirements
	Server Farm Requirements

	App Pool Process Account
	No manual configuration is necessary.
	No manual configuration is necessary.

SQL Server privileges are automatically assigned to this account:

· Member of Database Owners Group for content databases associated with the Web application.

· Read/write access to the associated SSP database (OSG only)

· Read from the configuration database

Additional privileges for this account on front-end Web and application servers are automatically configured by SharePoint.


Planning Recommendations

This section provides planning recommendations for implementing accounts. These recommendations are practical for most environments. Recommendations are provided for two deployment scenarios:

· Server-farm environment
· Single-server environment
Server-farm environment

Tables x.x through x.x detail the recommendations for individual accounts in a secure farm environment.
Planning Recommendations for Accounts — Server farm-level accounts
	Account
	Secure Farm Environment Recommendations

	SQL Server Service Account
	A domain account is recommended over a SQL account or a local account. No special domain permissions are required. 

Do not use the server farm account for this account.

	Setup User Account
	A domain account is recommended.

For a workgroup environment, this can be a local windows account.

	Server Farm Account 
	A domain account is recommended.


Planning Recommendations for Accounts — SSP accounts
	Account
	Secure Farm Environment Recommendations

	SSP App Pool Account
	A domain account is recommended. Use a domain account which is unique (different than the farm or content app pool accounts)

	SSP Service Account
	Use the SSP App Pool account.

	Windows SharePoint Services Search Service Account
	The Local Service account is used by default. Update this account after setup with a domain account. Do not use the same account for SSP-specific search accounts.

	Search Default Content Access Account
	By default, the Network Service account is used. After completing setup, change this account to a domain account.

	User Profile and Properties Content Access Account
	Use an account that has read access to the directory service and the rights to manage user profiles. Do not give the Search Default Content Access Account access to the directory service. 

	Excel Services Unattended Service Account
	The SSP App Pool account is used by default. 


Planning Recommendations for Accounts — Windows SharePoint Services search accounts
	Account
	Secure Farm Environment Recommendations

	Windows SharePoint Services Search Service Account
	The Local Service account is used by default. Update this account after setup with a domain account.

	Windows SharePoint Services Search Content Access Account
	The Local Service account is used by default. Update this account after setup with a domain account. You can use the same account used by the Windows SharePoint Services Search Service. However, if you implement multiple search servers for isolation, use a separate account.


Planning Recommendations for Accounts — App pool accounts
	Account
	Secure Farm Environment Recommendations

	App Pool Process Account
	Plan a unique domain account for each app pool.


Single Server Scenarios

Table x.x provides planning recommendations for several different single-server environments.
Planning Recommendations for Accounts — Single Server Scenarios
	Scenario
	Recommendation

	SQL Express
	· Use the standard administrator account to run setup.

· Use the default accounts assigned by setup.

· Assign to the Network Service account the necessary permissions to SQL.

	SQL Server in a domain environment
	Use the recommendations provided for a secure farm environment.

	SQL Server in a workgroup environment
	Use the recommendations provided for a secure farm environment except use Windows accounts instead of domain accounts.
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