
Meditech MIS Training User Dictionary

The Meditech User Dictionary controls many aspects of how users will interact with the Meditech system, the amount of access they will have and various function options to which they will have access.  By its nature, it is modified often but access should be restricted to MBO or NITC IT staff whose job duties require addition or revision of these user options.
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Mnemonic – standard structure is AAAA.III or F.AAAA.III where A is an alpha character that identifies the department or job function of the user (e.g. NITC, ADM, CBO, FIN, NUR, etc.).  III is the user’s initials.  If there is a shared MIS, then the F, a letter identifying the MBO precedes the structure.….

Name – Mixed case, legal name (important in clinicals!), Last,First I – no space between last and first name.  Example: Jones,Joe J.
Monogram – Used in NUR and should be present for clinicians.  Example:  JJJ
Alias – use for name changes (e.g. marriage, divorce) and appears in name lookups.  Format is the same as name.
Supervisor -  mostly unused.  Be aware if used and the supervisor leaves employment, the supervisor name must be removed from all related employees before the supervisor user can be inactivated.

Is User a Supervisor?  N/Y – if Y, appears in Supervisor lookup.  

Distribution Group – relates only to Supervisor.  Cannot get to field unless Is User a Supervisor is Y.
Location – MIS User Location Dictionary, NOT Location Dictionary.  Often unused.  Relates to full MOX.

Phone – should be used.  Can be used as reference to contact employee for support.

Fax – DICT, ALL, NONE – NONE eliminates any demand fax access (i.e. at print on prompt); DICT restricts faxing to entries within vendor dictionary, recipient dictionary, provider and provider group dictionaries; ALL adds ability to enter any fax number at print on prompt.

UserID – defaults to mnemonic but can be changed.  Usually left at mnemonic.
Restrict Emulation – if Y, user cannot be emulated.  We recommend using this if emulation routine is available to users.  Emulation can be handy in diagnosing problems for support staff, so do not restrict it for all users.

Logons Allowed – set at 2 minimum.  If a workstation freezes, this allows the user to log onto another PC while issue is resolved on the first log in.  Note that to be able to sign in more than once on the same physical device, multiple sessions must be set up at the OS device level.

Password – Below are the options for the MIS password parameters.
PASSWORD SYSTEM TYPE – Should always be DOUBLE KEY (forcing the need for both entry of user id and password, rather than just a password)

USER ID FORMAT – use blank.  See the discussion of User ID format above.
NEW PASSWORD SPECIFIED BY – USER or SYSTEM.  SYSTEM generated are more random, but less easy to remember.  SYSTEM best meets CHI policy but often creates issues with physicians who use Meditech.
PASSWORD MINIMUM LENGTH – some number, a minimum of 6 meets CHI security guidelines.  Six is recommended.
PASSWORD FORMAT – AAAANN as an example (4 alpha characters and 2 numbers).  If blank can be anything.  For system generated, AAANNN or AAAANN are common choices.

ECHO USER ID – Y or N – this shows the User ID as the person types.  Often it is confusing if N, so most sites have it as Y.

PW CHANGE INTERVAL – some number of days – 90, 120, 180 are common.  90 or 120 preferred.  CHI security policies say it must be 180 days or less.
PW RE-USE INTERVAL – restricts the reuse of passwords.  Should be set to 6 or 7 times the PW CHANGE INTERVAL to force new passwords.

AUTO-EXPIRE INTERVAL – some number of days – probably should be set at 90 days.  This is the number of days that if no sign on, the user account be inactivated (i.e. set to X in the MIS User Dictionary).

ENCRYPT PASSWORDS? – Y or N – they don’t show visually in the MIS User Dictionary and in NPR reports.  Use Y.
HIDE PASSWORDS? – Y or N – as the user types the password, it is not displayed.  Use Y.
EXPIRE ON FAILED SIGN ON? – Y or N – if Y, after three failed attempts, user id access is set to X in the MIS User Dictionary.  Y is recommended.
These are the only options available for us to control in a password sense at this point, although there are access restrictions that can be built into MIS or individual application modules.

Expiration Date – as above.  Normally 90, 120, 180.  Leave blank for the scripting user.  No other users should be blank!
Extensions – as above.  Note if X is in this field the user account is disabled.

Security Level – ALL for all IT analysts (local and NITC), otherwise NONE.  Other entries relate to users having User Dictionary access, which there should be no non-IT users with that access.

Auto Signon Lookup – Always Y except for scripting users.  This controls if the list of databases comes up immediately after log in or if you have to type a database in at the login page.
Allow Dictionary Mass/Quick Edit – N – not applicable to us.
Number of Lookup Entries – number of rows that F9 lookup will show.  Often set to higher number – 23 is max.
User Security Groups – we encourage use of these.  There is a standard set that can be scripted in.  These is handy in clinicals and you can also rapidly add/delete database access using #22. Update Database Access for a given security group.

Edit? – N except for IT analysts (local or NITC).

Distribution Groups – Use only if full MOX is used.

License – unused – intended to track driving records.

State - unused

Page 2 – Application Menus
[image: image2.png]Enter/Edit Users - Application Menus

Mnemonic[fTC.0R  Name[ Default Menu Style  [FERIC

AppIDB_ Type M/P Menu or Procedure/MAGIC Key Menu o Procedure Style

[P FB PR [F fiain. e
CI

[EaR.FE PR [f @i e T
Cr

[EXT.0F5[OTRE [ END T

i
CI

(ITS.FB PR [ [ocus. min g [ESKTTP.
P [ITS.PROC e&

TS PR [ T
I

Default MAGIC Key Menu Style

[ [

ABS Tape Sve  ABS Tape Code

ADM/MRI Facilities
=]





Appl DB – F9 lookup available.  This defines what databases are available to the user.  There may be more than one database in shared DB structures, so make sure you choose the right one (e.g. Northern Tier has 4 PP databases).
Type – Defaults as NPR, T ($T) or OTHE (e.g. OPS) are also possible entries.
M/P – MENU vs. PROCEDURE.  MENU determines what menu is used as starting point in point in application for that user.  P allows a single procedure or routine to be used.  P rarely used.

Menu or Procedure / MAGIC Key Menu or Procedure – Lookup available.  User defined menus begin with zcus.  Entry can be * if the users just needs to run reports for this application but does not need access to any routine or procedure.  We encourage use of * to tighten security.  Entries here should tied to job description / job code.  Best practice is setting up a template user for each job description / code.

Magic key is second line, <shift F12>.  These override what is in Default Magic Key Menu.  If blank, if <shift F12> is pressed the menu in the first line is displayed.
Style – NUMERIC or DESKTOP.  DESKTOP menus are required for EDM users.  If you do use DESKTOP for other applications, make the use consistent across all users in that module.

Default Magic Key Menu – Magic key menu for ALL applications unless another menu is defined in the Appl DB area.

ABS Tape Svs and ABS Tape Code – unused

ADM/MRI Facilities.  Entry must be made here if ADM, LAB, MRI, NUR, OE or PHA application is used.  If you request Meditech to delete a facility, when you try to file this page you will get an error message that seems to relate to Appl DB, but really relates to this field.  The deleted facility must be removed from this field.
Page 3 – Clinical Information
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This user is Provider – look up to Provider Dictionary.  This must be used if it is a provider.
Access to Confidential patients?  Y/N/Blank (assumes N) – relates to access to patients with confidential flag set in admissions.

Access to Confidential data?  Y/N/Blank (assumes N) – relates to confidential data item (e.g. HIV or drug screen result)

Pt access Restricted by location?  Y/N/Blank  - refers to physical device location in the MIS Location Dictionary.  Example – nurse floating to another department (e.g. ED) has no bearing on this, since this relates to the physical device in ED.

Access to OE routines for all departments?  Y/N/ blank (assumes N) – specific to OE ordering / charging.  If N, then you can select departments to which the user has access in the next field.  If you say N then you MUST put in a department or they will have no access.
PCI use restricted to lists belonging to:  blank is access to everyone in PCI.  Primarily used for providers and their offices.  If provider name entered then you would have to enter either individual provider(s) or provider group(s).  This allows for one provider to cover for others.  Think through how you would use this based on call coverage.

Insurance and Insurance Group – further restrictions.  Not used in our experience.

Bottom third of screen unused.  We handle issues of receiving rounds reports, censuses, etc. in different ways through NPR reporting, etc.

Page 4 – MAGIC Office
Meditech offers full MOX (which involves a license fee) or a restricted version that comes with all Meditech Magic implementations (and is free).  Below is restricted MOX at a 5.53 SR 8
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Below is full MOX screen, 5.5, service release 3.
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The following entries will relate to full MOX implementations.

Sign-in Screen – a CDS, no one uses.

Remote Mail Access – Use only if using full MOX and MS Outlook.  Ties to MOX parameters to control access levels.

E-mail ID – Use if using full MOX.  Defaults to user mnemonic or can be another entry.  Can use either or.

Swipe Card Code – unused at our facilities as far as we know.

Mail Permissions – if Y the MOX user appears in the lookup in Send Mail, Recipients prompt.
Files Create / Access – allows the user to create various types of files in MOX.  Hint:  you don’t want users to use the MOX Spreadsheet.
Mail Address – MS Outlook E-mail address if attached to Outlook.  This E-mail must physically exist in Outlook.
Access Mail – All Users – Y/N/blank, Y allows restriction to Distribution Groups.  Read only N except for IT.
Change Locations – All Users – refers to MIS User Location Dictionary which is used just for MOX.  Not used often.
Page 5 – Report Writer/Financial Data Access
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Report Writer - By application (lookup available) or ALL.  IT staff set at ALL.  

Report Scheduler - By application or ALL.  

Download NPR Report - By application or ALL.

Database - .DFT (all financial such as AP, GL, MM, FA) or if blank, can enter a specific application in Access Type below.  

Access Type - ALL, CORPORATION, DEPARTMENT.  If CORPORATION or DEPARTMENT, then can restrict to specific entries.  Again, tie to job description (code).

Page 6 – System Sign-On Data

Not accessible now, but for use in single sign on systems, what Meditech refers to as Network Logon.  There are additional entries on page 1, as well as parameters.  See Meditech documentation of MIS DTS 2691
Page 7 – Customer-Defined Data

Most MBOs will not have this option.  If it exists, it is a CDS that is set up for each user.
Considerations For New Entries

When entering a new user, the pop-up below will appear.  You can initialize for an existing user.  Best practice is to have user templates that match job code / description that can just be pulled in to this entry.  This is probably more difficult in smaller MBOs.
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Speeding Up Module Specific Access

There is a routine that will build appropriate access in modules at the MIS level.  This saves having to enter each application module to give the user further access.

#21 Copy Access Dictionaries 

Copies to application based access groups (e.g. BAR, LAB, OE, PP, PHA, etc.)  This saves setting those up in all the modules.
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