
Imaging and Therapeutic Services (ITS)
How to Setup Electronic Signature
 

In order to use Electronic Signature there are several parameters and dictionary settings that must be considered. The following is a summary of these settings, including the different ways they can be set.
MIS Module
a) Tool box Parameters
The following MIS parameters need to be defined in order to take advantage of Electronic Signature. A short description of each parameter follows the list.
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LEVEL 1 CHECK: This can be set to Yes or No.
This prompt asks whether or not the healthcare organization wants to use the Level 1 check for Electronic Signature. If this field is Y, electronic signature routines will require that the user re-enter his/her password to continue with the routine. In particular routines uses will be prompted with a yellow box in the middle of the screen in which they are working. The appropriate input at this box is the user's password. If the response is N, the Level 1 Check is not used and users are not required to re-enter their password.
LEVEL 2 CHECK: This prompt asks whether or not the healthcare organization wants to use the Level 2 check for Electronic Signature and if so, what kind of check should be used. The valid responses at this prompt are:
· N: None; Level 2 check will not be used. 

· PW: Password; The Level 2 check will expect the user's password to be re-entered. 

· UDPIN: User-defined pin; The Level 2 check will expect the user's PIN number (as defined by the user in MIS) to be entered. 

· SGPIN: System-generated pin; The Level 2 check will expect the user's PIN number (as defined by the system in MIS) to be entered. 

 

Level 2 checks are only prompted for after the Level 1 check. The same yellow box is displayed. At this second yellow box, the user should enter the appropriate information (a password or PIN).
PINs (Personal Identification Number/alphas) are defined for each user in a separate and secure routine in the MIS User Dictionary.
 

ENABLING CRT: This prompt asks for specific terminal devices from which Electronic Signature can be enabled. Only the devices entered in this prompt will have the ability to enable users for Electronic Signature and assign PINs.
Note: Notify your MIS MEDITECH Specialist of all devices to be enabled to setup electronic signature as well as what level checks your health care organization will be establishing for electronic signature. Your specialist will configure a MEDITECH controlled parameter. For devices that are not enabled, when a user tries to access the Enable/Disable Electronic Signature routine they will receive a message that this routine is unavailable. 
 

b) MIS Provider Dictionary
Users must be entered into the MIS Provider dictionary and the prompt ELECTRONIC SIGNATURE must be set to Y. Please note that this can be defined for multiple facilities.
 

c) User Dictionary
The User must be designated as a Provider on page 3 of the MIS User dictionary.
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There are five routines on the USER MENU in MIS under the ELECTRONIC SIGNATURE MENU. The routines are:
· ENABLE/DISABLE 

· LIST LOG 

· ENTER/EDIT ALTERNATES 

· LIST ALTERNATES 

· LIST ALTERNATES LOG 

 

ENABLE/DISABLE:
This routine is only accessible via the terminals defined at the ENABLING CRT tool box parameter described above. Use this routine to enter or delete personal identification numbers (PINs). The PIN is an additional security code that a doctor can use to electronically "sign" a medical record.
The ENABLE/DISABLE routine prompts for:
USER MNEMONIC: Enter the mnemonic of the user who's PIN you want to edit or delete.
USER NAME: This will default the user's name from the User Dictionary.
ENABLE FOR ELECTRONIC SIGNATURE: This field is simply Yes/No to indicate whether or not the particular user is allowed to use Electronic Signature.
New PIN is: This prompt only appears if user-defined PINs are specified in the MIS tool box parameters. If computer-generated PINs are specified, the system gives you a randomly-generated PIN and asks you to verify it. Enter a new personal identification number for the user if you are changing the current PIN assigned to this user. The PIN that you enter here replaces the current PIN (if any) for this user. 
Note: For security reasons, the current PIN (if any) is not displayed.
 

ELECTRONIC SIGNATURE AND SECURITY
Because of the sensitive nature of this area, this routine includes several special security features. The following security features are intended to reduce the likelihood of unauthorized users learning or using personal identification numbers:
*Only designated terminals can be used to access the Enter/Verify User's PIN. To specify which terminals have access to this routine, enter that terminal's mnemonic at ENABLING CRT in the MIS tool box parameters. 
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*When entering or deleting PINs, you cannot look up a user's current PIN. Using this routine, you can only delete the user's electronic signature capability or give the user a new PIN.
*Any changes made to PINs are monitored and can be listed using the List PIN Assignment Log Routine. 
 
LIST LOG:
Use this routine to list any changes that have been made to personal identification numbers in a specified time range. This list allows you to maintain security over this sensitive feature by providing the following information about each change to PINs:
· Date and time on which change occurred. 

· Terminal used to make the change. 

· Mnemonic of the user who made the change. 

· Whether the PIN was assigned or deleted. 

· Mnemonic and name of the user who's PIN was changed. 

Note: To maintain secrecy of PINs, this list does not specify the original PIN or the newly assigned PIN.
 

ENTER/EDIT ALTERNATES:
This routine can be utilized in two ways: 

1. This routine will allow users (physicians) to transfer Electronic Signature capabilities to another physician. For security, ONLY the sign on user can edit their own list. When choosing this routine, users will be prompted for Electronic Signature security checks defined in the MIS tool box parameters to gain access. The user can then maintain his/her list.
2. If the device is an enabling CRT, then the users may enter/edit information for other users. If the user who is denoting another user to sign for them, has access to one or more facilities and the users he/she has provided sign out to do not have access to those facilities, a warning message will appear alerting the user that there are facilities that do not have coverage. 

 

The ENTER/EDIT ALTERNATES routine prompts for:
PROVIDER: Enter a mnemonic code which uniquely identifies this doctor who will be entering Alternates (as found in the MIS Provider Dictionary).
ALTERNATE INFORMATION: Enter the mnemonic of the provider who will be able to sign as an alternate (as found in the MIS Provider Dictionary).
 

LIST ALTERNATES:
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This routine will provide a report that will list Providers and the users who are currently set to sign for them.
 

LIST ALTERNATES LOG:
This routine will provide a report of all activity in the Enter/Edit Alternates Routine.
Note: If a provider is inactivated, or Electronic Signature is disabled, then all alternate Electronic Signature privileges will also be removed. Alternate providers would also need Electronic Signature privileges defined in the MIS Provider Dictionaries. 
 

ITS Module:
a) Tool box Parameters
View Before Electronic Signature: ___ (Y or N).
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This ITS tool box parameter is to allow hospitals to force the viewing of a report before it is electronically signed. This affects two routines. In Magic/ITS, the Sign Report function within the Process Reports verb strip, and in PCI the Sign function will now display a report before prompting the signer for their password and PIN. If multiple reports are selected then each report will be displayed and then the signer will be prompted with the following screen and options: 
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· Sign and Continue: This option will allow the physician to sign a specific report and continue to view other reports that were selected. The report(s) are not considered signed until the physician has entered his/her PIN or password. 
· Sign and Exit: This option will allow the physician to sign a specific report by defining his/her PIN or password. The physician will then be prompt to the main Sign routine and will now have the option to exit. 
Note: The report is considered signed once the physician’s PIN or password has been defined. By exiting from the Sign Routine the report will be removed from the provider's to be signed list. 
· Edit: This option will allow the physician to edit the report. Depending on user's access within ITS the provider will have the ability to edit the report's section that was setup as a quick edit section or they will have the ability to edit through the Enter/Edit Report Routine (Full). 

· Send Message: This option will allow the physician to send a message about the select report(s) to the transcriptionist. The report will be placed in a Pending status and will only be removed from the provider's to be signed list once they have exited from the Sign routine. 
· Continue: This option will allow the physician to view the next report that was selected to be signed. The physician will not have to define his/her PIN until all of the selected reports have been viewed. 

· Exit: This option will allow the physician to escape from the Sign? Screen. The provider will remain within the main Sign routine. This option does not immediately cause the physician to exit from the entire routine. If they would like to exit from the routine they will have to press F11 or ESC to do so. 

 

For our 5.6 Customers the following ITS tool box parameter also applies:
Electronic Signature View Mode:____ (Preview or MEditor).
This ITS tool box parameter is to allow hospitals to decide how reports will be viewed before electronically signing. There are two options: Preview and MEditor. The Preview option will display the selected report(s) within the MEDITECH Document Manager. This option will create another window to appear. The user can utilize the scroll bars to navigate through the report. The MEditor option will display the selected report(s) within the MEditor View Screen. This option will allow physicians to view the entire report through the MEditor. 
 

b) Magic ITS:
1. Dictionaries (A-O) > Access Dictionary > Enter/Edit.
2. Perform a look-up [F9] at the mnemonic prompt to view and select available ITS-only Access Groups ("ALL" is the typical comprehensive group.)
3. All the data fields for the selected Access Group appear. Place the cursor in the User prompt and add this user's mnemonic and name to the list of users in this RAD-specific Access Group.
 

VERIFICATION/TESTING:
Sign on to the Magic/ITS desktop, enter an order, record the procedure, and enter a report for that order awaiting a signature. Proceed to the PCI application and the user who is to sign the report (i.e. dictating doctor) will have the Sign option highlighted on the Identify Patient screen. When the S(ign) option is chosen, he/she will be brought into a screen which will show a list of departments that have reports waiting for signature. He/she will choose the applicable department and right arrow into a list of reports. From this screen, the user will choose the S(ign) verb-strip option to sign the report. Based on the ITS Tool box parameter "View Before Electronically Signed," the user may be brought directly into the Report to review. And then based on the MIS ES parameters, he/she will input PW/PIN to sign.
Please note that subsequent enhancements had added the ability for reports to require more than one user to electronically sign reports. Data fields have been created to capture the information for the attending providers who sign reports (e.g. attending provider, date/time of electronic signature, separate SOF label). Also, please note that all designated signers must electronically sign the report before it is considered signed. 
 

Additional Information:
Any report which are complete (i.e., contain responses to the 'DICTATED BY,' and 'TRANS BY' fields, are associated with an account number or a unit number and have all required sections completed) are eligible to be electronically signed. If the report is not yet the report's defined final status when it is electronically signed (i.e. is at a 'Draft' status), the report's status will be automatically updated to 'Signed' when it is electronically signed. The only reports not eligible to be electronically signed are those which are already electronically signed, those which are incomplete or those at a pending status.
If the status of an electronically signed report is lowered to 'Pending' or 'Draft,' the report will automatically become electronically unsigned and will then be eligible to be electronically signed again (if applicable).
 

A typical scenario for electronically signing a report (refer to corresponding security levels in MIS documentation) appear below:
1. Access the 'Sign Report' function.
2. A small window will appear prompting the user for a password. Enter the correct password for this user, assuming the level 1 check is enabled.
3. After selecting and previewing the reports, small window will remain, prompting the user to enter the PIN (Personal Identification Number) associated with their password. Enter the correct PIN.
If an incorrect password or PIN is entered, the system will beep and terminate the function. If the correct password/PIN is entered, the system will (1) electronically sign the report; (2) update the 'STATUS' field, which appears on the main screen of the Process Reports screen, for this report to 'Signed.'
If the user attempts to electronically sign a report that has one or more required sections incomplete, the following error message will appear:
Required section Report Body is missing from report
If the user attempts to electronically sign a report which is not yet of a 'Signed' status and has a required field missing, such as the DICTATED BY field, the following error message will appear if signing through process reports:
DICTATED BY is missing
If the user attempts to electronically sign a report in which the user and the Dictating Doctor is not the same user, the following message will appear:
You are not listed as Dictated By, Other Signer, or Co-Signer for this report.
If the user attempts to electronically sign a report which has already been electronically signed, the following message will appear:
Report is already signed
Note: The reports won't appear in the providers queue if any of the above errors occur when the provider is utilizing other electronic signature routines. 
When a report has been electronically signed, and is then edited, it will now be placed back on the doctor's list of reports to be signed in PCI (if applicable).

