
Microsoft Desktop Patching
Policy Description

As part of successful computer security it is necessary to periodically assess and maintain the integrity of software in a networked environment through a well-defined patch management program.

 

Data / Tools & Reference Material

Microsoft Patch Schedule
Microsoft patches are distributed on a monthly basis unless a critical patch is released and is required to be distributed ASAP.

Enterprise Notification of Updates
Desktop contacts, Pre-pilot and pilot group members are made aware of what patches will be released each month, and are give the chance to report issues for public release. The general user public is not informed of what will be deployed.
Enterprise Applied Group Policies 
· The assignment to individual WSUS servers at each unit managed by are controlled by Enterprise group policies applied to the units “Unit xx Workstations” Active Directory OU’s. Roaming are enabled for all clients, this enables clients to receive updates from their closest WSUS server no matter where they are in the network.
· GPOs.
Enterprise Approvals
A consortium within the enterprise checks every patch released by Microsoft and will mandate which of the patches need to be deployed to servers and desktops.  Corporate Security) will distribute an email outlining the required security patches.


