Network Service Access Policy
The formulation of the network service access policy needs to be done in a way that results in a policy that is both realistic and sound. A realistic policy needs to provide a balance between protecting the network from known risks on one hand and providing users with reasonable access to system resources on the other hand. If the firewall operates in a restrictive manner by denying access to some services, only a strong and sound network service access policy can prevent the firewall's access controls from being modified or circumvented in a non-sanctioned manner.

The networking policy needs to have a clear set of identifiable goals that are published and made easily available to every user of the system. As this applies to the Computer Science department, the entire security policy itself could be distributed along with account creation, and could be posted in an intuitive location accessible from the web page, or even referenced on the Message of the Day displayed at login. 

There are several areas within the network access policy that are clearly identifiable as important services that the department provides to its users. These are categorized generally as being web access, remote terminal access to the system, file transfer and email. Although there may exist a number of other services that are overlooked in this categorization scheme, these four appear to be the most predominate, as they each will directly involve the firewall when they are viewed in an external context. A fifth category involves any number of applications that rely on specific forms of network protocols that would need to be passed through the firewall. Each of these areas will be examined individually so that any specific details may be highlighted.

Each of the five categories of network service must attempt to meet the networking goals while providing their specific service. The goals of the network service access policy should encompass (but not be limited to) the following:

· Prevent unauthorized use of the department's resources and the resulting loss of data associated with break-ins

· Ensure the confidentiality of the data present on the department's machines

· Allow unrestricted access to the Internet, but prohibiting the use of insecure services

Access to the Internet and external systems was discussed previously but the networking policy is primarily concerned with the types of Internet access provided as opposed to just the general overview presented above. These services are all ones that are provided externally to the departments network and so must directly interface with the firewall. These external services include all of the aforementioned services and a specific policy should be devoted to each one individually in order to determine how the firewall should operate. This is not to say that the networking policy should not concern itself with internal networking issues, but as these will not directly involve the external firewall, they will not be discussed here.

The firewall should allow users on the internal system to access any web page on the Internet that they see fit. An internal request for a web page that is destined for an external server should therefore allow any response generated by this server to pass through the firewall unhindered. This approach should also be taken when requests are made to external ftp servers. In both cases, this allows remote servers access to the internal network as long as a user situated inside the firewall initiated the request.

Providing these types of Internet access to the general public should also operate in accordance with the networking goals. The department's web and ftp server will need to serve web pages and files in such a way that minimizes the exposure of the internal systems. This entails that these servers are placed behind the external firewall, but are still separate from the rest of the internal network configuration. In a similar manner, the external email servers should be available to receive mail from the outside world and forward it to internal mail servers in a secure manner. Having these services separate from the internal system reduces the foot hold an intruder could obtain by compromising the machine running any of these services.

Remote access to the system should be provided to users that have a legitimate need to connect to the internal network. This corresponds to students who need access to their home accounts for course related work, as well as for staff and other faculty members. The department currently provides this access through telnet and ssh. Due to the inherent security threat that telnet poses; it is recommended that in the future this service be discontinued. A ssh license can be distributed to any student desiring remote access free of charge, and provides a secure means of permitting this service. 

The last category of network service involves those applications that depend directly on a particular network protocol in order to provide some sort of service to the end user. Examples of this are the programs traceroute and ping, which depend on the TCP and ICMP protocols for proper operation. These along with other protocols should be able to pass through the firewall in certain situations but perhaps not in others.
