In some cases, just reviewing this report can resolve the problem. For example, if the DHCP client could not obtain the IP address, running IPCONFIG returns the IP address and subnet mask of 0.0.0.0.

C:\WINNT>ipconfig 

Windows NT IP Configuration 

Ethernet adapter Elnk31: 

        IP Address. . . . . . . . . : 0.0.0.0 

        Subnet Mask . . . . . . . . : 0.0.0.0 

        Default Gateway . . . . . . :
This listing could indicate that the DHCP server is down or that there are no free IP addresses in the DHCP server’s scope.

Incorrect IP Address Assignment
To determine if a computer has been assigned a valid IP address, you can use the following guidelines:

· Check that the IP address is from the correct subnet. 

· Check that the IP address is not duplicated. 

· Check that the IP address is not a broadcast address for the given subnet (host ID is all-ones). 

· Check that the IP address is not the subnet address (host ID is all-zeroes).

Figure 2 shows a network where computers have IP addressing problems. Computer 1 and Computer 3 have duplicate IP addresses. Computer 2 has the IP address that is the broadcast address for subnet 172.20.0.0, mask 255.255.255.0. Computer 4 has an IP address from another subnet.


Subnet Mask Problems
Subnet mask problems are very hard to diagnose and isolate. This is mainly because, depending on the actual numbers, an invalid subnet mask can have no negative impact or can make the entire network unreachable for a particular computer. In some cases, an incorrect subnet mask could cause some computers to become unreachable, while the rest of network remains operational. In Figure 3, Computer 2 has an incorrect subnet mask (displayed in bold). Although it can successfully establish a connection with Computer 1, Computer 3, and the default gateway, it fails to communicate with Computer 4.

There are two common problems with subnet masks:

· The configured subnet mask is shorter than needed (too many bits are reserved for network and subnet ID). 

· The configured subnet mask is longer than needed (too few bits are reserved for network and subnet ID).

Improper subnet mask configuration is often the result of inaccurate planning or of mistyping the subnet mask during manual TCP/IP parameter assignment. These problems are particularly prevalent when we implement custom subnet masking. 

(You’ll remember the tediousness in counting ones and zeroes in Chapter 4 and can appreciate how easy it is to make a mistake in doing so.)

Let’s look at some symptoms that can indicate these two problems. Suppose we have the class C network 192.168.18.0. We divide it into eight subnets using the subnet mask 255.255.255.224. (See Figure 4.) Now, what happens if we assign a particular computer a shorter subnet mask: 255.255.255.192 (arrow 1). That computer would think: "The shorter my subnet mask, the more other computers I recognize to be inside my subnet". If the subnet mask is 255.255.255.0, this computer will think the network is not divided into subnets at all.

On the other hand, if we assign the computer a longer subnet mask (arrow 2), let’s say 255.255.255.240, it will think some computers on the local network segment are outside its subnet.

The following example illustrates both of these subnet masking problems. Figure 5 shows a properly planned and configured network. Let’s introduce some subnet masking errors to demonstrate how they affect network communication.

If we begin to enlarge the subnet mask of Computer 6, simulating a data entry error, the computer starts experiencing connectivity problems. Computers inaccessible to Computer 6 hosts are dimmed in Figure 6.

With a subnet mask of 255.255.255.192, Computer 6 thinks that Server 1 is located on a remote network. (You might remember that the computer determines whether the target host is located in the local or remote network by ANDing the IP addresses with its subnet mask and comparing the results.)



Computer 6 

Server 1 

IP address 
172.20.0.20

172.20.0.70 

Subnet Mask
255.255.255.192

255.255.255.192 

AND operation
172.20.0.0

172.20.0.64 
Since the ANDed results do not match, Computer 6 will send all the packets for Server 1 to the router instead of making a direct connection. The larger the subnet mask grows, the more computers jump out of reach of Computer 6. Finally, when Computer 6’s subnet mask is 255.255. 255.240, even the router is outside Computer 6’s subnet and communications to remote networks are impossible.



Computer 6

Default gateway 

IP address
172.20.0.20

172.20.0.1 

Subnet Mask
255.255.255.240

255.255.255.240 

AND operation
172.20.0.16

172.20.0.0
Note that an incorrect subnet mask of 255.255.255.128 causes no apparent problem. Although this incorrect subnet mask changes Computer 6’s conception of the network, it will not prevent communication with neighboring computers.

If the subnet mask is too short, we are likely to experience problems in trying to contact remote computers. (See Figure 7.)


When Computer 6’s subnet mask is 255.255.0.0, it recognizes Server 8 as the local computer.



Computer 6
Server 8 

IP address
172.20.0.20
172.20.1.45 

Subnet Mask
255.255.0.0
255.255.0.0 

AND operation
172.20.0.0
172.20.0.0
Since both ANDed results match, Computer 6 tries to send IP packets to Server 8 directly without using a router and fails. If the subnet mask is shorter, more remote computers are considered to be directly reachable.



Computer 6
Server 9 

IP address
172.20.0.20
172.18.0.88 

Subnet Mask
255.0.0.0
255.0.0.0 

AND operation
172.0.0.0
172.0.0.0
When you troubleshoot your IP network, it might be beneficial to have a copy of your subnetting plan close by. This enables you to look up the broadcast addresses and the subnet masks, and check that they are not assigned to hosts.


TESTING IP COMMUNICATIONS 

Once your computer has obtained an IP address and a subnet mask, you should test the IP communications. PING is the utility that can be used for verifying IP-level connectivity. As you may remember, PING sends the ICMP echo request to the destination host and analyzes ICMP echo replies.

The recommended sequence of pings is the following:

1. Ping the loopback address. (If you are unable to ping the loopback address, it may indicate the computer has not been restarted after TCP/IP was installed and configured — restart and try again.)

2. Ping the IP address of the local computer. (If you cannot ping the local IP address, check to ensure your computer has a valid IP address that is not duplicated elsewhere on the network.)

3. Ping the IP address of the default gateway. (If this step is unsuccessful, check the subnet mask on your computer.)

4. Ping the IP address of the remote host. (If this step is unsuccessful, check the default gateway address configured on the local computer, the functionality of the link between routers, and the remote computer’s availability.)

5. Ping the remote host by name. (If this step fails, check host name resolution.)

The PING utility has many switches that can be used to expand its functionality. To view the available command line options, type PING -?

C:\WINNT>ping -? 

Usage: ping
[-t] [-a] [-n count] [-l size] [-f] [-i TTL] [-v TOS] 


[-r count] [-s count] [[-j host-list] | [-k host-list]]  


[-w timeout] destination-list 

Options: 

 -t 
Ping the specified host until interrupted. 

 -a
Resolve addresses to hostnames. 

 -n count
Number of echo requests to send. 

 -l size
Send buffer size. 

 -f 
Set Don’t Fragment flag in packet. 

 -i TTL
Time To Live. 

 -v TOS
Type Of Service. 

 -r count
Record route for count hops. 

-s count
Timestamp for count hops. 

 -j host-list
Loose source route along host-list. 

 -k host-list
Strict source route along host-list. 

 -w timeout
Timeout in milliseconds to wait for each reply. 
For example, you can specify the size of the packets to use, how many packets to send, and how much time to wait for a response. There are some more advanced options of the PING utility such as specifying the type of service (TOS), the initial TTL value, and the source route. These options directly affect the header of the IP packet in which the ICMP message is encapsulated. For example, the command 

PING –v 12 –j 194.226.192.33 194.85.165.169 194.85.36.30 www.runnet.ru
Will cause the following ICMP packets to be sent (note that by specifying the PING options –v and –j we set the values of some fields in the IP header– printed in bold typeface):

+ FRAME:
Base frame properties 

+ ETHERNET:
ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol 

IP:
ID = 0x2155; Proto = ICMP; Len: 76 

    
IP: Version = 4 (0x4) 

    
IP: Header Length = 36 (0x24) 

    
IP: Service Type = 12 (0xC) 

       
IP: Precedence = 0x0C 

        
IP: ...0.... = Normal Delay 

        
IP: ....1... = High Throughput 

        
IP: .....1.. = High Reliability 

    
IP: Total Length = 76 (0x4C) 

    
IP: Identification = 8533 (0x2155) 


+ IP: Flags Summary = 0 (0x0) 

    
IP: Fragment Offset = 0 (0x0) bytes 


IP: Time to Live = 252 (0xFC) 

    
IP: Protocol = ICMP - Internet Control Message 

    
IP: Checksum = 0xF92C 

   
IP: Source Address = 193.232.80.66 

    
IP: Destination Address = 194.226.192.52 

    
IP: Option Fields = 131 (0x83) 

         IP: Loose Source Routing Option = 131 (0x83) 


IP: Option Length = 15 (0xF) 


IP: Routing Pointer = 16 (0x10) 


IP: Route Traveled = 194 (0xC2) 

                
 IP: Gateway = 194.85.36.30

                
 IP: Gateway = 194.85.165.169 

                
 IP: Gateway = 194.226.192.33 

       
IP: End of Options = 0 (0x0) 

    IP: Data: Number of data bytes remaining = 40 (0x0028) 

  + ICMP: Echo Reply, To 194.226.192.52 From 193.232.80.66
By using the above PING command, we’ve checked whether the target host is available by specific type of service (high throughput and high reliability) and the selected route (194.226.192.33, 194.85.165.169, 194. 85.36.30).

Routing Problems
Even when your computer is properly configured, a malfunctioning router can cause difficulties. An improperly configured route typically causes the problem (in this case, improperly configured could also mean not configured). Remember, if the Windows NT router does not have an interface on a given subnet, it will need a route there. You can do this by adding a static route or by using a multi-protocol router (MPR). If a router is implemented on a Windows NT computer, you can check the existing routes by using the ROUTE utility. If inconsistencies are found in the routing table, you can correct them by using the ROUTE ADD and ROUTE DELETE commands.

	Note: Having multiple network adapters on a Windows NT computer allows you to add a default route for each network card. Although it will create several 0.0.0.0 routes, only one default route will actually be used. You should configure only one card to have a default gateway—this will reduce confusion and ensure the results you intended. 


TESTING TCP/IP NAME RESOLUTION 

Once IP-level connectivity has been checked, you should examine name resolution. Most name resolution problems occur because the computer cannot resolve the host name or NetBIOS name into the IP address. 

NetBIOS Name Resolution Problems
If you can ping a computer by its IP address, but not its NetBIOS name, you may want to check that the target host is NetBIOS-enabled and ensure that the scope ID on the source and target computers is the same. If scope IDs don’t match, you probably have a NetBIOS name resolution problem.



Verify that the NetBIOS name-to-address mapping is available through broadcast, WINS, or the LMHOSTS file. If you have a WINS server, check that it is operational and that the local computer has been assigned the proper WINS server address.


If you suspect trouble with the LMHOSTS file, check that it is located in %systemroot%/system32/drivers/etc. Check that the file format matches the sample format originally installed with TCP/IP. Check for spelling errors, invalid addresses, and identifiers. (Remember, the LMHOSTS file is parsed from the beginning, so if duplicate entries exist, only the first one is considered.) Check for capitalization errors (although the NetBIOS names in the LMHOSTS file are not case-sensitive, entries like #PRE and #DOM are). Finally, ensure that LMHOSTS file has no extension. It is easy to edit and save the LMHOSTS file with the default .txt extension (especially when using an editor like Notepad). If you do this, the file will NOT be recognized as an LMHOSTS file.

	Note: The LMHOSTS file does not support aliases for NetBIOS names. You must provide the actual NetBIOS name of each computer. 



In some cases, NetBIOS name resolution works but is extremely slow. This could be caused by the large number of #INCLUDE tags and other entries in the LMHOSTS file. To correct the problem, place the most commonly used names closer to the beginning of the LMHOSTS file. Optionally you can use the #PRE tag to force entries to be pre-cached.

You can use the NBTSTAT utility to check the state of current NetBIOS over TCP/IP connections, update the LMHOSTS cache, and determine the registered name and scope ID.

The NBTSTAT utility has many switches, which can be viewed by typing NBTSTAT without arguments.

C:\WINNT>nbtstat 

NBTSTAT [-a RemoteName] [-A IP address] [-c] [-n] [-r]  

[-R] [-RR] [-s] [-S] [interval]] 

-a
(adapter status) Lists the remote machine’s name table given its name 

-A (adapter status)
Lists the remote machine’s name table given its IP address. 

-c (cache)
Lists the remote name cache including the IP addresses 

-n (names)
Lists local NetBIOS names. 

-r (resolved)
Lists names resolved by broadcast and via WINS 

-R (Reload)
Purges and reloads the remote cache name table 

-S (Sessions)
Lists sessions table with the destination IP addresses 

-s (sessions)
Lists sessions table converting destination IP

                addresses to host names via the hosts file. 

-RR

Sends Name Release packets to WINs and then, starts Refresh 

(ReleaseRefresh)                    

RemoteName
Remote host machine name. 

IP address
Dotted decimal representation of the IP address. 

Interval
Redisplays selected statistics, pausing interval seconds

                between each display. Press Ctrl+C to stop redisplaying

                statistics.
For example, you can type NBTSTAT -n to display the names that were registered locally on the system by applications, such as the server and redirector. Typing NBTSTAT -c shows the NetBIOS name cache, which contains name-to-address mappings for other computers. Typing NBTSTAT -R purges the name cache and reloads it from the LMHOSTS file.

Host Name Resolution Problems
If you can ping a computer by its IP address, but not by its host name, you have a host name resolution problem. In this case, you should check that host name-to-address resolution is possible by means of a DNS server, a HOSTS file, or through NetBIOS methods.

If a HOSTS file is your primary method of host name resolution, check that the entries use the proper sequence and delimiters. If you use DNS, verify that the DNS server is operational.

	Note: Even if other methods of host name resolution are available, you should check that the DNS server is on-line and functioning. A DNS client (resolver) has a certain timeout before passing control to other methods. If the client is configured to use DNS, but the DNS server is unreachable, the client may experience long delays in host name resolution. 


You can use NSLOOKUP to check records, domain host aliases, domain host services, and operating system information by querying the Internet domain name servers.

Another problem can occur when a TCP/IP connection to a remote system appears to be "hung." In this case, you can type NETSTAT-a to see the status of all activity on TCP and UDP ports on the local system. Good TCP connections usually appear with 0 bytes in queues. Large data blocks in either send or receive queues may indicate a connection problem or network delay. NETSTAT has several command line switches:

C:\>netstat -? 

Displays protocol statistics and current TCP/IP network

connections.NETSTAT [-a] [-e] [-n] [-s] [-p proto] [-r] [interval]

—a
Displays all connections and listening ports. (Server-side

connections are normally not shown). (SP 3 only) 

—e
Displays Ethernet statistics. This may be combined with the -s option.

—n
Displays addresses and port numbers in numerical form. 

—p proto
Shows connections for the protocol specified by proto;

proto may be tcp or udp. If used with the -s option to display

per-protocol statistics, proto may be tcp, udp, or ip.

—r
Displays the contents of the routing table. 

—s
Displays per-protocol statistics. By default, statistics are

shown for TCP, UDP and IP; the -p option may be used to specify a subset

of the default.

Interval
Redisplays selected statistics, pausing interval seconds

between each display. Press CTRL+C to stop redisplaying statistics. If

omitted, netstat will print the current configuration information once. 
For example, the following command displays the IP protocol statistics:

C:\WINNT\>netstat -s -p ip 

IP Statistics 

  Packets Received                   

= 4383117 

  Received Header Errors              

= 4154 

  Received Address Errors             

= 311 

  Datagrams Forwarded                 

= 0 

  Unknown Protocols Received          

= 0 

  Received Packets Discarded          

= 0 

  Received Packets Delivered          

= 4378963 

  Output Requests                     

= 4865242 

  Routing Discards                    

= 0 

  Discarded Output Packets            

= 0 

  Output Packet No Route              

= 0 

  Reassembly Required                 

= 0 

  Reassembly Successful               

= 0 

  Reassembly Failures                 

= 0 

  Datagrams Successfully Fragmented   
= 0 

  Datagrams Failing Fragmentation     

= 0 

  Fragments Created                   

= 0 
Session Communications Problems
Sometimes you can ping a target computer by an IP address and by name, but you cannot establish a session. For example, you are unable to ftp the target host. In this case, you probably have a session problem. You may want to check that the correct services are running on the target computer and that you have the proper permissions to access it. Sometimes you are unable to connect because the maximum number of licenses is reached on the target computer. If the remote host is a UNIX-based machine, check that the appropriate daemon is configured and running.

Other Tools
Event Viewer
You can use Windows NT Event Viewer to browse system information about TCP/IP. Important TCP/IP events, such as duplicate IP address, are recorded to the Event Log. (See Figure 8.)

Performance Monitor
The Windows NT Performance Monitor has many TCP/IP-related counters and also can be used to troubleshoot TCP/IP networks. Since it accesses statistics that have been gathered by the SNMP Agent, the SNMP service must be installed on computers that are to be monitored. Performance counters are available for the IP, ICMP, UDP, TCP, and other protocols of the TCP/IP suite. You can observe TCP/IP counters and thus monitor the overall health of your system. One of the features of Performance Monitor is that it allows counters from various systems to be monitored from a single management window. It also permits you to set alerts for the counters being monitored. For example, you can set an alert when the number of TCP connection failures exceeds a predefined value. 



Network Monitor
If you are unable to solve your problem using the tools discussed, you may want to try Network Monitor to capture the network traffic and analyze it at the packet level. If the problem is beyond your capability, you can send the capture to a network analyst or support organization. 


SUMMARY

This chapter summarized common TCP/IP-related problems. We learned quite a bit about major TCP/IP faults and the methods of correcting them. You learned to troubleshoot a TCP/IP network by checking lower-level functions such as link reliability first and then to progress to IP connectivity checks, and routing and name resolution tests. We discussed the typical symptoms of some TCP/IP-related problems. Understanding the symptoms, you can frequently solve network problems without even touching a machine.


REVIEW QUESTIONS
1. You run IPCONFIG on your Windows NT Server computer and get the following output:

2. C:\WINNT>ipconfig 

3. 
Windows NT IP Configuration 

4. 
Ethernet adapter Elnk31: 

5. 

IP Address. . . . . . . . . : 0.0.0.0 

6. 

Subnet Mask . . . . . . . . : 0.0.0.0 



Default Gateway . . . . . . : 
What is the most likely cause of this?

A. Duplicate subnet mask

B. TCP/IP is not installed on this computer

C. Default gateway is missing

D. This computer was unable to get the IP address from the DHCP server

7. Which utility is used to identify the subnet mask?

A. D Network Monitor

B. D IPCONFIG

C. D PING

D. D Event Log

8. Which address symbolizes the loopback address?

A. 127.0.0.1

B. 255.255.255.255

C. 255.255.0.0

D. 0.0.0.0

E. 176.20.0.10

9. Your computer is configured to use WINS, DNS, HOSTS, and LMHOSTS files for name resolution. You launch a command prompt and try to ping your neighbor’s computer (located in the same subnet) by using its NetBIOS name (ping mctcomp). The ping command hangs for about a minute and then gives you four successful pings. What is the most likely reason on such delay?

A. DNS server is unreachable

B. WINS server is unreachable

C. The broadcast name resolution is a very slow method

D. PING cannot use NetBIOS names

10. You are the administrator of the network illustrated in Figure 9. 

Using FTP client software, your workstation cannot connect to the FTP server in the remote subnet. You can, however, connect to the FTP server by using Windows NT Explorer. What is the most likely reason for this behavior?

A. The computer running the FTP server is down

B. Your workstation does not have the default gateway

C. Your workstation is not configured to use DNS

D. Your workstation has a duplicate IP address

11. You can successfully ping all workstations in your subnet and most remote subnets in your intranet. You cannot, however, ping all remote subnets in your intranet. All other computers are able to ping each other. What is the most likely reason of this problem?

A. You computer has an invalid subnet mask

B. You computer has a duplicate IP address

C. The router is down

D. Your computer is not using WINS

12. Which utility would you use to check how your computer registers its NetBIOS name?

A. NBTSTAT

B. NETSTAT

C. NSLOOKUP

D. IPCONFIG

13. You use Microsoft Network Monitor and you discover that your computer sends an ARP request for the default gateway address every time it attempts to contact another machine. What could be the problem?

A. Your workstation is not TCP/IP-enabled

B. Your workstation does not use DNS

C. Your workstation has an invalid subnet mask

D. There is no problem, this is normal

14. Your computer has an invalid subnet mask. Which statement(s) is (are) true?

A. Your computer cannot communicate with all other computers

B. Your computer can only communicate with remote computers

C. Your computer can only communicate with local computers

D. Your computer possibly cannot communicate with some or all computers

15. You try to map a network drive to the computer named RED that is located on the remote subnet, but you fail. Your computer is not WINS-enabled, but it uses an LMHOSTS file. You check the TCP/IP configuration and discover that your computer has received valid TCP/IP parameters from the DHCP server. What should you check next?

A. Check that the DHCP server is turned on and functional

B. Check that an entry for RED is present and has the correct mapping in the LMHOSTS file.

C. Check that your computer is NOT using broadcasts for name resolution

D. Check if RED is WINS-enabled

16. A user is complaining that she is not able to connect to the corporate file server with Windows NT Explorer. From her computer you check that you are able to ping the corporate file server. What else should you check?

A. Check that the route to the corporate file server is configured

B. Check that the user’s computer is configured to use WINS

C. Check that the user’s computer has a valid LMHOSTS file

D. Check that the user’s computer has a valid subnet mask

17. You are the administrator of the network shown in Figure 10. You are sitting at the computer named WKS1. You are able to access all computers in your intranet, but you are not able to access Server RED. What is the most likely reason for this?

A. DHCP server is in another network segment

B. WINS server is in another network segment

C. No route configured to the subnet with Server RED

D. File LMHOSTS is corrupted

18. You can successfully ping Mary’s computer, but when you use the net use command to connect to it you fail. You check that you are able to FTP her computer by name. What should you check next?

A. Check that Mary’s computer is NetBIOS-enabled

B. Check that your computer uses DNS

C. Check that both computers are using the same scope ID

D. Check that the link between these two computers is not broken

19. You suspect that your computer has a duplicate IP address. Which application can you use to check it?

A. Network Monitor

B. Performance Monitor

C. Event Viewer

D. Server Manager

20. When you type the command net use z: \\SRV\Public on your Windows NT computer, you connect to the computer named SRV. But, when you use ftp SRV you connect to a computer named RED. What is the most likely reason of this problem?

A. LMHOSTS file is missing

B. HOSTS file has an invalid entry

C. LMHOSTS file has duplicate entries

D. Server SRV is not a WINS client

21. You’ve decided to build an intranet server for your organization. Your users use Microsoft Internet Explorer on a mixture of Windows 95, Windows 98, and Macintosh-based computers 

and will access your server using its host name. What service(s) should you install for efficient name resolution? (Select all that apply.)

A. WINS

B. SNMP

C. DHCP

D. DNS

22. Linda is installing a Windows NT server on her network to act as a print server for a TCP/IP network printer. What should Linda install to permit users to send their documents to the server and have it forward their documents to the printer?

A. LPR utility

B. SNMP service

C. TCP/IP Print Server

D. DHCP 

23. Jim has just built a Windows NT network consisting of seven subnets, each with its own domain controller. He wants to ensure each machine can browse every other machine and make a peer-to-peer connection. He wants the network to automatically register and resolve computer names and to maintain them in a central database. What should Jim install on the network?

A. SQL servers

B. DNS servers

C. WINS servers

D. DHCP servers

E. SNMP servers

24. You decide to use the Windows NT Performance Monitor to monitor TCP/IP network activity on your computer. What should you install?

A. Network Monitor tools and agent

B. SMTP

C. DHCP

D. SNMP

25. Sandy’s TCP/IP network has grown significantly in recent months and the job of managing TCP/IP configuration on all the network computers has taken valuable time from her other network management duties. What should Sandy install to reduce her workload?

A. Netmon

B. DHCP

C. SNMP

D. WINS

E. A default gateway

26. Vickie has just added a second subnet to her network and finds her DHCP server doesn’t service clients on the new subnet. She creates a DHCP scope for the new subnet but still cannot get DHCP information to the new subnet. What should she add to the new subnet to solve this problem?

A. WINS proxy service

B. DHCP Relay Agent service

C. DNS forwarders

D. SNMP service

27. Your LMHOSTS files are becoming difficult to manage because of frequent changes in your network. You decide to implement something to reduce the administrative workload of maintaining these files. What should you install?

A. HOSTS files

B. WINS

C. DNS

D. DHCP

E. A b-node

28. You want to allow some of your users to dial in to your network from home. What service should you install?

A. DNS

B. RAS

C. FTP

D. LPQ


ANSWERS TO REVIEW QUESTIONS

1. D
2. B
3. A
4. A
5. C
6. A
7. A
8. C
9. D
10. B
11. B, C
12. C
13. A, C
14. C
15. B
16. A, D
17. C
18. C
19. D
20. B
21. B
22. B
23. B
