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1. Product and Functionality Overview

	Question


	Score

1-5
	Comments

	What is the name of the product?
	
	

	1. What is the current Generally Available version of the product? When will the next GA release be available? 
	
	

	2. Number of current customers?
	
	

	3. Does the Provisioning Solution allow an administrator to create/delete/disable/update and manage users across multiple platforms? 
	
	

	4. How does the Provisioning solution handle errors when processing a request?  What native/low level attributes does request require?
	
	

	5. Does the tool provide an interface for batch updates?  Explain.
	
	

	6. Describe how tool can be used for management of “process” or “application” IDs that are not associated with users. 
	
	

	7. Describe how synchronization occurs between native platform/app and the provisioning solution?
	
	

	8. Please provide details of the following support options:

· Level of support during and outside of business hours (e.g., pager)

· Location(s) of support services

· Response levels
	
	

	9. Does the Provisioning solution maintain a central repository of all user account information and relevant data?  Please explain in detail how your provisioning solution manages user information?
	
	

	10. Please describe the Provisioning solution’s administrative capabilities, including troubleshooting tools, diagnostics, and status tools or screens.  
	
	

	11. Can changes in the user access of users be monitored? If so, to what granularity? How are notifications sent out for these changes?  
	
	

	12. Can the list of user attributes you provide be extended? If so what methodology do you provide in this regard?
	
	

	13. Does the system support ‘start date’, ‘end date’ for ‘number of days’ for user privileges to be active?  (The ability to set a date in the future to provision or de-provisioning an account)?
	
	

	14. Does the tool provide the ability to revoke an individual’s access across all managed platforms immediately? 
	
	

	15. The provisioning system should have the ability to accept a feed from the homegrown HR system and should correlate the user attributes from the HR system to the user provisioning system. Explain how this will be possible using your solution.  Does this require custom code to be written?  How do you map the fields from the HR system to the provisioning solution?
	
	

	16. “Provisioning Automation”. Does your solution address the automatic provisioning of lifecycle events, such as account creations, modifications, and deletions on target systems, in response to events such as new hires, transfers, promotions, suspensions, and termination?
	
	

	17. Can feed from HR database on employee terminations automatically delete all access privileges on a designated future date?
	
	

	18. Is the product integrated with enterprise monitoring solutions (e.g., such as CA Unicenter) and/or common desktop collaboration environments (e.g., Outlook) for email notification?
	
	

	19. Can the product support (or integrate with) IT modeling and analysis products
	
	


2. Target Systems Supported

Please list which systems are supported out of box and which will require customization

	Target System


	Score
	Comments

	20. Windows Platform:  Windows 2000, 2003, XP, NT
	
	

	UNIX Platform:
	
	

	21. HPUX
	
	

	22. AIX
	
	

	23. Linux
	
	

	24. True 64
	
	

	25. Solaris 
	
	

	26. Open VMS
	
	

	Database:
	
	

	27. Oracle 8, 8i and 9i
	
	

	Applications:
	
	

	28. SAP
	
	

	29. Siebel
	
	

	30. Citrix
	
	

	31. ODBC based applications
	
	

	32.  LDAP based applications
	
	

	33.  CA Unicenter ServicePlus Servicdesk
	
	

	34. Messaging:
Microsoft Exchange 200x
	
	

	Directory Services:
	
	

	35.  Active Directory
	
	


3. Customization

	Question


	Score
	Comments

	36. Does the Provisioning solution provide capability to provision to applications that do not have open APIs?  What tools are available for building custom agents or connectors?  Do you provide support for multiple programming languages (Java, C++, and Perl)?  If the capability isn’t generally available, is it planned, if so when will it be released?  
	
	


4. Architecture

	Question


	Score
	Comments

	37. Please provide a complete architecture overview of your Provisioning solution.  Please include all components needed for the solution.  
	
	

	38. What is architecture topology of tool software? N-Tier? Fully distributed across multiple network segments? Requires all components to be installed on single server/platform? What platforms can tool run on? 


	
	

	39. What software (include operating systems) must be loaded on the client and server machines?  Also include the version.
	
	

	40. Please explain the capabilities of the provisioning solution for providing confidential or encrypted data transmissions based on strong cryptographic encryption algorithms.
	
	

	41. Is the data stored in a directory or a database?  Is the data stored in separate attributes or is it stored as blob in one attribute?
Please provide in detail the technical footprint of the total solution?
	
	

	42. Required Hardware (type and size) – provide a hardware configuration diagram.
	
	

	43. Please explain if your product supports failover, high availability and load balancing.  Please recommend the architecture for this.
	
	


5. Roles – Policy Definition

Please explain how your solution supports the following:

	Functionality


	Score
	Comments

	44. A separate module to help define roles, policies and their correlation
	
	

	45. Application definition
	
	

	46. Business Unit definition
	
	

	47. Assign policies to roles
	
	

	48. Assign roles to users 
	
	

	49. Correlate applications and policies
	
	

	50. Ability to create roles using representative user’s current access
	
	

	51. Ability to create roles using correlation on certain attributes based on current access
	
	

	52. Ability for managers and application owners to sign off on roles, policies and users for their Business Unit online prior to the system publishing the information
	
	

	53. Role hierarchy
	
	

	54. Business Unit hierarchy
	
	

	55. Ability for managers to only view roles, policies and users for their Business Unit
	
	

	56. Segregation of duties in roles and policies
	
	


6. Workflow

	Question


	Score
	Comments

	57. Is there ability to set up approvers at the role, policy and user levels?
	
	

	58. Is there is a web interface for approvers to log on and approve the transaction?
	
	

	59. Does your solution notify users and approvers?
	
	

	60. Does your support delegated approvals?
	
	

	61. Can the approval request be routed to another user, in the event one user is not available?  Can this be accomplished based on the time that the approval request has been outstanding?
	
	

	62. Does the Provisioning solution provide the ability to trigger workflows based on user data changes from the data feed sources?
	
	

	63. Does the Provisioning solution provide the ability for the approver to provide comments?
	
	


7. Password Management

	Question


	Score
	Comments

	64. Does your solution provide self service password reset capability?
	
	

	65. Does your solution provide self service password synchronization capability?
	
	

	66. Does your solution provide standard enforceable password policies?
	
	

	67. Does your solution provide the ability to set up password aging on target systems?
	
	

	68. Does your solution provide to perform a forced password reset?
	
	

	69. Does your solution provide the following functionality on the target systems:

· Password expiration

· Password format

· Password lockout due to inactivity

· Password number or re-uses


	
	


8. Delegated Administration

	Question


	Score
	Comments

	70. Provide an overview of your delegated administration capability
	
	

	71. Does your solution provide delegated password reset capability?
	
	

	72. Does your solution provide Delegated user administration capability by Business / Organization Unit?
	
	

	73. Does your solution provide Delegated ability to assign/remove roles from users
	
	

	74. Is it possible to define administrators that can only modify certain attributes of the user in the target systems?
	
	


9. Reports and Queries 

	Question


	Score
	Comments

	75. Does the provisioning system provide out of the box reports? Please provide a list.  Is it possible to make customized reports using standard reporting tools? Explain


	
	

	76. How is the data stored in the directory/database?  Is the data stored in attributes or as XML in the database?  Can SQL commands be run on the provisioning directory or database?  
	
	

	77. Reports on Roles, Policies and Users?
	
	

	78. Report on the users actual access at any point in time
	
	

	79. Reports by Business Units?
	
	

	80. Reports by application / platform / database?
	
	

	81. Report on what a user has access to vs. what a user should have access to (delta report)?
	
	

	82. Manager signoff reports – what do the users in a particular business unit have access to?
	
	

	83. Application signoff reports --which users have access to a particular application and what is their access within the application?
	
	

	84. Does the provisioning solution provide online signoff of roles, entitlements and compliance reports?
	
	


10. Training Overview

	Question


	Score
	Comments

	85. What type of training does your organization provide (e.g. ‘train the trainer’, Administration, Configuration, etc)?  Is this web based or classroom training?  Please provide details. 
	
	


11. Cost Overview

	Question


	Score
	Comments

	86. Please provide the cost of the solution – including software costs, professional services, training and maintenance for 3 years.  Please break up the professional services costs into all relevant components included but not limited to process re-engineering, role and policy definition, solution architecture design, installation, deployment in dev / stage / prod, training.  Professional services should include process reengineering, role definition, deployment of the role based user provisioning solution and training.  
	
	


12. Other Identity and Access Management Components 

	Question


	Score
	Comments

	87. Does your organization provide other access control including access control for client server, web and web services applications?  Are these products integrated out of box with your proposed provisioning solution?
	
	


13. Prior Client Vendor

	Question


	Score
	Comments

	88. Has your organization provided products/services to The Client Group in the past? If yes then please provide the product/service details.
	
	


14. Auditing

	Question


	Score
	Comments

	89. Does the Provisioning solution provide the ability to store audit logs in a central location or are they stored locally?  
	
	

	90. How can the Provisioning solution help this client meet regulatory requirements such as Sarbanes-Oxley?
	
	

	91. How the target systems’ audit logs are affected by your product?
	
	

	92. Formats of logs generated?
	
	

	93. How are logs protected (who or what can write and read the logs, integrity checking, encryption, etc.)?
	
	

	94. The action your Provisioning solution takes as logs approach maximum capacity and when a log experiences an overflow condition?
	
	

	95. Please explain your Provisioning solution’s audit and logging capabilities, including:
	
	

	96. Logging of the following events:  log in, log out, create account, remove account, modify account, suspend account, password changes, create role, remove role, workflow actions, workflow changes, error conditions.
	
	



