
SAP Approval Template for Middleware Teams
Limited-root BAU entries:

Team Name:  SAP/ERP IGA and Commercial Systems Management 

Software Products Supported: SAP, Websphere, Apache, TSM, DB2, Oracle, Sabrix, MQSeries, 
Filenet, Cognos, plus additional non-SAP products 

Middleware Sudo Project Focal Point: 
Product names, versions: SAP and related middleware products listed above

OS Platforms in scope for this request: AIX, HP-UX, Linux, Solaris, 

The following configuration details are to be used for management approvals, in Userid team re
quests, and change management records:

Paste this section into the Request Record(s) submitted to the Userid Management Team.

Middleware Team Name: SAP/ERP IGA and Commercial Systems Management 

Account:   

Servers:  

<attach specific list of server names before sending to the UNIX Admin team>

Users Affected (add rows as needed): 
	Userid
	Name
	Notes Mail Address
	Serial #
	Country Code

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


A- Standard BAU sudo entries:

#Note: to support the PAM safely, you will need to ask the SA to add a bit to the servers config and to the sudoers file

#You'll need to add these 2 lines to each id's .profile entries (Not to the /etc/profile)

#export PAM_SHELL=n

#readonly PAM_SHELL
#and you'll need to add these lines to your standard entries in sudoers.

Defaults:ALL   env_keep = PAM_SHELL
Cmnd_Alias IXOSCMND=/etc/rc.ixos,\

       /<:IXOS_INSTALL_PATH>/rc/S15DORA,\

       /<:IXOS_INSTALL_PATH>/rc/S17STORM,\

       /<:IXOS_INSTALL_PATH>/rc/S18BASE,\

       /<:IXOS_INSTALL_PATH>/bin/spawncmd

Cmnd_Alias PRINTCMND=/usr/bin/PAM mkpq,\  


/usr/bin/PAM rmpq,\


/usr/bin/PAM ps_lsvirprt,\


/usr/bin/PAM print,\


/usr/bin/PAM printer,\


/usr/bin/PAM rmque,\


/usr/bin/PAM spooler,\


/usr/bin/enq,\


/usr/bin/qchk,\


/usr/bin/qcan,\


/usr/bin/qcan -x *, \


/usr/bin/qcan -X *, \


/usr/bin/qadm,\


/usr/bin/qadm -U *, \


/usr/bin/qadm -D *, \


/usr/bin/qadm -K *, \


/usr/bin/qpri,\


/usr/bin/lprm,\


/usr/bin/stopsrc -s qdaemon,\  


/usr/bin/stopsrc -s lpd,\  


/usr/bin/startsrc -s qdaemon,\


/usr/bin/startsrc -s lpd,\


/bin/lpstat, /usr/bin/lpstat, \


/usr/sbin/lpshut,\


/usr/sbin/lpsched,\


/usr/sbin/lpmove, \


/bin/enable, /usr/bin/enable,\


/bin/disable, /usr/bin/disable,\ 


/bin/cancel, /usr/bin/cancel,\


/usr/sbin/rcancel, /usr/bin/rcancel, \


/usr/sbin/accept, \


/usr/sbin/reject, \


/usr/bin/hppi, \


/bin/lp, /sbin/init.d/lp, \


/usr/bin/lprm, \


/opt/hpnp/bin/jetadmin, \


sudoedit /etc/qconfig, \


sudoedit /etc/hosts, \


/usr/local/sbin/mkaixprt.sh, \ 


/usr/local/bin/mkaixprt.sh, \


/usr/local/bin/auto_check_printers  

#Note : the /sapcd* is generally used to hold installation software, but other filesystem names can be substituted per account requirements.

Cmnd_Alias SAPBASCMND= \


/usr/bin/find,\  


/bin/chmod [0-7][0-7][0-7] /usr/sap/*,
/usr/bin/chmod [0-7][0-7][0-7] /usr/sap/*,\


/bin/chmod [0-7][0-7][0-7] /sapmnt/*,
/usr/bin/chmod [0-7][0-7][0-7] /sapmnt/*,\


/bin/chmod [0-7][0-7][0-7] /oracle/*,
/usr/bin/chmod [0-7][0-7][0-7] /oracle/*,\


/bin/chmod [0-7][0-7][0-7] /db2/*,
/usr/bin/chmod [0-7][0-7][0-7] /db2/*,\


/bin/chmod [0-7][0-7][0-7] /sapcd*/*,
/usr/bin/chmod [0-7][0-7][0-7] /sapcd*/*,\


/bin/chmod -R [0-7][0-7][0-7] /usr/sap/*, /usr/bin/chmod -R [0-7][0-7][0-7] /usr/sap/*,\


/bin/chmod -R [0-7][0-7][0-7] /sapmnt/*,  /usr/bin/chmod -R [0-7][0-7][0-7] /sapmnt/*,\


/bin/chmod -R [0-7][0-7][0-7] /oracle/*,  /usr/bin/chmod -R [0-7][0-7][0-7] /oracle/*,\


/bin/chmod -R [0-7][0-7][0-7] /db2/*,     /usr/bin/chmod -R [0-7][0-7][0-7] /db2/*,\


/bin/chmod -R [0-7][0-7][0-7] /sapcd*/*,  /usr/bin/chmod -R [0-7][0-7][0-7] /sapcd*/*,\


/bin/chown [a-z]*adm /usr/sap/*, /usr/bin/chown [a-z]*adm /usr/sap/*,\


/bin/chown [a-z]*adm /sapmnt/*,  /usr/bin/chown [a-z]*adm /sapmnt/*,\


/bin/chown ora* /usr/sap/*,      /usr/bin/chown ora* /usr/sap/*,\


/bin/chown ora* /sapmnt/*,       /usr/bin/chown ora* /sapmnt/*,\


/bin/chown ora* /oracle/*,       /usr/bin/chown ora* /oracle/*,\


/bin/chown db2* /db2/*,          /usr/bin/chown db2* /db2/*,\


/bin/chown db2* /sapmnt/*,       /usr/bin/chown db2* /sapmnt/*,\


/bin/chown db2* /usr/sap/*,      /usr/bin/chown db2* /usr/sap/*,\


/bin/chown [a-z]*adm /sapcd*/*,  /usr/bin/chown [a-z]*adm /sapcd*/* ,\


/bin/chown -R [a-z]*adm /usr/sap/*, /usr/bin/chown -R [a-z]*adm /usr/sap/*,\


/bin/chown -R [a-z]*adm /sapmnt/*,  /usr/bin/chown -R [a-z]*adm /sapmnt/*,\


/bin/chown -R ora* /usr/sap/*,      /usr/bin/chown -R ora* /usr/sap/*,\


/bin/chown -R ora* /sapmnt/*,       /usr/bin/chown -R ora* /sapmnt/*,\


/bin/chown -R ora* /oracle/*,       /usr/bin/chown -R ora* /oracle/*,\


/bin/chown -R db2* /db2/*,          /usr/bin/chown -R db2* /db2/*,\


/bin/chown -R db2* /sapmnt/*,       /usr/bin/chown -R db2* /sapmnt/*,\


/bin/chown -R db2* /usr/sap/*,      /usr/bin/chown -R db2* /usr/sap/*,\


/bin/chown -R [a-z]*adm /sapcd*/*,  /usr/bin/chown -R [a-z]*adm /sapcd*/* ,\


/bin/chgrp db* /usr/sap/*,
/usr/bin/chgrp db* /usr/sap/*,\


/bin/chgrp sapsys /usr/sap/*,
/usr/bin/chgrp sapsys /usr/sap/*,\


/bin/chgrp db* /sapmnt/*,
/usr/bin/chgrp db* /sapmnt/*,\


/bin/chgrp sapsys /sapmnt/*,
/usr/bin/chgrp sapsys /sapmnt/*,\


/bin/chgrp dba /oracle/*,
/usr/bin/chgrp dba /oracle/*,\


/bin/chgrp db* /db2/*,  
/usr/bin/chgrp db* /db2/*,\


/bin/chgrp sapinst /sapcd*/* ,
/usr/bin/chgrp sapinst /sapcd*/* ,\


/bin/chgrp -R db* /usr/sap/*,
/usr/bin/chgrp -R db* /usr/sap/*,\


/bin/chgrp -R sapsys /usr/sap/*,/usr/bin/chgrp -R sapsys /usr/sap/*,\


/bin/chgrp -R db* /sapmnt/*,
/usr/bin/chgrp -R db* /sapmnt/*,\


/bin/chgrp -R sapsys /sapmnt/*,
/usr/bin/chgrp -R sapsys /sapmnt/*,\


/bin/chgrp -R dba /oracle/*,
/usr/bin/chgrp -R dba /oracle/*,\


/bin/chgrp -R db* /db2/*,
/usr/bin/chgrp -R db* /db2/*,\


/bin/chgrp -R sapinst /sapcd*/*,/usr/bin/chgrp -R sapinst /sapcd*/* ,\


/bin/cp /usr/sap/* /usr/sap/*,
/usr/bin/cp /usr/sap/* /usr/sap/*,\


/bin/cp /sapmnt/* /sapmnt/*,
/usr/bin/cp /sapmnt/* /sapmnt/*,\


/bin/cp /oracle/* /oracle/*,
/usr/bin/cp /oracle/* /oracle/*,\


/bin/cp /db2/* /db2/*,  
/usr/bin/cp /db2/* /db2/*,\


/bin/cp /sapcd*/* /sapcd*/*,
/usr/bin/cp /sapcd*/* /sapcd*/*,\


/bin/cp -pr /usr/sap/* /usr/sap/*,
/usr/bin/cp -pr /usr/sap/* /usr/sap/*,\


/bin/cp -pr /sapmnt/* /sapmnt/*,
/usr/bin/cp -pr /sapmnt/* /sapmnt/*,\


/bin/cp -pr /oracle/* /oracle/*,
/usr/bin/cp -pr /oracle/* /oracle/*,\


/bin/cp -pr /db2/* /db2/*,      
/usr/bin/cp -pr /db2/* /db2/*,\


/bin/cp -pr /sapcd*/* /sapcd*/*,
/usr/bin/cp -pr /sapcd*/* /sapcd*/*,\


/bin/mv /usr/sap/* /usr/sap/*,
/usr/bin/mv /usr/sap/* /usr/sap/*,\


/bin/mv /sapmnt/* /sapmnt/*,
/usr/bin/mv /sapmnt/* /sapmnt/*,\


/bin/mv /oracle/* /oracle/*,
/usr/bin/mv /oracle/* /oracle/*,\


/bin/mv /db2/* /db2/*,  
/usr/bin/mv /db2/* /db2/*,\


/bin/mv /sapcd*/* /sapcd*/*,
/usr/bin/mv /sapcd*/* /sapcd*/*,\


/bin/tar -c* *.tar /usr/sap/*,
/usr/bin/tar -c* *.tar /usr/sap/*,\


/bin/tar -c* *.tar /sapmnt/*,
/usr/bin/tar -c* *.tar /sapmnt/*,\


/bin/tar -c* *.tar /oracle/*,
/usr/bin/tar -c* *.tar /oracle/*,\


/bin/tar -c* *.tar /db2/*,
/usr/bin/tar -c* *.tar /db2/*,\


/bin/tar -c* *.tar /sapcd*/* ,
/usr/bin/tar -c* *.tar /sapcd*/* ,\


/bin/tar -t* *.tar ,
/usr/bin/tar -t* *.tar ,\


/bin/tar -x* *.tar /usr/sap/*,
/usr/bin/tar -x* *.tar /usr/sap/*,\


/bin/tar -x* *.tar /sapmnt/*,
/usr/bin/tar -x* *.tar /sapmnt/*,\


/bin/tar -x* *.tar /oracle/*,
/usr/bin/tar -x* *.tar /oracle/*,\


/bin/tar -x* *.tar /db2/*,
/usr/bin/tar -x* *.tar /db2/*,\


/bin/tar -x* *.tar /sapcd*/* ,
/usr/bin/tar -x* *.tar /sapcd*/* ,\


/bin/gzip /usr/sap/*, /usr/bin/gzip /usr/sap/*, \


/bin/gzip /sapmnt/*,  /usr/bin/gzip /sapmnt/*, \


/bin/gzip /oracle/*,  /usr/bin/gzip /oracle/*,\


/bin/gzip /db2/*,     /usr/bin/gzip /db2/*,\


/bin/gzip /sapcd*/*,  /usr/bin/gzip /sapcd*/*,\


/bin/cat /usr/sap/*,
/usr/bin/cat /usr/sap/*,\


/bin/cat /sapmnt/*,
/usr/bin/cat /sapmnt/*,\


/bin/cat /oracle/*,
/usr/bin/cat /oracle/*,\


/bin/cat /db2/*,
/usr/bin/cat /db2/*,\


/bin/cat /sapcd*/*,
/usr/bin/cat /sapcd*/*,\


/bin/head /usr/sap/*,
/usr/bin/head /usr/sap/*,\


/bin/head /sapmnt/*,
/usr/bin/head /sapmnt/*,\


/bin/head /oracle/*,
/usr/bin/head /oracle/*,\


/bin/head /db2/*,
/usr/bin/head /db2/*,\


/bin/head /sapcd*/* ,
/usr/bin/head /sapcd*/* ,\


/bin/tail * /usr/sap/*,
/usr/bin/tail * /usr/sap/*,\


/bin/tail * /sapmnt/*,
/usr/bin/tail * /sapmnt/*,\


/bin/tail * /oracle/*,
/usr/bin/tail * /oracle/*,\


/bin/tail * /db2/*,
/usr/bin/tail * /db2/*,\


/bin/tail * /sapcd*/* ,
/usr/bin/tail */sapcd*/* ,\


/bin/ln -s /usr/sap/* *,/usr/bin/ln -s /usr/sap/* *,\


/bin/ln -s /sapmnt/* *,
/usr/bin/ln -s /sapmnt/* *,\


/bin/ln -s /oracle/* *,
/usr/bin/ln -s /oracle/* *,\


/bin/ln -s /db2/* *,
/usr/bin/ln -s /db2/* *,\


/bin/ln -s /sapcd*/* *,
/usr/bin/ln -s /sapcd*/* *,\


/bin/rm /usr/sap/*,
/usr/bin/rm /usr/sap/*,\


/bin/rm /sapmnt/*,
/usr/bin/rm /sapmnt/*,\


/bin/rm /oracle/*,
/usr/bin/rm /oracle/*,\


/bin/rm /db2/*, 
/usr/bin/rm /db2/*,\


/bin/rm /sapcd*/* ,
/usr/bin/rm /sapcd*/* ,\


/bin/uncompress /usr/sap/*, /usr/bin/uncompress /usr/sap/*, \


/bin/uncompress /sapmnt/*,  /usr/bin/uncompress /sapmnt/*, \


/bin/uncompress /oracle/*,  /usr/bin/uncompress /oracle/*,\


/bin/uncompress /db2/*,     /usr/bin/uncompress /db2/*,\


/bin/uncompress /sapcd*/*,  /usr/bin/uncompress /sapcd*/*,\


/bin/unrar /usr/sap/*,/usr/bin/unrar /usr/sap/*,/usr/sbin/unrar /usr/sap/*, \


/bin/unrar /sapmnt/*, /usr/bin/unrar /sapmnt/*, /usr/sbin/unrar /sapmnt/*,\


/bin/unrar /oracle/*, /usr/bin/unrar /oracle/*, /usr/sbin/unrar /oracle/*,\


/bin/unrar /db2/*,    /usr/bin/unrar /db2/*,    /usr/sbin/unrar /db2/*,\


/bin/unrar /sapcd*/*, /usr/bin/unrar /sapcd*/*, /usr/sbin/unrar /sapcd*/*,\


/bin/ls, /usr/bin/ls, \

  
/etc/lsfs,\


/bin/env "", /usr/bin/env "", \


sudoedit /etc/services,\  


sudoedit /etc/hosts,\


/bin/kill, /usr/bin/kill,\

      /bin/mount /usr/sap/*, /usr/sbin/mount /usr/sap/*,\

      /bin/mount /sapmnt/*, /usr/sbin/mount /sapmnt/*,\

      /bin/mount /oracle/*, /usr/sbin/mount /oracle/*,\

      /bin/mount /db2/*, /usr/sbin/mount /db2/*,\

      /bin/mount /sapcd*, /usr/sbin/mount /sapcd*,\

      /bin/umount /usr/sap/*, /usr/sbin/umount /usr/sap/*,\

      /bin/umount /sapmnt/*, /usr/sbin/umount /sapmnt/*,\

      /bin/umount /oracle/*, /usr/sbin/umount /oracle/*,\

      /bin/umount /db2/*, /usr/sbin/umount /db2/*,\

      /bin/umount /sapcd*, /usr/sbin/umount /sapcd*,\


/usr/sbin/wall,\


/usr/bin/lsof, /usr/sbin/lsof, \


/usr/bin/lsof64, /usr/sbin/lsof64, \

 
/bin/sar, /usr/sbin/sar,\


/bin/top, /usr/bin/top,\


/usr/bin/topas,\


/usr/bin/tprof,\


/usr/bin/filemon, \


/usr/bin/trcstop,\


/usr/samples/kernel/vmtune,\


/usr/sbin/aioo, \


/usr/sbin/ioo, \


/usr/sbin/vmo, \


/usr/bin/svmon,\


/usr/sbin/dmesg,\


/bin/du, /usr/bin/du, \


/bin/fuser, /usr/sbin/fuser, /etc/fuser, \


/usr/bin/dsmc, \


/usr/tivoli/tsm/client/ba/bin/dsmc, \


/usr/tivoli/tsm/client/ba/bin/dsmadmc, \


/usr/tivoli/tsm/client/ba/bin64/dsmc, \


/usr/tivoli/tsm/client/ba/bin64/dsmadmc, \


/bin/chmod [0-7][0-7][0-7] /var/log/tsm ,\


/bin/chmod [0-7][0-7][0-7] /var/log/tsm/*,\


/bin/chgrp sapsys /var/log/tsm ,\


/bin/chgrp sapsys /var/log/tsm/*,\


/opt/Tivoli/lcf/dat/1/lcfd.sh *,\


/usr/bin/lsuser *, !/usr/bin/lsuser root \


/usr/bin/lsuser -a account_locked *,\


/usr/sbin/lsuser -a login *,\


/usr/sbin/lsuser -a rlogin *,\


/usr/bin/who /etc/security/failedlogin, \


sudoedit /usr/local/saprouter/saprouttab, \


/usr/local/saprouter/saprouter -n, \


/usr/sbin/slibclean, \


/usr/bin/ipcrm, \


/usr/bin/ipcs, \


/sysadmin/scripts/get_cpu_mem_info,\ 


/bin/crontab -l, /usr/bin/crontab -l,\


/bin/crontab -v, /usr/bin/crontab -v, \


/sapmnt/[!'..']*/exe/sapwebdisp, \


/sapwebdisp/sapwebdisp, \


/usr/sap/hostctrl/exe/saphostexec, \


/etc/rc.d/init.d/sapinit start,\


/etc/rc.d/init.d/sapinit stop,\


/etc/rc.d/init.d/sapinit status,\


/etc/rc.d/init.d/sapinit restart,\


/usr/bin/who /etc/security/failedlogin ,\


/usr/bin/cat /etc/security/limits ,\


!/bin/cat  /* *,!/bin/cat *..*, !/bin/cat *./*,  \


!/bin/chgrp * /* *,!/bin/chgrp *..*, !/bin/chgrp *./*,  \


!/bin/chmod * /* *,!/bin/chmod *..*, !/bin/chmod *./*,  \


!/bin/chown * /* *,!/bin/chown *..*, !/bin/chown *./*,  \


!/bin/*compress  /* *,!/bin/*compress *..*, !/bin/*compress *./*,  \


!/bin/cp  /*  /* *,!/bin/cp *..*, !/bin/cp *./*,  \


!/bin/cp * /*  /* *,!/bin/cp *..*, !/bin/cp *./*,  \

        !/bin/env *, \


!/bin/find * -exec *, !/bin/find * -ok *,\


!/bin/head  /* *,!/bin/head *..*, !/bin/head *./*,  \


!/bin/ln /* /* *,!/bin/ln *..*, !/bin/ln *./*, \


!/bin/ln * /* /* *,!/bin/ln *..*, !/bin/ln *./*,  \


!/bin/mv /* * /* *,!/bin/mv *..*, !/bin/mv *./*,  \


!/bin/rm  /* *,!/bin/rm *..*, !/bin/rm *./*,  \


!/bin/tail  /* *,!/bin/tail *..*, !/bin/tail *./*,  \


!/bin/tail -* /* *,!/bin/tail *..*, !/bin/tail *./*,  \


!/bin/tar * /* * /* *,!/bin/tar *..*, !/bin/tar *./*, \


!/usr/bin/cat  /* *,!/usr/bin/cat *..*, !/usr/bin/cat *./*,  \


!/usr/bin/chgrp * /* *,!/usr/bin/chgrp *..*, !/usr/bin/chgrp *./*,  \


!/usr/bin/chmod * /* *,!/usr/bin/chmod *..*, !/usr/bin/chmod *./*,  \


!/usr/bin/chown * /* *,!/usr/bin/chown *..*, !/usr/bin/chown *./*,  \


!/usr/bin/*compress  /* *,!/usr/bin/*compress *..*, !/usr/bin/*compress *./*,  \


!/usr/bin/cp  /*  /* *,!/usr/bin/cp *..*, !/usr/bin/cp *./*,  \


!/usr/bin/cp * /*  /* *,!/usr/bin/cp *..*, !/usr/bin/cp *./*,  \

        !/usr/bin/env *, \


!/usr/bin/find * -exec *, !/usr/bin/find * -ok *,\


!/bin/gzip * /* *,!/bin/gzip *..*, !/bin/gzip *./*,  \


!/usr/bin/head  /* *,!/usr/bin/head *..*, !/usr/bin/head *./*,  \


!/usr/bin/ln /* /* *,!/usr/bin/ln *..*, !/usr/bin/ln *./*, \


!/usr/bin/ln * /* /* *,!/usr/bin/ln *..*, !/usr/bin/ln *./*,  \


!/usr/bin/mv /* * /* *,!/usr/bin/mv *..*, !/usr/bin/mv *./*,  \


!/usr/bin/rm  /* *,!/usr/bin/rm *..*, !/usr/bin/rm *./*,  \


!/usr/bin/tail  /* *,!/usr/bin/tail *..*, !/usr/bin/tail *./*,  \


!/usr/bin/tail -* /* *,!/usr/bin/tail *..*, !/bin/usr/tail *./*,  \


!/usr/bin/tar * /* * /* *,!/usr/bin/tar *..*, !/usr/bin/tar *./*, \


!/bin/mount  /* *,!/bin/mount *..*, !/bin/mount *./*,  \


!/bin/umount  /* *,!/bin/umount *..*, !/bin/umount *./*

#IBM Http Server - Use section for IHS Middleware posted on the Sudo Compliance Wiki

#Cmnd_Alias APACHECMND = \

#IBM WebSphere - Use section for WAS Middleware posted on the Sudo Compliance Wiki

#Cmnd_Alias WASCMND = \

#MQSeries - Use sections for WAS, WMB, and MQSeries Middleware posted on the Sudo Compliance Wiki

#Cmnd_Alias MQCMND = \

#These commands must be run as application IDs and not run as root

Cmnd_Alias MQR3LINKCMND = \


/home/mqm/scripts/r3link/start_r3link ,\



/home/mqm/scripts/r3link/stop_r3link ,\


/home/mqm/scripts/wmq/tools/resend_badmsgs, \  


/var/mqm/mqtools/qload 

#Oracle - Use section for the Oracle Middleware posted on the Sudo Compliance Wiki

#Cmnd_Alias ORADBACMND

#DB2 - Use section for DB2 Middleware posted on the Sudo Compliance Wiki

#Cmnd_Alias DB2DBACMND= 

#Gentran

Cmnd_Alias GTRANCMND= \


/usr/local/bin/start_edi, \  


/usr/local/bin/stop_edi, \


/usr/local/bin/start_edi_all, \


/usr/local/bin/stop_edi_all, \

  
/usr/local/bin/stop_edi_kill

#Mercator and dmplus

Cmnd_Alias WMSCMND= /usr/bin/su - merc,\


/usr/bin/su - wrmqa,\


/usr/bin/su - wrmpr,\


/usr/bin/su - wrmdv,\


/usr/bin/su - wmsqa,\


/usr/bin/su - wmspr,\


/usr/bin/su - wmsdv,\


/usr/bin/topas,\


/usr/local/sbin/start-stay-linked,\  


/usr/bin/stay-linked/kill.stay-linked.sh,\ 


/usr/local/sbin/zap-oracle 

#Mercator

Cmnd_Alias WMSAPPCMND= /usr/bin/su - merc,\


/usr/bin/chown merc /int/*,\


/usr/bin/chown -R merc /int/*,\


/usr/bin/chgrp merc /int/*,\


/usr/bin/chgrp -R merc /int/*,\


!/usr/bin/chown * /* *,!/usr/bin/chown *..*, !/usr/bin/chown *./*,  \


!/usr/bin/chgrp * /* *,!/usr/bin/chgrp *..*, !/usr/bin/chgrp *./*

Cmnd_Alias DATASTAGECMND= \


/bin/chmod [0-7][0-7][0-7] /datastage/*,\


/bin/chmod -R [0-7][0-7][0-7] /datastage/*,\


/bin/chown [a-z]*adm /datastage/*,\


/bin/chown -R [a-z]*adm /datastage/*,\


/bin/chgrp <:DS_GROUP> /datastage/*,\


/bin/chgrp -R <:DS_GROUP> /datastage/*,\


/bin/chgrp sapsys /datastage/*,\


/bin/chgrp -R sapsys /datastage/*,\


!/bin/chmod * /* *,!/bin/chmod *..*, !/bin/chmod *./*,  \


!/bin/chown * /* *,!/bin/chown *..*, !/bin/chown *./*,  \


!/bin/chgrp * /* *,!/bin/chgrp *..*, !/bin/chgrp *./*

Cmnd_Alias SAPIFACECMND= \


/bin/chmod [0-7][0-7][0-7] /<:INTERFACE_DIR>/*,\


/bin/chmod -R [0-7][0-7][0-7] /<:INTERFACE_DIR>/*,\


/bin/chown [a-z]*adm /<:INTERFACE_DIR>/*,\


/bin/chown -R [a-z]*adm /<:INTERFACE_DIR>/*,\


/bin/chgrp  <:INTERFACE_GROUP> /<:INTERFACE_DIR>/*,\


/bin/chgrp sapsys /<:INTERFACE_DIR>/*,\


/bin/chgrp -R <:INTERFACE_GROUP> /<:INTERFACE_DIR>/*,\


/bin/chgrp -R sapsys /<:INTERFACE_DIR>/*,\


!/bin/chmod * /* *,!/bin/chmod *..*, !/bin/chmod *./*,  \


!/bin/chown * /* *,!/bin/chown *..*, !/bin/chown *./*,  \


!/bin/chgrp * /* *,!/bin/chgrp *..*, !/bin/chgrp *./*

#JAC/SCM Collector

Cmnd_Alias CONFCMND= \


/usr/bin/cat /usr/local/tools/JAC/*,\


/usr/bin/cp /usr/local/tools/JAC/* /usr/local/tools/JAC/*,\


/usr/bin/ls * /usr/local/tools/JAC/* ,\


/usr/bin/mv /usr/local/tools/JAC/* /usr/local/tools/JAC/*,\


/usr/bin/rm /usr/local/tools/JAC/* ,\


sudoedit /usr/local/tools/JAC/* ,\


/usr/local/tools/JAC/rc.jac * ,\ 


!/usr/bin/cat  /* *,!/usr/bin/cat *..*, !/usr/bin/cat *./*,  \


!/usr/bin/cp  /*  /* *,!/usr/bin/cp *..*, !/usr/bin/cp *./*,  \


!/usr/bin/ls  * /* *,!/usr/bin/ls *..*, !/usr/bin/ls *./*, \


!/usr/bin/mv /* * /* *,!/usr/bin/mv *..*, !/usr/bin/mv *./*,  \


!/usr/bin/rm  /* *,!/usr/bin/rm *..*, !/usr/bin/rm *./*,  \


!sudoedit  /* *,!sudoedit *..*, !sudoedit *./*

#Content Manager

#Should also include command assignments from the IHS/Apache and WebSphere templates

Cmnd_Alias CONTMGRCMND = \


/usr/bin/chown rmadmin /usr/lpp/icm/config/setprocenv.sh ,\


/usr/bin/chown rmadmin /usr/lpp/icm/config/setprocenv.sh.old ,\


/opt/IBM/CMeClient/Save/startIDMServer.sh ,\


/opt/IBM/CMeClient/Save/stopIDMServer.sh ,\


/usr/bin/chown -R rmadmin /usr/WebSphere/AppServer/installedApps/csehap018/icmrm.ear/usr/bin/ ,\


/usr/bin/chown -R rmadmin /usr/WebSphere/AppServer/installedApps/csehap018/icmrm.ear ,\


/etc/rc.d/init.d/rc.cm start, \


/etc/rc.d/init.d/rc.cm stop, \


/etc/rc.d/init.d/rc.cm restart, \



/usr/bin/who /etc/security/failedlogin ,\


/usr/bin/du * ,\


/usr/bin/cat /etc/security/limits, \


/usr/local/bin/StartCM.sh,\


/usr/local/bin/StopCM.sh,\


/usr/local/bin/CM_Check_Passwords.sh,\


/usr/local/bin/CM_Fix_WAS_File_Perm.sh,\


/usr/local/bin/TSM_backup.sh,\


/usr/local/bin/Non_roobvg_TSM_backup.sh,\


/usr/local/bin/RMI_Link_Logs.sh,\


sudoedit /usr/local/bin/TSM_*Exclude,\


sudoedit /usr/local/bin/TSM_*Include

#Commonstore for SAP 8.3 and IBM Content Collector

Cmnd_Alias CSTORECMND = \


sudoedit /usr/tivoli/tsm/client/api/bin/dsm.sys ,\


sudoedit /usr/tivoli/tsm/client/api/bin/dsm.opt ,\


sudoedit /usr/tivoli/tsm/client/api/bin64/dsm.sys ,\


sudoedit /usr/tivoli/tsm/client/api/bin64/dsm.opt ,\


/usr/bin/dsmc * ,\


/usr/bin/who /etc/security/failedlogin ,\


/usr/bin/du * ,\


/usr/bin/cat /etc/security/limits,\ 


/usr/local/bin/StartCM.sh,\


/usr/local/bin/StopCM.sh,\


/usr/local/bin/CM_Check_Passwords.sh,\


/usr/local/bin/CM_Fix_WAS_File_Perm.sh,\


/usr/local/bin/TSM_backup.sh,\


/usr/local/bin/Non_roobvg_TSM_backup.sh,\


/usr/local/bin/RMI_Link_Logs.sh,\


sudoedit /usr/local/bin/TSM_*Exclude,\


sudoedit /usr/local/bin/TSM_*Include

#Message Plus Open

Cmnd_Alias MPOPENCMND = \


/msgplus/Startsnmp.sh, \  


/usr/sbin/snmpinfo -m dump -c msgplus -v faxdomain , \ 


sudoedit /etc/snmpd.conf, \ 


sudoedit /etc/snmpd.peer, \


sudoedit /etc/snmpdv3.conf, \


/usr/bin/cat /etc/mib.defs.old /msgplus/snmp/faxplus.obj,  \


/usr/bin/tee /msgplus/snmp/mib.defs, \


/usr/sbin/mosy -o /msgplus/snmp/faxplus.obj /msgplus/snmp/faxplus.mib, \


/usr/bin/cp /msgplus/snmp/mib.defs /etc/mib.defs, \


/usr/bin/startsrc -s snmpd, \ 


/usr/bin/stopsrc -s snmpd, \


/usr/bin/su - msgplus

# Command Alias for SAP Accelerated Application Delivery

# Specifically for the SAP AccAD application/appliance

# Info provided by Joel Menard at SAP ( joel.menard@sap.com )

Cmnd_Alias ACCADCMND= \


/bin/adow-cmd.pl,\


/bin/date,\


/usr/local/vl/base/bin/get_links_info,\


/usr/local/vl/base/bin/inst_adm,\


/bin/kill,\


/usr/bin/killall,\


/sbin/poweroff,\


/usr/local/vl/base/bin/reload_reflection_policy,\


/sbin/restart,\


/sbin/service,\


/sbin/shutdown,\


/usr/local/vl/base/scripts/vl_adow_ctrl,\


/usr/local/vl/base/scripts/vl_monitor.pl,\


/usr/local/vl/base/scripts/vl_odop-dns-high-availability.pl,\


/usr/local/vl/base/scripts/vl_upload_to_sfe.pl

# Userids who need the AccAD commands

# Both admin & apache users need the AccAD commands

<:admin>     ACCAD_HOSTS=(ALL) NOPASSWD: ACCADCMND

<:apache>    ACCAD_HOSTS=(ALL) NOPASSWD: ACCADCMND

#Allowed Userid Switches

Cmnd_Alias SAPSUENV=/usr/bin/su - [a-z]*adm *,\


/usr/bin/su - [a-z]*adm, \


/usr/bin/su - sap*, \


/usr/bin/su - sap*db

Cmnd_Alias ORASUENV = /usr/bin/su - ora* *,\


/usr/bin/su - ora*

Cmnd_Alias DB2SUENV = /usr/bin/su - db2* *,\


/usr/bin/su - db2* ,\


/usr/bin/su - dasusr*

Cmnd_Alias FNSUENV = /usr/bin/su - fnsw *,\


/usr/bin/su - fnsw

Cmnd_Alias FLASHSUENV=/usr/bin/su - flashid *,/usr/bin/su - flashid

Cmnd_Alias MSTRATSUENV=/usr/bin/su - microstg

Cmnd_Alias MONITORSUENV=/usr/bin/su - monitor

Cmnd_Alias PSOFTSUENV = /usr/bin/su - psoft,\

       
/usr/bin/su - people

Cmnd_Alias CMSUENV = /usr/bin/su - ctmagent,\


/usr/bin/su - ctmagent *,\


/usr/bin/su - controlm,\


/usr/bin/su - controlm *,\


/usr/bin/su - emuser,\


/usr/bin/su - emuser *

Cmnd_Alias COGNOSADMSUENV = /usr/bin/su - c8user, \


/usr/bin/su - c8suppt, \


/usr/bin/su - cognos

Cmnd_Alias COGNOSSUPSUENV = /usr/bin/su - c8suppt

#As required for separation of duties

Cmnd_Alias UAWEBSUENV=/usr/bin/su - <:WASUSERS> ,\


/usr/bin/su - <:IHSUSERS> ,\


/usr/bin/su - <:DB2USERS> ,\


/usr/bin/su - uaweb

Cmnd_Alias CMVCC2SUENV=/usr/bin/su - dcemvs ,\


/usr/bin/su - firewall ,\


/usr/bin/su - os390pok ,\


/usr/bin/su - s390cdsa ,\


/usr/bin/su - s390nsec ,\


/usr/bin/su - s390pdir ,\


/usr/bin/su - s390ta ,\


/usr/bin/su - ssl ,\


/usr/bin/su - vmid

Cmnd_Alias RATIONALSUENV = /usr/bin/su - vobadmin ,\


/usr/bin/su - gmadmin ,\


/usr/bin/su - rwp

Cmnd_Alias CMVCSUENV=/usr/bin/su - yamato ,\


/usr/bin/su - lacmvc ,\


/usr/bin/su - bpcdev ,\


/usr/bin/su - ccu ,\


/usr/bin/su - common ,\


/usr/bin/su - escape ,\


/usr/bin/su - pscid ,\


/usr/bin/su - wcu ,\


/usr/bin/su - support ,\


/usr/bin/su - helpdesk ,\


/usr/bin/su - ausbo ,\


/usr/bin/su - pcclab ,\


/usr/bin/su - uaweb ,\


/usr/bin/su - mareskdb ,\


/usr/bin/su - chpdb ,\


/usr/bin/su - cignadb ,\


/usr/bin/su - gmcarsdb ,\


/usr/bin/su - gmlordb ,\


/usr/bin/su - nascodb ,\


/usr/bin/su - reqprodb ,\


/usr/bin/su - scmdb

Cmnd_Alias CONTMGRSUENV = \


/usr/bin/su - icmadmin ,\


/usr/bin/su - rmadmin ,\


/usr/bin/su - rmadmin2 ,\


/usr/bin/su - ibmcmadm ,\


/usr/bin/su - icmconct

Cmnd_Alias CSTORESUENV = \


/usr/bin/su - cstore ,\


/usr/bin/su - cs<:INSTANCE>, \


/usr/bin/su - iccsap

#Choose only those command aliases that apply to your account

%SAPBAU  ALL = IXOSCMND , PRINTCMND , SAPBASCMND , APACHECMND , WASCMND , MQCMND , MQR3LINKCMND , ORADBACMND , DB2DBACMND , GTRANCMND , WMSCMND , WMSAPPCMND , DATASTAGECMND , SAPIFACECMND , CONFCMND , CONTMGRCMND, CSTORECMND , MPOPENCMND , ACCADCMND , SAPSUENV , ORASUENV ,DB2SUENV , FNSUENV, FLASHSUENV , MSTRATSUENV, MONITORSUENV, PSOFTSUENV, CMSUENV, COGNOSADMSUENV , COGNOSSUPSUENV , UAWEBSUENV, CMVCC2SUENV , RATIONALSUENV, CMVCSUENV, CONTMGRSUENV, CSTORESUENV

B- Standard “Change/Installation Window” entries:

#In Scheduled change windows only

# Justification: The SAP support group requires this access to support

# build/installations, upgrades, enhancement packs, redirected restores, 

# kernel patches, and some ITCS104 healthchecks.

Cmnd_Alias SAPBASINSTCMND= \  


/igs/bin/CpKernel,\   


/sapmnt/[!'..']*/exe/saproot.sh, \  


/usr/sap/[!'..']*/SYS/exe/run/saproot.sh, \


/usr/bin/su -

#In Scheduled change windows only

Cmnd_Alias DB2DBAINSTCMND=\  


<:DB2_INSTALLER_PATH>/db2_install ,\


<:DB2_INSTALLER_PATH>/install_fixpack ,\


<:DB2_INSTALLER_PATH>/installFixPack ,\


<:DB2_INSTALLER_PATH>/db2_deinstall ,\


/opt/IBM/db2/[!'..']*/install/db2_deinstall ,\


/opt/IBM/db2/[!'..']*/adm/db2licm ,\


<:DB2_INSTANCE_PATH>/db2icrt  ,\


<:DB2_INSTANCE_PATH>/db2iupdt  ,\


<:DB2_INSTANCE_PATH>/db2imigr ,\


<:DB2_INSTANCE_PATH>/db2idrop  ,\


<:DB2_INSTANCE_PATH>/db2updt ,\


/sapcd*/[!'..']*/db2_install ,\


/sapcd*/[!'..']*/db2setup ,\


/sapcd*/[!'..']*/db2prereqcheck

%SAPMAINT ALL =  SAPBASINSTCMND,  DB2DBAINSTCMND


