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SUMMARY OF CHANGES

April 2010

This is the twelfth release of this checklist.

Check WA000-WI6082 from the IIS 6 installation checklist was updated to correct an invalid parameter setting. It was changed from 1 to 0.

Check WA000-WI6084 from the IIS 6 installation checklist was updated to allow for a missing registry key.
No changes to the IIS 5 site or installation checklists were made, although the version number was updated to match the release of the IIS checklist package.

June 2009

This is the eleventh release of this checklist

Check WG080 was updated with a note for ColdFusion.

Check WG260 was updated to correct spelling errors.

Check WG410 was updated to make this documentable for MS SharePoint.

April 2009

This is the tenth release of this checklist.  

Check WG080 was updated with a note for the JAVA compiler for Oracle.

Check WG145 was updated to add a note for OCSP.

Check WG205 was updated to correct a problem with the MAC/Conf assignement.

Check WG265 was updated with the new DoD Warning Banner information, to include the option for character limited situations.

Check WG300 was updated with new file , specifically: inetmgr.exe, urlscan permissions, and added a note for syswow64 directories.

Check WG340 was updated to correct a spelling error in a registry key.

Check WG342 was updated to correct a spelling error in a registry key.

Check WG410 was updated to add a note for virtual directories.

July 2008

This is the ninth release of this checklist.  The May release was pulled shortly after release due to a problem with the checklist missing data in the check fields. In addition to the May changes, the following update was made:

Check WG265 was updated with the new DoD Warning Banner information.

May 2008

This is the eighth release of this checklist.  There were numerous editing corrections to this version to correct typographical errors and to clarify check procedures in addition to the following updates:

WG200 – Updated check procedure to eliminate confusion.

WG340 – The validation procedures for changes for SSL version.

WG342 - The validation procedures for changes for SSL version.

January 2008

This is the seventh release of this checklist.  There were editing corrections to this version to correct typographical errors in addition to the following updates:

WG300 – The list of IIS related files were updated to correct reported issues with permissions.

November 2007

This is the sixth release of this checklist.  There were numerous editing corrections to this version to correct typographical errors in addition to the following updates:
WA000-WI050: Added a specific IIS 6 check procedure.

WA220: Removed from the checklist, duplication of existing check.

WG110: Verbiage changed from server to site.

WG190: Added Windows specific check procedure.

WG205: Clarified requirement to reflect a separate partition is required vs. separate directory.

WG237: Severity code changed from a Cat I to a Cat II to be consistent with other technologies.

WG300: Updated the files addressed in the check procedure.

WG420: Retargeted the check from Installation to Site.

WG620: Removed from the checklist, duplication of O/S check.

September 2007

This is the fifth release of this checklist.  Changes in this released included wording corrections to check procedures for reported typographical errors. 

July 2007

This is the fourth release of this checklist.  Changes in this released included wording corrections to check procedures for reported typographical errors. 

May 2007
Changes in this released included wording corrections to check procedures for reported typographical errors.
April 2007

This is the initial release of this checklist.  The previous checklist provided coverage for all versions of Microsoft IIS.  This document will focus on Microsoft IIS.  There will be specific sections to address the coverage of IIS 6.0 and IIS 5.0.  Each product will have both an installation and site checklist.
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1.  Microsoft Internet Information Server
1.1  Current Releases

Microsoft Internet Information Server (IIS) is a Web server currently licensed and distributed to the DoD by the Microsoft Corporation. Versions of this product include IIS 5.0, 5.1 and 6.0. IIS  5.x is distributed with Windows 2000 server. IIS 6.0 is distributed with Windows Server 2003 and will operate on Windows Server 2003 only. As these Web servers are very closely related in form and function many of the requirements in this checklist will apply to all three Web server software platforms.  Additional IIS 6.0 requirements are included as part of the IIS 6 Site and Installation sections of the checklist.
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2. SRR
2.1 Overview

The Web Server SRR targets conditions that undermine the integrity of security, contribute to inefficient security operations and administration, or may lead to interruption of production operations.  The items reviewed are based on standards and requirements published by DISA in the Web Server STIG.  
DISA Field Security Operations has assigned a level of urgency to each finding based on Chief Information Officer (CIO) established criteria for certification and accreditation.  All findings are based on regulations and guidelines.  All findings require correction by the host organization. 

2.2 Organization of the Checklist

The Web Server Checklist and Procedures document is composed of six sections.  The organizational breakdown is as follows:

	Section 1
	Microsoft IIS

	
	This section contains the specific product information for an IIS web server that were not addressed in the Web Server STIG.

	Section 2
	Microsoft IIS Checklist SRR Overview

	
	This section provides an overview of the SRR process for a Microsoft IIS web server.

	Section 3
	Microsoft IIS Server 5.0 Installation Checklist

	
	This section documents the procedures that instruct the reviewer on how to perform an SRR for the IIS installation using the Gold Disk for Microsoft IIS Server or manual procedures, and how to interpret the resulting information for vulnerabilities.  This section is performed once for the web server.

	Section 4
	Microsoft IIS Server 5.0 Site Checklist

	
	This section documents the procedures that instruct the reviewer on how to perform an SRR for the IIS site using the Gold Disk for Microsoft IIS Server or manual procedures, and how to interpret the resulting information for vulnerabilities.  This section is performed once for each site installed on the web server.

	Section 5
	Microsoft IIS Server 6.0 Installation Checklist

	
	This section documents the procedures that instruct the reviewer on how to perform an SRR for the IIS installation using the Gold Disk for Microsoft IIS Server or manual procedures, and how to interpret the resulting information for vulnerabilities.  This section is performed once for the web server.

	Section 6
	Microsoft IIS Server 6.0 Site Checklist

	
	This section documents the procedures that instruct the reviewer on how to perform an SRR for the IIS site using the Gold Disk for Microsoft IIS Server or manual procedures, and how to interpret the resulting information for vulnerabilities.  This section is performed once for each site installed on the web server.


This document is effective as of September 21, 2007.  All STIG and IAVM compliance requirements on or before this date are to be in compliance with the STIG and IAVM Alert, Bulletin, and Technical Advisories.  Any STIG and IAVM updates after this date are required, but will not be checked for compliance as part of the web SRR.  IIS IAVM compliance will be checked as part of the Operating System SRR.   

2.3 Review Method

To perform a successful Security Readiness Review (SRR) this document provides the methods to assess vulnerabilities on Microsoft IIS.  Manual procedures should be performed if the SRR tools are not available, if they are not permitted, or if there is a discrepancy in the tools’ reporting.

2.4 IIS SRR Reviews Using Gold Disk Version 2.0

This release of the Gold Disk Version 2.0 supports IIS 4.0, 5.0, and 6.0 running on Windows 2000 and higher.  Gold Disk Version 2.0 has the ability to create reports in the VMS 6.0 (XML) import formats.  

In VMS 6.0, vulnerabilities are separated as applicable to the installation and sites.  Resultantly, each installation of a web server will be identified in VMS and vulnerabilities will be identified and reported against each of these installations along with the associated web sites. 
2.5 Referenced Documents

The following table enumerates the documents and resources consulted:

	Date
	Document Description

	11 December 2006
	Web Server Security Technical Implementation Guide V6R1


2.6 VMS Procedures

2.6.1 VMS Process Guide for Reviewers

1. For each host system supporting a web server at least one occurrence of a web server installation and one occurrence of a web site of the same type and version (IIS, Apache,etc.) must be defined.  See the asset creation instructions for the host asset to create the host asset.  Asset verification/creation must be completed before entering review results for the web server.  Multiple IP and MAC addresses may exist for an asset.  Tool results may be imported as long as those addresses found by the tool are matched in the asset identification.  The scripts will capture only one of each type of address.  The engine/instance name is the unique name given to a specific engine/instance provided by the SA. The site name is the unique name given to a specific site provided by the SA. The reviewer must choose an engine/instance to associate with the site using a pull down menu. 

· Access VMS 6.0 Web Application 

· Click ‘Asset Finding Maint.’

· Click ‘Assets / Findings’

· Expand ‘Visits’

· Expand the correct Folder under ‘Visits’

· Continue expanding folders until you reach the ‘Computing’ folder

· Expand ‘Computing’ 

· Expand ‘Must Review’

· Click the Asset which data is to be imported

· Click the ‘Asset Identification’ tab to confirm:

· I.P. Address

· MAC Address

· Click the ‘Asset Posture’ tab to confirm:

· Application

· Web Server

· Web Server Vendor

· Web Server Instance name must match the import file.

First XML IDENTIFIER input tag: 

<TARGET>

<TARGET_KEY>151</TARGET_KEY>

<TARGET_DESCRIP>IIS Installation 6</TARGET_DESCRIP>

<IDENTIFIER>IIS-Installation1</IDENTIFIER>

· Web Server Site name must match the import file.

Second XML IDENTIFIER input tag:

<TARGET>

<TARGET_KEY>154</TARGET_KEY>

<TARGET_DESCRIP> IIS Site 6</TARGET_DESCRIP>

<IDENTIFIER>www.sitename.com</IDENTIFIER>
2. If the asset is not registered, create asset. 

· Access VMS 6.0 Web Application 

· Click ‘Asset Finding Maint.’

· Click ‘Assets / Findings’

· Expand ‘Visits’

· Expand the correct Folder under ‘Visits’

· Continue expanding folders until you reach the ‘Computing’ folder

· Click the yellow folder icon located at the right of ‘Computing’

· Input data on ‘General’ tab

· Click the ‘Asset Identification’ tab

· Enter I.P. Address, which must match the import file.

· Click ‘Add’

· Enter MAC Address, which must match the import file.

· Click ‘Add’

· Click the ‘Asset Posture’ tab

· Expand ‘Computing’

· Expand ‘Application’

· Expand ‘Web Server’

· Expand the Appropriate Vendor, Instance and Site

· Ensure Instance and Site match the import file.

· Once site is entered choose Instance to be associated from pull down menu

· Click ‘>>’

· Click ‘Save’

3. Conduct the review using the Gold Disk and save the xml file, which should be “vms6x.xml”.  You can change it to something that makes sense for the system you are reviewing.
4. For example: ”iis-installation1.xml”  

5. Import the xml file into VMS.

· Access VMS 6.0 Web Application 

· Click ‘Asset Finding Maint.’

· Click ‘Assets / Findings’

· Expand ‘Visits’

· Expand the correct Folder under ‘Visits’

· Continue expanding folders until you reach the ‘Computing’ folder

· Click the blue XML arrow icon located at the right of ‘Computing’

· Click the ‘Browse’ button

· Click the import file

· Click the ‘Open’ button

· Click the ‘Submit’ button

6. If necessary, manually key results into VMS.

· Access VMS 6.0 Web Application 

· Click ‘Asset Finding Maint.’

· Click ‘Assets / Findings’

· Expand ‘Visits’

· Expand the correct Folder under ‘Visits’

· Continue expanding folders until you reach the ‘Computing’ folder 

· Expand ‘Computing’ 

· Expand ‘Must Review’

· Expand the correct asset

· Expand correct WEB vendor/instance or site

· Click the vulnerability to be modified 

· Edit desired data

· Click ‘Save’ 

· (Repeat as necessary)

2.6.2 VMS Process Guide for System Administrators

1. Ensure that the asset is registered in VMS under the correct organization. Ensure that the asset has been assigned an operating system (O.S.). If the O.S. is Microsoft Windows the O.S. must also be assigned a role (ex. Domain Controller, Member Server, etc.). The asset must have at least a web server installation and at least one website.  The engine/instance name is the unique name given to a specific engine/instance provided by the SA. The site name is the unique name given to a specific site provided by the SA. The reviewer must choose an engine/instance to associate with the site using a pull down menu. The asset must also have the IP and MAC address assigned. The engine/instance, site, IP address, MAC address and Asset Name must be identical to their associated XML tags in the “vms6x.xml” output file. These descriptions are captured during the execution of the Gold Disk.

· Access VMS 6.0 Web Application 

· Click ‘Asset Finding Maint.’

· Click ‘Assets / Findings’

· Expand ‘By Location’

· Expand the correct Location

· Expand ‘Computing’ 

· Click the Asset which data is to be imported

· Click the ‘Asset Identification’ tab to confirm:

· I.P. Address

· MAC Address

· Click the ‘Asset Posture’ tab to confirm:

· Application

· Web Server

· Web Server Vendor

· Web Server Instance name must match the import file.

First XML IDENTIFIER input tag: 

<TARGET>

<TARGET_KEY>151</TARGET_KEY>

<TARGET_DESCRIP>Apache Instance 2.x</TARGET_DESCRIP>

<IDENTIFIER> IIS-Installation1</IDENTIFIER>

· Web Server Site name must match the import file.

Second XML IDENTIFIER input tag:

<TARGET>

<TARGET_KEY>154</TARGET_KEY>

<TARGET_DESCRIP> IIS Site 6</TARGET_DESCRIP>

<IDENTIFIER>www.sitename.com</IDENTIFIER>
2. If the asset is not registered, create asset. 

· Access VMS 6.0 Web Application 

· Click ‘Asset Finding Maint.’

· Click ‘Assets / Findings’

· Expand ‘By Location’

· Expand the correct Location

· Click the yellow folder icon located at the right of ‘Computing’

· Input data on ‘General’ tab

· Click the ‘Asset Identification’ tab

· Enter I.P. Address, which must match the import file.

· Click ‘Add’

· Enter MAC Address, which must match the import file.

· Click ‘Add’

· Click the ‘Asset Posture’ tab

· Expand ‘Computing’

· Expand ‘Application’

· Expand ‘Web Server’

· Expand the Appropriate Vendor, Instance and Site

· Ensure Instance and Site match the import file.

· Once site is entered choose Instance to be associated from pull down menu

· Click ‘>>’

· Click ‘Save’

3. Conduct the review using the Gold Disk and save the xml file, which should be “vms6x.xml”. 

4. For example:  ”iis-installation1.xml”
5. Import the xml file into VMS.

· Access VMS 6.0 Web Application 

· Click ‘Asset Finding Maint.’

· Click ‘Assets / Findings’

· Expand ‘By Location’

· Expand the correct Location

· Click the blue XML arrow icon located at the right of ‘Computing’

· Click the ‘Browse’ button

· Click the import file

· Click the ‘Open’ button

· Click the ‘Submit’ button

6. If necessary, manually key results into VMS.

· Access VMS 6.0 Web Application 

· Click ‘Asset Finding Maint.’

· Click ‘Assets / Findings’

· Expand ‘By Location’

· Expand the correct Location

· Expand ‘Computing’ 

· Expand the correct asset

· Expand correct WEB vendor/instance or site

· Click the vulnerability to be modified 

· Edit desired data

· Click ‘Save’ 

· (Repeat as necessary)
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