This document is provided without warranty, always vet out what works best for you and your organization.

Security Sendmail Standards

Requirements and Implementations

File and Directory Permissions

· /, /var, and /var/spool directories

· Should be owned by the superuser.

· Should have the permissions user=read, write, execute; group=read, execute; world=read, execute

· /etc and /etc/mail directories

· Should be owned by the superuser.

· Should have the permissions user=read, write, execute; group=read, execute; world=read, execute

· /etc/mail/aliases file

· Should be owned by the superuser.

· Should have the permissions user=read,write; group=0; world=0.

· Ensure that no application or script that trusts all input is “aliased” (i.e., included in the

· aliases file).

· Ensure that the aliases file is only writable by root.

· Ensure that directory and directory path of the aliases file is protected.

Sendmail Behavior for Gateways

· Disable Mail Relay; ensure the /etc/mail/relay_domains file is populated with the proper domain names which mail will be routed.  Alternatively, use access.db. Sendmail server should not be configured as open relay server. 

· Configure Sendmail to not divulge version information through the banner by editing the SmtpGreetingMessage to not include version variables $v and $V.  In addition, consider using GOAWAY as the greeting message.

· Set the undeliverable Timeout to 6 hours, OT6h; the default value is 3 days.

· Privacy Options

· Disable EXPN functionality by using the noexpn flag to avoid enumeration of users.

· Disable VRFY functionality by using the novrfy flag to avoid validation of users.

· Disable .forward forwarding of mails to non-Corporate mailboxes.

· Sendmail servers must be managed and monitored by ITIO. (i.e., sendmail should not be installed or enabled on user workstations to relay mail)

· Sendmail demon must be monitored for up/down state for ensuring efficient delivery of messages.

· Test all patches and upgrades before implementation. Test and patch the server in timely manner (within 15 days of patch release).

· Sendmail must be used as SMTP gateway only. The SMTP gateway has no useraccounts, does not allow user login or per-user forwarding, and does not perform any local delivery of mail. Sendmail is configured to simply accept SMTP connections from any source and to make SMTP connections to specific servers within the organization's protected network. Since there is no local delivery of mail, sendmail doesn't even need to run SGID.

· Server hardening is as important as the the security of sendmail so ensure that sendmail is installed on a suitably hardened Unix platform.

Sendmail Behavior for Internal Application/Development Scenarios

The most of the Sendmail requirements for internal Application/Development scenarios are same as Gateway implementation. The deviations only are listed below.

· The Sendmail configuration on the hosting server will only accept mail on the local loopback interface.  The hosting server will not accept mail connections over the network.

· If required, can have useraccounts and mailboxes created. The best practice is to keep the mailboxes on the separate server from the hosting server.

· Mail Relay: The Sendmail configuration on the hosting server will connect only to the IT approved mail relay servers; it will not connect directly to any other internal or external systems.

The Sendmail instances must be managed & monitored by IT Platform Services/UnixOps.

Logging

1.1. The default location for mail error logs defined by the syslog facility is /var/log/maillog..  Store error logs in a remote, centralized location.  Otherwise, specify /var/syslog or /var/maillog as the error log location on a separate partition.  

1.2. Logs should not be overwritten until they have been securely archived.

1.3. Logs must be stored on the host for one month and offline for at least six months or as defined by corporate log retention policy.

1.4. Logs should be accessible only to authorized person. Normal server user should not have access to logs.

Exceptions under this policy must be detailed in a Risk Acceptance form approved by the System/Application Business Owner, a Executive Lines of Business representative and the IT Custodian and the Information Security Compliance Organization.
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