
Introduction 
The Symantec Control Compliance Suite (CCS) will enable you to measure your enterprise servers against corporate IT standards, industry best practice configurations, and regulatory requirements using pass or fail scoring. The Technical Standards packs that embody these checks are developed by Symantec security experts and based on material from the Center for Internet Security, Symantec research and from other trusted sources. In addition, the CCS will allow Symantec to create its own best practice configurations based on internal “trusted systems.” By using the Microsoft terminal services, the users will be able to access CCS from anywhere within the Symantec environment without complex installation routines on client computers.
In summary, the CCS will enable Symantec to:

1. Compare server configurations with industry-standard best practices

2. Create custom best practices based on internal “trusted systems”

3. Provide detailed instructions on remediation of out-of-compliance servers

4. Automate compliance assessment

5. Demonstrate due care for compliance with Government regulations

6. Map regulations to best practice frameworks and to the Policies that support the control elements within the framework

7. Manage and deploy organizational policies and track acknowledgment of distributed policies

8. Identify gaps in addressing regulatory compliance

9. Summarize data in high level views and trending based on business unit, geographical location and area of responsibility

The CCS is composed of multiple components that work together to interact with the user, collect and store data and displays it to the user. Below is the description of these components:
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Component Descriptions

CCS-Information Server (CCS-IS)

The CCS-IS is the core of the CCS infrastructure. It request, collects, stores, and processes data retrieved from the IT infrastructure. CCS administrators can also operate a CCS product “snap-in” (Windows, UNIX etc) from the Console. The types of tasks processed by the Information Server are queries, baselines, task lists and scheduled items. 

RMS console

The CCS RMS console is installed a snap-in to the Microsoft Management Console (MMC). It acts as a user interface to the CCS for configuring CCS environment and running ad hoc queries. The architecture allows multiple RMS consoles connected to the CCS-IS (not displayed in the Conceptual Architecture).

Compliance Manager 

The Compliance Manager acquires data from the enterprise network and then compares that to standards set up for the enterprise. Resource objects in enterprise Pass or Fail Standards

Policy Manager

Policy Manager provides Control Statements that are mapped to regulations and frameworks, which helps to determine the existing gaps in the current policies. It also helps in effectively managing a Policy's life cycle, from creation to user acceptance to evidencing control effectiveness

Dashboards 

Dashboards allow analysis and viewing security assessment details. Specifically, Dashboards provides the ability to:

Create custom views of data for each user

Summarize results from a large number of systems into logical groupings representing a geographical or business unit breakdown

Quickly identify and manage the objects that have failed

Show historical results to current results to report results by trending

CCS Client

The CCS Client is the user interface for the CCS Server. Multiple clients can simultaneously connect to the CCS Server, each performing a different activity. The CCS Client and the CCS Server communicate using a TCP/IP session

CCS Server

The CCS Server is the hub of the Control Compliance Suite. It interacts with users through the CCS Client and it manages data storage and job queues in the CCS database.
The CCS Server can share a host machine with the CCS Database and the CCS

Job Server or it can be hosted on a dedicated machine.

CCS Job Server
The CCS Job Server imports data from CCS-IS and external data sources to the CCS Database for use in the Compliance Manager and Policy Manager.

CCS Database

The CCS Database stores CCS information including data collection jobs to be performed by the CCS Job Server, and the information about policies, standards, and checks. In addition, it stores the results of jobs performed by the Job Server. The CCS Server retrieves stored information from the database and retransmits it to users via the CCS Client or the CCS Web Portal. The CCS Database requires Microsoft SQL Server. The CCS must have a single CCS Database. This database can be hosted locally or remotely

CCS Web Portal

The CCS Web Portal is used by the Policy Manager to allow policies to be distributed to end users. In addition, it collects responses to those policies. The web portal communicates with the CCS Server, which retrieves needed policy information from the database and transmits it to the Web Portal for display. The Web Portal requires Microsoft Internet Information Server (IIS), and can share a host machine with the CCS Server, or it can run on a machine which hosts the IIS Server. 

CCS Data Sources

CCS Data Sources retrieve information from the enterprise network. The data sources include
· CCS-Information Servers, which host:

· CCS for Windows

· CCS for UNIX

· CCS for NetWare

· CCS for NDS® eDirectory

· CCS for Microsoft® SQL Server

· CCS for Oracle
· Etc…
· Properly formatted text files on Server Message Block (SMB) shares containing

· data for Policy Manager

· Properly formatted tables in Microsoft SQL Server databases containing data for

· Policy Manager.

· The CCS for Windows conceptually includes the master and slave query engines and the Data Collection Agents
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