This document is provided without warranty, always vet out what works best for you and your organization.

Scope

This standard applies to all corporate equipment and data, including Corporate customer data, whether located at a Corporate facility or a third party facility, and whether handled by Corporate employees, or Corporate contractors, vendors, third party service providers, or their staff or agents.  This standard also applies to all wholly owned and partially owned subsidiaries.

The guidance in this standard shall be considered the minimum acceptable requirements for the use of TrueCrypt File Encryption.  This standard sets forth expectations across the entire organization.  Additional guidance and control measures may apply to certain areas of Corporate.  This standard shall not be construed to limit application of more stringent requirements where justified by business needs or assessed risks. 

TrueCrypt File Encryption Standard

Corporate’s business functions rely upon the integrity, confidentiality, and availability of its computer systems and the information assets stored within them.   Responsibilities and procedures for the management, operation and security of all information processing facilities must be established.  This standard supports the stated objectives.

To achieve the objective of Data Security, at a Windows End Point, we prescribe the use of TrueCrypt. TrueCrypt is a Free, Open Source, on the fly encryption package which can be used to create encrypted Files or Partitions on a Microsoft Windows Operating System.

The Power of TrueCrypt is its ability to secure data, to the highest means with the least overhead. 

Note: If you forget or lose your password, the Data stored in the encrypted volumes will not be recoverable. The Encryption algorithm cannot be easily broken.

Roles and Responsibilities

The End User is solely responsible for the management of the use of these defined tools.

The Chief Information Security Officer has overall responsibility for security standard, and in conjunction with the Information Security Department will be responsible for defining, implementing, managing, monitoring and reviewing compliance with the Electronic Messaging Standard.

The Information Security Department will assist End Users in assessing, defining, implementing, managing and monitoring appropriate controls and security measures. 

The Information Security Department will audit and review the adequacy of controls and security measures in place to measure and enforce conformance to this standard.

Use Cases

The use of TrueCrypt is not intended for full system encryption, either at Disk or File Level.

TrueCrypt is to be used to fullfil a requirement for data Security whilst working on specific projects, for which the standard IT Supplied and managed file security is not sufficient, this includes File Transport.

Local storage of Highly Sensitive files. If these files are stored on SharePoint, you will need to redirect your whole “My Documents” folder to the encrypted volume

One time packaging of Encrypted files for Secure transportation.

This includes transportation using insecure means, like FTP or courier and

Transportation using secure means, like SFTP, HTTPS etc.

All Confidential and higher rated Data leaving Corporate must be encrypted both at rest [this solution] and in where possible in motion [SFTP etc]

Outlook PST file Encryption

Requirements and Implementations

TrueCrypt can be obtained by visiting www.truecrypt.org. This document is based on the use of version 7.1a
Obtaining and Installing the Software

Visit www.truecrypt.com
Browse to the “Downloads” section and download the version for your Operating System, i.e. Windows XP / Vista / Windows 7 or MAC or UNIX.

Save the file to a know location on your machine.

When the download completes, run the TrueCrypt installation file from the downloaded location.

Review the license Terms, and proceed if you Accept them.

Select the “Install” option, then accept the defaults.

 Restart your system when you are ready to do so.

Creating a Volume to use as an Encrypted Drive

The first step is to create yourself a Volume, which is an Encrypted file on your Hard Disk, which will be viewed as a Drive in Windows Explorer.

From the TrueCrypt Application, click the button “create Volume”. This will open the Wizard.

Choose the first option, “Create a file container”, and click Next to proceed. 

DO NOT choose either option to Encrypt a System Partition or Create a volume within a Non System Partition, these options could cause irreparable damage to your system if not considered carefully.

Choose the option for a Standard TrueCrypt Volume.

DO NOT create a hidden volume, this should be considered reserved for IT Professionals only.

Normal Encrypted Volumes should suffice for 99% of Data Protection scenarios within the Enterprise community.

Create a Volume Location, by clicking the “Select File” button.

Volume location SHOULD be in your “My Documents” folder location

Must NOT be named “encrypted”, “secure”, “safe”, “confidential” or any other tag which could highlight the files intended purpose.

Ensure the “Never Save History” option is selected.

Next to proceed

 Encryption algorithm MUST be set to AES. 

AES provides a suitable level of Security, while ensuring system overhead is limited.

The Hash Algorithm should be selected as SHA-512

Define a File Size for the Container file.

Consider this the same as drive size, i.e. USB Stick, 2Gb = 2000Mb

Consider the size requirements, for your secure document storage, you should not need to place Application files, and non confidential files in this location.

DO NOT make this file larger than 2000Mb, Windows is unable to work effectively with files larger than 2 Gb

Volume Password

Should at a minimum meet the Corporate Password Policy Controls but ideally

Longer than 20 Characters

Contain Uppercase and Lowercase letters

Contain Numeric characters

Contain Special Characters

Ensure that you can remember this password, without it, the data is lost and unrecoverable.

DO NOT write the password down on paper, or in a text file on your system.

If you think you will have trouble remembering the password, Install and use KeePass or Password Safe. [see separate Standards]

Both applications can generate a secure password for your encrypted volume.

Do Not use Keyfiles, this should be considered for Advanced users only.

Volume Format

Filesystem should be FAT

Cluster Size should be left at Default

DO NOT make this a Dynamic volume

Click “Format” when ready, wait for Format to complete.

Volume Created, Click Exit

Mounting a Volume

From the TrueCrypt Application, select the desired Drive letter you would like to use as your Secure Storage drive.

Click desired drive to highlight your choice.

Then click “Select File” to use a file as the Volume. Browse to the file you created above, which should be stored in your “My Documents” location.

Click “Mount”

You will be prompted for the password you defined above. You may need to retrieve this from KeePass or Password Safe.

In the TrueCrypt application, your drive should now be shown as mounted, with details about the volume file chosen.

Open Windows Explorer. You should now have a new Drive Letter available, this drive is your “Secure Storage” location.

You can Exit TrueCrypt, this will minimize the application to the taskbar, but will not close it.

If you Shut Down TrueCrypt, your mounted folder will no longer be available.

Using a Mounted Volume

You can only access the data within your Encrypted file while it is mounted as a drive in Windows. If you shut down TrueCrypt, this volume will be closed and inaccessible.

While the volume is mounted, you use just as you would any other media device, i.e. Floppy Disk, USB Pen Drive, in the fact it is visible through Windows Explorer, and all your applications can access it.

Once your drive is mounted, we suggest you copy all documents which are considered Highly Confidential and Confidential to this newly created volume, and removed from their original location.

Redirecting “My Documents” to the Mounted Volume

If your use case is to store all your Documents created, in an encrypted folder, instead of just for once off or irregular fiel transfers, it may be prudent to change the location of your “My Documents” folder.

Open Windows Explorer

In Windows XP, browse to your “MyDocuments” folder

In Windows Vista, browse to your “Documents” folder.

Right Click the “My Documents” or “Documents” folder and select “Properties”

Click on the “location” tab

Ensure your Encrypted Volme  is mounted

Replace the default “C:\Users\first_lastname\Documents” with the drive letter of your mounted volume, i.e. z:\

Click Ok, your new default “My Documents” location is your encrypted volume

Note:  None of your documents will be accessible until you mount the drive with TrueCrypt.

Backing up the Encrypted Data

Once all your important documents are placed within the Encrypted file, backups are achieved simply by copying the Volume/ File created above to the backup media. DO NOT copy individual files out of the encrypted volume to a backup media, this will result in the files being transferred in an unencrypted state.

The data within the encrypted volume cannot be retrieved without the password used to create the volume. If this password is lost or forgotten, the data will be lost as well.

Exceptions under this policy must be detailed in a Risk Acceptance form approved by the System/Application Business Owner, a Executive Lines of Business representative and the IT Custodian and the Information Security Compliance Department.

