



VMS Level Certification Checklist

VMS policy information for Account Integrity

     [ ] Access Restrictions

     [x] Duplicate UICs

     [ ] Privileged Accounts

     [ ] System Level UIC Accounts

     [ ] Privileged Classes

     [x] Home Directories

     [x] Include DISUSERed Accounts

     [x] Standard Accounts

     [x] SYSGEN Parameters

     [ ] Check for New, Changed and Deleted Users

     [ ] Check for New, Changed and Deleted Identifiers

VMS policy information for File Attributes

     [x] Check File Ownership

     [x] Check File Protections

     [x] Check File Creation Time

     [x] Check File Modification Time

     [x] Check File Size

     [x] Perform Cyclic Redundancy Check (CRC)

     [x] Do Not Report Files with Increased Protection

VMS policy information for File Find

     [ ] Files with ACLs

     [ ] Files with Corrupted ACLs

     [x] Hidden Directories

     [ ] Files with Unbalanced Protection

     [ ] Misowned Files

     [x] Files with Undefined Owners

     [ ] Check Reserved Files

     [ ] read access

     [ ] write access

     [ ] execute access

     [ ] delete access

     [ ] Files Must Have All Specified WORLD Accesses

     [ ] read access

     [ ] write access

     [ ] execute access

     [ ] delete access

     [ ] Files Must Have All Specified GROUP Accesses

VMS policy information for Login Parameters

     [x] Disabled Accounts

     [x] Expired Accounts

     [ ] Captive Accounts

     [ ] Restricted Accounts

     [x] Account Flags

     [x] Login Failures

     [x] Stale Interact

     [x] Stale Non-interact

     [ ] Stale Accounts

     [x] Unused Interact

     [x] Unused Non-interact

     [x] Unused Accounts

     [ ] SYSGEN Parameters

     [ ] Include DISUSERed Accounts

VMS policy information for Network Integrity

     [x] DECnet Proxies

     [x] DECnet Objects

VMS policy information for Password Strength

     [x] No Password

     [ ] No Secondary

     [x] Password Dictionary

     [x] Password History

     [x] Password Length

     [x] Password Lifetime

     [ ] Include DISUSERed Accounts

     [x] Guess User Passwords

     [x] Password = Wordlist Word

     [x] Reverse Words

     [ ] Include Prefix

     [ ] Include Suffix

     [ ] Check Secondary Password

VMS policy information for System Auditing

     [x] Accounting

     [ ] Authorization Auditing

     [ ] Authorization Alarms

     [ ] Install Auditing

     [ ] Install Alarms

     [ ] Mount Auditing

     [ ] Mount Alarms

     [ ] ACL Auditing

     [ ] ACL Alarms

     [x] Break-in

     [ ] File Access

     [x] Login Failures

     [x] Logins

VMS policy information for System Mail

     [x] User Mail Files

     [x] Include DISUSERed Accounts

     [x] System Mail Objects

VMS policy information for User Files

     [x] User Directories

     [ ] Login Command Procedures

     [ ] Command Procedures

     [ ] All User Files

     [ ] Misowned Default Directory

     [ ] Files Which are WORLD Writable/Deletable

     [x] Hidden Directories

     [ ] Process User List

     [ ] Include DISUSERed Accounts

VMS Level-2 Certification Checklist

VMS policy information for Account Integrity

     [x] Access Restrictions

     [x] Duplicate UICs

     [x] Privileged Accounts

     [x] System Level UIC Accounts

     [x] Privileged Classes

     [x] Home Directories

     [x] Include DISUSERed Accounts

     [x] Standard Accounts

     [x] SYSGEN Parameters

     [ ] Check for New, Changed and Deleted Users

     [ ] Check for New, Changed and Deleted Identifiers

VMS policy information for File Access

     [ ] Files which Allow READ Access

     [x] Files which Allow WRITE Access

     [x] Files which Allow EXECUTE Access

     [x] Files which Allow DELETE Access

     [x] Files which Allow CONTROL Access

     [ ] List Only Files Accessible Via All Specified Accesses

     [ ] Include Privileged Users

VMS policy information for File Attributes

     [x] Check File Ownership

     [x] Check File Protections

     [x] Check File Creation Time

     [x] Check File Modification Time

     [x] Check File Size

     [x] Perform Cyclic Redundancy Check (CRC)

     [x] Do Not Report Files with Increased Protection

VMS policy information for File Find

     [ ] Files with ACLs

     [x] Files with Corrupted ACLs

     [x] Hidden Directories

     [ ] Files with Unbalanced Protection

     [x] Misowned Files

     [x] Files with Undefined Owners

     [x] Check Reserved Files

     [ ] read access

     [x] write access

     [ ] execute access

     [x] delete access

     [ ] Files Must Have All Specified WORLD Accesses

     [ ] read access

     [x] write access

     [ ] execute access

     [x] delete access

     [ ] Files Must Have All Specified GROUP Accesses

VMS policy information for Login Parameters

     [x] Disabled Accounts

     [x] Expired Accounts

     [x] Captive Accounts

     [x] Restricted Accounts

     [x] Account Flags

     [x] Login Failures

     [x] Stale Interact

     [x] Stale Non-interact

     [x] Stale Accounts

     [x] Unused Interact

     [x] Unused Non-interact

     [x] Unused Accounts

     [x] SYSGEN Parameters

     [x] Include DISUSERed Accounts

VMS policy information for Network Integrity

     [x] DECnet Proxies

     [x] DECnet Objects

VMS policy information for Object Integrity

     [x] System Rights Identifiers Check

     [x] Ungranted Rights Identifiers Check

     [x] System Logical Name Tables Check

     [x] Check Disk Owner

     [x] Check Volume Owner (OpenVMS 6.X and later)

     [x] Check Disk Protection

     [x] Check Volume Protection (OpenVMS 6.X and later)

     [x] Check Disks for Highwater Marking

     [x] Check Disks for Erase on Delete Setting

VMS policy information for Password Strength

     [x] No Password

     [ ] No Secondary

     [x] Password Dictionary

     [x] Password History

     [x] Password Length

     [x] Password Lifetime

     [x] Include DISUSERed Accounts

     [x] Guess User Passwords

     [x] Password = Wordlist Word

     [x] Reverse Words

     [ ] Include Prefix

     [ ] Include Suffix

     [ ] Check Secondary Password

VMS policy information for Startup Files

           
sys$sysroot:[sys$startup]*.*;

           
sys$sysroot:[sysmgr]vmsimages.dat;

           
sys$sysroot:[sysmgr]systartup_v5.com;

           
sys$sysroot:[sysmgr]systartup_vms.com;

           
sys$sysroot:[sysmgr]sypagswpfiles.com;

           
sys$sysroot:[sysmgr]syconfig.com;

           
sys$sysroot:[sysmgr]sylogicals.com;

           
sys$sysroot:[sysmgr]sysecurity.com;

           
sys$sysroot:[sysmgr]syshutdwn.com;

VMS policy information for System Auditing

     [x] Accounting

     [x] Authorization Auditing

     [x] Authorization Alarms

     [x] Install Auditing

     [x] Install Alarms

     [ ] Mount Auditing

     [ ] Mount Alarms

     [x] ACL Auditing

     [ ] ACL Alarms

     [x] Break-in

     [ ] File Access

     [x] Login Failures

     [x] Logins

VMS policy information for System Mail

     [x] User Mail Files

     [x] Include DISUSERed Accounts

     [x] System Mail Objects

VMS policy information for System Queues

     [x] Check Print Queues

     [x] Check Batch Queues

VMS policy information for User Files

     [x] User Directories

     [ ] Login Command Procedures

     [ ] Command Procedures

     [x] All User Files

     [x] Misowned Default Directory

     [x] Files Which are WORLD Writable/Deletable

     [x] Hidden Directories

     [ ] Process User List

     [x] Include DISUSERed Accounts


