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System
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Requirements

Project Requirements

Business value of distributed data access: 

· Reduces overhead and reliance upon security team to manage reporting tasks

· Allows security team to delegate and empower organization to take ownership with security information

· In the end, this provides greater buy-in from business side to security processes

Functional requirements

1. Scalable, On Demand Web-Based Architecture 

2. Web User Interface

3. Secure & Fully Redundant Operations

4. Continuously Updated Knowledgebase

5. Internet Remote Scanners – External Perimeter Scanning

6. Scanner Appliances – Internal Network Scanning

7. Consolidated, Canned and on demand Reporting 

8. Vulnerability Management: Platform Integration

	Req. ID
	Requirement Description
	Supplier Response

	
	The product must have an agentless architecture or agentless discovery and assessment capabilities
	

	
	Does the product have a mobile scanner (consultant scanner) capability, please describe
	

	
	Describe external Scan capabilities
	

	
	The product must have an asset identification capability, describe methods for identifying assets
	

	
	Ping Sweep
	

	
	TCP Scan, can port range be customized 
	

	
	UDP Scan, can port range be customized
	

	
	ICMP
	

	
	ARP / RARP
	

	
	Describe any other methods used
	

	
	The product must support the importing of asset data from 3rd party sources, list suppliers
	

	
	Active Directory
	

	
	DHCP Servers
	

	
	NIS / NIS+ Servers
	

	
	Asset database (describe detail supported platform)
	

	
	CSV file
	

	
	Flat text file
	

	
	XML file
	

	
	Describe other methods
	

	
	The product should have the ability to interact with 3rd party network equipment to retrieve locally connected devices (If this feature is due for future release, specify the timeline), please describe methods used.
	

	
	Network Switches (describe brand / product / OS version)
	

	
	Wireless Access Points (describe brand / product / OS version)
	

	
	Routers (describe brand / product / OS version)
	

	
	Firewalls (describe brand / product / OS version)
	

	
	IDS / IPS (describe brand / product / OS version)
	

	
	Describe other network equipments
	

	
	The product must have built-in logic to identify hosts by the combination of host properties, not just by their IP addresses. (DHCP-aware network discovery)  Please describe methods used.
	

	
	The product should be able to combine multiple interfaces (such as LAN NIC and Wireless) to single asset
	

	
	Does the product have the ability to detect assets passively, describe methods used
	

	
	The product must have the ability to classify the identified assets and assign a value and owner
	


Operational Management

Suppliers are to:

· Indicate methodology of obtaining the specified requirement including a detailed process map. 

· Provide a fully detailed implementation plan, to include the framework, timescales in days from award of the contract to start up and the milestones required to reach the minimum Service level.

Provide details of both national and local account management support and liaison, which will be committed if successful in gaining the business.  

· A proposal for an escalation procedure in the event of disputes or service 

· Details of “Value Added Services” which must include but not be restricted to:

· Direct Customer liaison including initial and ongoing surveys.

· Cost reduction initiatives

· Continuous improvement of the contract

· Use of technology - such as E-Commerce

Out of hours service (if applicable)

Suppliers are to:

· Detail the process to obtain out of hours emergency service

· Confirm normal hours of working

Vendor Certification:

Provide specific details on vendor certifications
Support and Maintenance

· Suppliers are to specify and detail the warranty period and services included in the warranty.

· Suppliers are to confirm their ability to offer support and maintenance for the duration that the solution is in use.
· Suppliers are to describe how support will be provided for the system including cover period, coverage around the world, response and fix times, escalation procedures, provision of new releases and versions etc.

Management reports

· Suppliers are to supply Samples of Management Reports available as standard and those which can be specially requested.

Change Control

· Suppliers are to describe the way in which they would handle and document any changes to the requirement in the event that they were successful.

Acceptance

Suppliers are to include in the response the minimum acceptance tests required for introduction of each module into operational service.

1. Suppliers are to include in the proposed tests at least the three areas listed below:
a) System Functionality Tests

b) Designed to prove every significant function and when completed the system should be capable of providing the intended operational service.

c) System Performance Tests

d) Designed to probe capacity, throughput and response times

e) User Acceptance Tests

f) This is the final level of testing performed by the end user utilising representative business processing scripts.

2. Tests are to be designed to enable the acceptance of all specified parameters.

3. The proposed tests must state the expected results of each one of the tests.

4. Suppliers are to state the requirements to run the tests, that is hardware and software, manpower availability for professional services.

5. Suppliers are to state the criteria for accepting, that is classification of severity of errors, failure / acceptance due to severity.

6. Suppliers are to state procedures for retesting in the event of not meeting acceptance criteria.

7. Suppliers are to state any other activities required by them to reach acceptance of the proposed solution.

8. Suppliers are to confirm that documented evidence of the tests results will be provided upon completion of the tests.

Sub-Contractors

Suppliers are to identify any work to be sub-contracted.

A list of names and addresses of potential sub-contractors should be included in the response.

Company Development

Suppliers are to detail its recent and future capital expenditure on research into, or advancements in, the use of Internet technology. If possible, the Suppliers shall detail how it proposes interfacing with existing systems and to developing this relationship further.
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