Why Security Policies Fail
Introduction

No asset can be 100% protected against theft, tampering, or accidental damage. This is especially true of information assets. If a hacker is sufficiently determined, patient, and skilled, no system is impenetrable, and no solution will last long. Most attention to network security has traditionally centered on tactical preventive or reactive procedures, or on gadgetry. Less emphasis is given to examining the security policy itself and maintaining its operational health. 

Objective analysis reveals that many breaches are linked to common weaknesses in the security policy…accidents waiting to happen. Even the most reliable, state-of-the-art technologies can be undermined—or rendered ineffective—by poor policy decisions, or by weak operational practices. The human element of security is often the weakest part of the process, and therefore should be accorded more scrutiny when designing policies and procedures.

This article does not address the tactical “point solutions” typically used to thwart specific direct attacks; it instead focuses on strategic and systematic weaknesses that can slowly degrade security operations, attract thieves, or make a disaster more likely to happen. Its intent is to stimulate further analysis of the security infrastructure, and to suggest mechanisms to combat the “natural weaknesses” of the security process.

Most of the concepts discussed are not unique to information security; they apply to security policies and practices in general. This document is organized as follows:

1) Examination of “natural weaknesses” of security policy, why they exist, and how overlooking them can degrade the effectiveness of a security policy.

2) Commonly overlooked “real” threats and their potential impact.

3) Hypothetical scenarios that illustrate these natural weaknesses.

4) Considerations for the security life cycle that are presented in the context of these natural weaknesses.

