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Business Opportunity
More than 90 percent of respondents to the 2002 The Computer Security Institute (CSI)/ Federal Bureau of Investigation's (FBI) Security study on corporate environments (http://www.gocsi.com/press/20020407.html) reported that over 90 percent of the companies that participated in the survey detected computer security breaches during the previous year. Over 80 percent of the companies that responded reported financial losses that could be attributed to inadequate security. The 223 participants in the survey who were able to quantify the financial impact of these security breaches reported combined losses of $455 million dollars.
Opportunity Statement
Many of the servers installed at <Company Name> are configured with the default security settings. This poses a large security risk and a potential financial loss for the entire enterprise. The impact of a malicious attacker or virus could result in a denial of service (DoS) attack, which would make certain servers or machines unavailable. In the worst case, such an attack could compromise confidential corporate information. In any case, the financial implications and the operational consequences must be mitigated.
Vision Statement

The computers running Microsoft® Windows Server™ 2003 at <Company Name> should be secured to the highest possible level, while maintaining a balance of usability based on the client operating systems and other applications in the environment. All of the critical server roles in the organization should be addressed in a manner that has been thoroughly tested, is easy to deploy and operate in the long term, and is supportable by Microsoft and other application vendors.

Benefits Analysis

By securing the environment according to industry best standards, <Company Name> can ensure that the deployment of Windows Server 2003 operates in a known manner. <Company Name> has business requirements to verify a recommended security configuration in a lab environment by <Completion Date>. To adequately test and implement a higher level of security within this timeframe, industry – recommended guidance should be used to expedite the process.

<Company Name> has a business goal of reducing operational costs on a year – over – year basis. Often, the implementation of security policies and procedures may increase these costs because of the potential impact on functionality. Using security recommendations that have been tested to provide known levels of functionality will greatly reduce the potential impact on the operational department of the organization.

Solutions Concept

The design of the enterprise security solution is based the following criteria.
Goals, Objectives, Assumptions, and Constraints

The goal of this project is to rapidly implement an additional level of security in the organization to protect the assets of <Company Name> from malicious attackers without causing a major impact on functionality.

Core server roles should be addressed as part of the overall project. Servers providing core network services should be addressed in a rapid timeframe. All other member servers should be addressed based on their organizational value as part of a subsequent project.

In addition, this project should define a baseline level of security for any internet – facing computers in the perimeter network.

This guidance should be thoroughly tested in a lab matching the production environment at <Company Name>, and should be completed by <Completion Date>.
Usage Analysis

In order to implement the appropriate security settings for <Company Name>, the responsibilities and usage patterns of user groups within the enterprise should be defined.
User Profiles
The following sections define and describe the responsibilities of the various user groups within the enterprise.
Domain Administrators:
A domain administration group that is primarily responsible for directory services.

Forest Administrators:

The forest administrator is responsible for choosing the group to administer each domain. Because of the high – level access granted to the administrator for each domain, these administrators should be highly trusted individuals. The group performing domain administration controls the domains through the Domain Admins group and other built – in groups.

DNS Administrators:
The Domain Name System (DNS) administrator group is responsible for completing the DNS design and managing the DNS infrastructure. The DNS administrator manages the DNS infrastructure through the DNS Admins group.

OU Administrators:

The organizational unit (OU) administrator designates a group or individual as a manager for each OU. Each OU administrator is responsible for managing the data stored within the assigned Microsoft Active Directory® OU. These groups can control how administration is delegated, and how policy is applied to objects within their OUs. In addition, OU administrators can also create new subtrees and delegate administration of the OUs for which they are responsible.

Infrastructure Server Administrators:
The group responsible for infrastructure server administration is responsible for managing the Windows Internet Name Service (WINS), Dynamic Host Configuration Protocol (DHCP), and potentially the DNS infrastructure. In many cases, the group handling domain management will manage the DNS infrastructure because Active Directory is integrated with DNS and is stored and managed on the domain controllers.

IT Operations:

IT Operations is the group responsible for the ongoing maintenance of the environment. They may be responsible for critical details such as backup and recovery, monitoring and auditing, intrusion detection, or, in some cases, end – user support.

Business Unit Owners (Data Administrators):

Data Administrators are responsible for managing data stored in Active Directory or on computers joined to Active Directory. These administrators have no control over the configuration or delivery of the directory service. These may be individuals responsible for ensuring certain functionality or core business services — such as internal or external Web servers or accounting applications — are functioning and accessible.

Users:

This group contains the internal end users. <Company Name> end users utilize the following client operating systems:

●
<Operating System>

Extranet Users:

Extranet users are users outside of <Company Name> that utilize services in the extranet environment, such as Web servers, Simple Mail Transfer Protocol (SMTP) servers and External Name Services.

Requirements

The following sections detail <Company Name>'s business, user, operational and system requirements for implementation of the recommended security configuration.
Business Requirements

●
The implementation of the recommended security configuration should be implemented in the lab by <Completion Date>.

●
Industry recognized best practices and recommended guidance should be utilized.

User Requirements

●
User workstations running <Operating System> must be able to continue to operate in the environment after the implementation of the security configuration.

●
Any defined changes to written organizational policies should be thoroughly communicated to all end users.

●
No effort should be required on the part of the end user to implement this increased level of security.

Operational Requirements

●
The implemented guidance must be supported by Microsoft.

●
The steps implemented must be easily managed and modified for operational cost reduction.

●
Key events and errors should be identified to allow for effective monitoring and auditing.

●
No change should be required to the current operational or administrative model.

System Requirements

●
Windows Server 2003 domain controllers should be secured.

●
A baseline level of security should be created for all Windows Server 2003 servers in the intranet environment.

●
Windows Server 2003 Infrastructure servers should be secured.

●
Windows Server 2003 File servers should be secured.

●
Windows Server 2003 Print servers should be secured.

●
Windows Server 2003 IIS servers should be secured.

●
Windows Server 2003 IAS servers should be secured.

●
Windows Server 2003 Certificate Services servers should be secured.

●
A baseline level of security should be created for all computers running Windows Server 2003 in the extranet.

Scope
The following sections detail the scope, what is beyond the scope, the acceptance criteria, and operational criteria for the security implementation project.
Feature/Function List
●
All server roles should be secured in a least privilege manner.

●
The minimum list of services for the machine to perform its dedicated function should be enabled.

●
A baseline policy should be created that disables all unnecessary services. Manual effort should be required to create a server role policy that enables any services that could have a negative impact on the machine's security.

●
All machines should be protected from common Transmission Control Protocol/Internet Protocol (TCP/IP) DoS attacks.

●
Network traffic should be protected without resulting in an impact on server performance or functionality.

●
Users should be able to log on with a minimal impact on their experience.

●
Domain Controllers should continue to replicate Active Directory information with no impact.

●
Domain Controller File Replication should not be impacted.

●
Name services continue to operate as expected.

●
Unauthorized users should not be allowed to enumerate DNS information.

●
DNS pollution, or DNS poisoning, should be prevented.

●
Unauthorized users should not be able to enumerate user accounts or shares on machines.

●
Clients should continue to be able to receive a DHCP address.

●
Clients should continue to be able to access file shares.
●
File shares should be able to be published in Active Directory.

●
Users should continue to be able to print and view print queues.

●
Users should continue to be able to access IIS servers using http or https.

●
NetBIOS traffic should be minimized.

●
The storage of LM hashes should be eliminated in all possible cases.

●
All machines should communicate using NTLM v2 if possible.

●
Monitoring capabilities should continue to function properly.

●
Complex passwords should be implemented.

●
The local accounts on all servers should be secured.

●
Services should be configured to run with the least necessary privilege.

●
Terminal Services should be utilized for all server based management functionality.

Out of Scope

●
This project will not address securing the client operating system.

●
This project will only focus on the server roles identified above. Other roles will be addressed separately.

●
This project only focuses on the server. This is part of an overall security project; for a truly effective level of security, the project should address security at multiple levels. This project does not address:

●
Physical Security

●
Written Security Policies and Procedures

●
Network Architecture Security

●
Perimeter Security Architecture

●
Application security outside of the applications listed in the System Requirements section above

Acceptance Criteria

All features and functions listed above must be implemented.

A standard bug – tracking process should be used during testing, and no bugs identified as Severity 1, Severity 2, or Severity 3 should exist before deployment.

Operational Criteria

This project must result in recommendations that are fully supportable by Microsoft Premier Support.

This project must not result in any additional client requirements, including additional software, applications, or setting configurations.
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