A Code of Practice for Information Security

An effective and realistic Security Policy is certainly the key to effective and achievable IT security. It is important to ensure that this policy is applicable across platforms, and takes into account modern risks and vulnerabilities, as well as the more, well known issues. 

We make sure your policy is comprehensive and that all aspects of IT security have been considered, from the physical to the intellectual. Appropriate security levels should be selected according to need.

A proper assessment of risk should be undertaken, with professional advice, and a comprehensive yet realistic policy should be assembled according to the levels of risk and shortcomings of present security measures. Security Policy should always be commensurate with actual measured risks.

According to the BS7799 standard, assessment of risks involves systematic consideration of the following items:

· The business harm likely to result from a significant breach of IT security, taking account of the potential consequences of failures of information confidentiality, integrity and availability

· The realistic likelihood of such a breach occurring in the light of prevailing threats and controls.

These statements are clear enough, and having made due consideration, a mission statement should be issued, to form a focal point and reference for the design of our ensuing security policy. The following, based on standard government guidelines, would be a good starting point;

“It shall be the purpose of our Security Policy Documentation and subsequent physical and logical security implementation to provide adequate protection and confidentiality of all corporate data and proprietary software systems, whether held centrally, on local storage media, or remotely, to ensure the continued availability of data and programs to all authorised members of staff, and to ensure the integrity of all data and configuration controls.”

BS7799: The Ten Sections

The standard is laid out in ten sections, viz.
1. Security Policy

2. Security Organization

3. Assets Classification and control

4. Personnel security

5. Physical and environmental security

6. Computer and network security

7. System access control

8. Systems development and maintenance

9. Business continuity planning

10. Compliance
So you see, starting at the top, if we follow things through in more or less the order given we can quite easily assemble complete and practical security policies from which we can begin to control our unruly networks.

BS7799: The Ten Key Controls

Obviously though, not all of the standard applies to everyone, since everyone’s network is different. Though it is quite acceptable to not attend to each section above, we should nevertheless attend most diligently to what the standard describes as its ten key controls;
1. Information security policy document

2. Allocation of information security responsibilities 

3. Information security education and training

4. Reporting of Security Incidents

5. Virus Controls

6. Business Continuity Planning Process

7. Control of proprietary software copying 

8. Safeguarding of organizational records 

9. Data Protection

10. Compliance with security policy
In other words, any security policy, regardless of the organisation or computing facility, should make reference to each of the points above.


