Sample Service Specific Policies

	
	Policy
	

	Service
	Inside to Outside
	Outside to Inside
	Policy

	
	Status
	Auth
	Status
	Auth
	

	FTP
	Yes
	No
	No
	No
	FTP access will be allowed from the internal network to the external.  For transmission of sensitive information, VPN’s should be implemented. No FTP access will be allowed externally through the Firewall to FTP servers within XXA’s trusted network.  FTP servers in the DMZ will be allowed.  FTP clients on the inside will be configured to use FTP Passive Mode and will not use FTP Normal Mode.

	Telnet
	Yes
	No
	No
	No
	Telnet access will be allowed from the inside network to the outside network.  For telnet from the outside to the inside network VPN will be required.

	TN3270
	Yes
	Yes
	Yes
	Yes
	TN3270 access will be allowed from the inside network to the outside network (e.g. FPPS).  Access from outside to inside will be restricted to the specific subnets requiring access to MRM’s mainframe applications.

	Rlogin
	No
	No
	No
	No
	rlogin to XXA hosts from external networks requires written approval from the IWG and the use of strong authentication.

	HTTP
	Yes
	No
	No
	No
	All WWW servers intended for access by external users will be hosted outside the XXA firewall. No inbound HTTP will be allowed through the XXA firewall unless it uses reverse proxy and strong encryption/authentication (e.g. SSL).

	SSL
	Yes
	No
	Yes
	Yes
	Secure Sockets Layer sessions using client side certificates is required when SSL sessions are to be passed through the XXA firewall.

	POP3
	No
	No
	No
	No
	XXA will not use the POP3 protocol for mail services.

	NNTP
	Yes
	No
	No
	No
	No external access will be allowed to the NNTP server.

	Streaming Audio and Video
	No
	No
	No
	No
	Department policy specifically denies the use of the Internet as a radio or music player.  Due to its bandwidth requirements streaming video by default will be denied.  However specific cases will be considered if a business requirement can be shown.

	Lp
	Yes
	No
	No
	No
	Inbound lp services are to be disabled at the XXA firewall.

	finger
	Yes
	No
	No
	No
	Inbound finger services are to be disabled at the XXA firewall.

	gopher
	Yes
	No
	No
	No
	Inbound gopher services are to be disabled at the XXA firewall.

	whois
	Yes
	No
	No
	No
	Inbound whois services are to be disabled at the XXA firewall.

	SQL
	No
	No
	No
	No
	Direct connections from external hosts to internal databases are not allowed. The use of reverse proxy will be considered by the SWG on a case by case basis.

	Rsh
	Yes
	No
	No
	No
	Inbound rsh services are to be disabled at the XXA firewall.

	Other, such as NFS
	No
	No
	No
	No
	Access to any other service not mentioned above will be denied in both directions.


