Workstation Operating System Security Guidelines

2.1 Introduction

The word "workstation" is used in this module to mean the combination of the hardware, operating system, application software, and network connection.

 
Workstations must be configured and used in a secure manner. To secure a workstation, a staged approach is recommended for implementation of security practices in the following areas:

· Planning and executing the deployment of workstation.

· Configuring workstation to help make them less vulnerable to attack.

· Maintaining the integrity of deployed workstation.

· Improving user awareness of security issues.

2.2 Planning

Securing desktop workstations should be a significant part of the network and information-security strategy because sensitive information is often stored on workstations, which are connected to the rest of the networked world. It can eliminate many networked systems vulnerabilities and prevent many security problems if workstation is configured securely before its deployment. Vendors typically set computer defaults to maximize available functions, so usually there is a need to change defaults to meet the organization's security requirements. 

2.2.1
Purpose of Workstation

Following points should be considered to secure a workstation:

· What categories of information will be stored on the workstation? 

· What categories of information will be processed on the workstation (but retrieved from and   stored on another workstation)? 

· What are the security requirements for that information? 

· What network service(s) will be provided by the workstation? 

· What are the security requirements for those services?

2.2.2 
Network Service Software

Many operating system vendors bundle network service software for both clients and servers. For major services, however, third party vendors may provide products that offer much better security. When making a choice, special attention should be paid to the ability of candidate packages to meet the organization’s security requirements, and the same should be documented. Also identify other applications or utility software that are required to be installed on the computer. Include not only user-oriented application software, but also system-related software and security-related software.

2.2.3 
User Categorization 

For workstations, the categories of users should be defined. The categories should be based on user roles that reflect their authorized activity. The roles are often based on similar work assignments and similar needs for access to particular information resources-system administrators, software developers, data entry personnel, etc. If appropriate, remote users should be categorized as temporary or guest users.

2.2.4 
User Privileges 

Create a matrix that shows the users or user categories cross-listed with their privileges. The privileges are customarily placed in groups that define what system resources or services a user can read, write, change, execute, create, delete, install, remove, turn on, or turn off.

2.2.5 
Develop and follow a Documented procedure for installing an  Operating system

During installation of Operating System, all the steps made to implement the security policy of the organization, should be documented and all the parameters that are set should be described. The installation procedure should also specify the vendor's security-related updates or patches that are to be applied to the operating system. If possible, have a single person  perform the installation procedure for each workstation and capture each installation step in a documented manner such as through using a checklist.

2.3
Installation and Configuration

2.3.1
OS and Application S/W Hardening

· OS media should be procured only from an authorized vendor of the manufacturer.

· To patch up the vulnerabilities and loopholes of the OS, install all the latest service packs, security patches, hot-fixes, OS updates, etc. as available and applicable for this version at the time of installation. These patches/updates etc. are available from the vendors as well as from their websites.

· Boot on “OS banner” should be disabled, if possible.

· Initially, all the ports should be closed/disabled and may be enabled/opened as and when required.

· Turn off all network services that are not needed.

· Define how long the computer or application can be used. Create a mandatory automated logoff policy based on inactivity or time of day.

· Disable application features that expose vulnerability through configuration changes.

· Control access to settings, control panels and run functions. Define who has access to applications by location, time of day or time period.

2.3.2 Stick to Essentials on the Network

Most desktop workstations do not need all the settings enabled by default, so the operating system should be configured to provide only the services specified in the deployment plan.

· Disable and remove all the network services that are not required by the deployment plan. It is recommended that workstation should be configured to offer only the services as per the   deployment plan.

· It is recommended to use the configuration principle "deny first, and then allow", that is, turn off as many services and applications as possible and then selectively turn on those that are essential. 

2.3.3 Configure multiple computers using a tested model replication procedure

When deploying several computers, especially desktop workstations, across an organization, it is better to configure one appropriately and then propagate that configuration to all the others. It should be ensured that this is done in a secure manner, especially if a network is used for propagation. This helps in establishing a consistent level of security on all the computers to LAN. It also facilitates consistent updating of all computers as and when necessary.

2.3.4 
Configure Network Service clients to Enhance Security

For the network services, organization’s deployment plan should include electronic mail, access to the Web, Domain name services, file transfers, and access to corporate databases. For each service, the workstation should be configured as a client or as a server mode. Workstations are normally configured as clients for several network services. Therefore, these should be configured for the planned behavior of those clients: the levels of access required, the type of access (read, write, etc.), and other aspects of the configurations required for client software.

2.3.5 
Access to Information

For many resources, such as program and data files, the access controls provided by the operating system are the most obvious means to enforce access privileges. Also, consider using encryption technologies to protect the confidentiality of sensitive information. In some cases, protection mechanisms will need to be augmented by policies that guide user's behavior related to their workstations.

2.3.6 
LAN Security

Many organizations use a broadcast technology such as Ethernet for their local area networks. In these cases, information traversing a network segment can be seen by any computer on that segment. So, only trusted computers should be placed on the same network segment, or else the information should be encrypted before transmitting it. For securing LAN, the guidelines, to be followed, are :

· If, a workstation is connected to LAN, users should not be allowed to use a modem.

· Unauthorized copies of software should be removed from all the systems connected through LAN. 

· If users are allowed to install personal software on their workstations, ensure that: 

· the software is licensed; and 

· the software does not compromise any security mechanisms implemented on the LAN. For example, software that can be used to "sniff" network traffic should not be permitted on the LAN.

2.3.7 
Password

There should be a password policy in the organization. The most common method of authentication is password. The responsibility of selecting a password, that is hard to guess,  falls on users. To decrease the chances of guessing password, user must select a hard-to-guess, or strong password. Detailed procedure for password selection has been provided in the Server OS Guidelines.

2.4 
Maintenance & Operations

· Keep the operating system and application software up to date. Updates are available from vendors on a regular basis. 

· Delete all un-sanctioned programs and directories from the workstation. They can be cleverly renamed as keystroke-capturing programs, network sniffer programs, or viruses. 

· To prevent the last logged-in user name from being displayed, use security procedures at installation stage.  For example, in Windows based systems when Ctrl-Alt-Del is pressed, a login dialog box appears which displays the name of the last user who logged in to the computer, and makes it easier to know a user’s name that can later be used in a password-guessing attack. This can be disabled using the security templates provided on the installation CD.

· Enforce system file hardening and configuration against attack from virus, worms, Trojan horse or other malicious software. 

· Use keywords to restrict data from being sent or received through the Internet. 

· Lock folders and files to prevent unwanted access.

· Prevent rename, delete, copy, move or changes to file attributes.

· Customize application to show only desired menu options.

· Restrict access to dialog boxes such as print, save, import, etc.

2.4.1 
Protection from Viruses, Trojan Horse and Malicious scripts

Install virus protection software on the workstation, and update it on a regular basis. Updates for the new viruses are generally made available every week. Configure the Anti-virus software properly, so that it actively scans all incoming objects for virus infections. 

· Never execute a program (".exe" file) if one does not know what it is/does. This is particularly the case for files that are received via e-mail as attachments, or are downloaded from a website that can not be trusted. 

· Make sure that on every occasion, whenever diskettes and other media are brought in, they are checked for viruses. 

· Do not install / use illegal or "pirated" software. 

· Do not use shareware unless absolutely sure that the software is free of viruses. 

· Do not install any software without permission of the System Administrator.

· If any program is downloaded from Bulletin Board or the Internet, scan it for viruses before using. 

· Do not install or play games on the computers. Games are commonly used as a way to spread viruses. 

· Make sure that diskettes used to store software programs are write-protected. This prevents viruses from being copied onto such diskettes. 

· If a computer has come with pre-loaded software or its hard drive is pre-formatted, scan the hard drive for viruses before using the computer. 

· Do not boot computers with any diskette that has not been scanned for viruses.

· Public-domain software should not be used until it is tested and allowed by SA. 

2.4.2 
Deployment of Personal Firewall/IDS

· To prevent intruders from hacking into systems via LAN / Internet connection firewall must be installed & configured. 

· The "intruder alert" facility, should be activated and all alerts should be acted upon. 

· To detect unauthorized access of a system, IDS must be installed & configured.

2.4.3 
System Access Control

· Allow file sharing on machines after securing them, and that too only to authorized users only. Make sure that object, device, and file access controls are appropriate. Protect files and folders by making them as read-only for shared use.

· Do not allow anonymous access of any kind (e.g., FTP, dial-up) to a workstation

2.4.4
Internet access, S/w Download & E-mail Attachments

· Only allow users’ access to approved websites.

· Do not open e-mail received from Unknown person.

· Define the time period of Internet access and email usage.

2.4.5 Audit Trails & Logs

Log files may be the only record of suspicious behavior. These should be activated. Log files are required for the following:

· To alert for the suspicious activity that requires further investigation. 

· To determine the extent of an intruder's activity. 

· To recover operating system software. 

· To provide information required for legal proceedings 

· To investigate workstation hard disks on a regular basis for suspicious files. Use a naming convention for files and directories. Be sure to look for hidden files and directories. 

Security audits should be done periodically to expose system vulnerabilities. 

2.4.6 
Data Encryption

· Consider employing a file encryption program if the information stored on a workstation is highly confidential. Similarly, consider a mail program that supports encryption (S/MIME or PGP), if sending highly confidential information in messages. 

· Enable Encrypting File System. This will help in preventing a hacker from accessing files by physically mounting the hard drive on another PC and taking ownership of files. Be sure to enable encryption on Folders, and not files. All files that are placed in that folder will be encrypted automatically.

2.4.7 
Backups

· Always backup files & folders periodically using standard backup utilities. 

· Make separate backups of data files and software and store backup diskettes/tapes in a safe and secure location away from computer. Backups may be the only source to recover any destroyed file. 

· Always backup the data before leaving the workstation. 

2.4.8 
Data recovery from Backups

Recovery tools should be installed on the workstation like hard disk recovery software. With the help of such tools workstation OS is recovered without loss of time. 

2.5 
Incident Handling

In case of occurrence of any incident, like workstation Break-in, DoS attack, Trojan Horse attack, etc, steps should be defined how to know about incident, incident reporting and recovery thereafter.

2.5.1
What is an Incident ?

An Incident is an act of violating an explicit or implied security policy, assuming there exists a security policy in the organization. The types of activity considered as violation of a typical security policy are characterized below :

· Security violation in which a system resource is exposed or is potentially exposed to unauthorized access.

· Unwanted disruption or denial of service.

· Any adverse event which compromises some aspect of computer or network security.

· Unauthorized use of a system for the processing or storage of data.

· Changes to system hardware, firmware, or software characteristics without the owner’s knowledge, instruction or consent.

2.5.2
Incident detection

Tools installed for monitoring workstation performance and incident detection help in detecting an incident. The symptoms of an incident could be like sudden degradation in workstation performance, workstation compromise, failure of service(s), abuse etc.

2.5.3
Safeguard measures after incident

When a system administrator finds some abnormal behavior in workstation performance; or alarms through incident detection tools are noted, the following steps should be taken:

· Change administrator password of the workstation

· Disconnect the workstation from network, depending upon the severity of the incident.

2.5.4
Incident reporting

An Incident should immediately be informed to CERT-In by means of telephone, fax, email or web. The site address of CERT-In is www.cert-in.org.in. After reporting the incident to CERT-In, advisory notes of CERT-In should be followed for recovering from incident.

2.6
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