Adding a static NAT address 
behind a CP firewall on Sun running StoneBeat

1. Static arp in verio router

2. Static arp in firewalls--on both fw's


vi /etc/rc3.d/S99staticarp

3. Static route in firewalls


vi /etc/rc3.d/S99staticroute--on both fw's

4. Update filter.conf in firewalls (for natting in cluster)--on both fw's


cd $SBFCHOME/etc


vi filter.conf

5. Reconfigure sbfc in firewalls


sbfc


reconfigure 1


reconfigure 2

6. Anti-spoof rules for firewall interfaces to allow new object to initiate session on interface.


Note: see anti-spoofing rules for specific interfaces

To check Stonebeat load balancing or to shutdown the systems for maintenance:


ssh from Shadow to fwa/b/ids1-2


su –


sbfc
check nodes



Check online/offline
(sbfc take offline 2 offline)


sbfc take offline 2



stop the fw with fwstop

init 0 (ON FWB)



sbfc take offline 1



stop the fw with fwstop

init 0 FWA



init 0 (on FWA)


init 0  on Shadow (wait 5 minutes) then shut off all of the hardware

Power-up Shadow first



Then



FWA




FWB



IDS Console




Ids1




Ids2


Use sbfc to see if both are “Online”


Using the FW GUI check if all policies have been loaded


There is a nightly cron job that backs up all of the critical FW files in:



/depot

