Enterprise Patch Management (RFP)
Management System
ATTACHMENT B

Essential System Requirements
No.: This column indicates a unique number/letter for each requirement. A separate response is expected for each requirement. 

Description: The description identifies capabilities or functions expected in the package software.

Proposer Response: Please enter a 2 (Core Function), 1 (Optional Module) or 0 (Not Available) using the coding scheme described below:

· Core Function is to be indicated if the system “out of the box” function satisfies the Client need/requirement. 

· Optional Module is to be indicated if the acquisition of software products offered by Proposer, other than the base system configuration, will satisfy the requirements without the need to modify the package. In addition, the module must be currently available in general release. 

· Not Available is to be indicated if the requirement is beyond the scope of the current application software’s capabilities. 

If a 1 is entered in the Proposer Response column, enter the name of the optional module in the Comments column. 

If a feature/requirement is not supported by all of the platforms in Section A, enter the name of the platform and indicate “Not Supported” in the Comments column. 

Include sufficient information in the Comments column (or an attachment) to clarify that all requirements are met (failure to do so may result in a lower score). 

	No.
	Description
	Proposer Response
	Comments

	Section A--Supported Platforms

	A1
	Windows XP Professional SP2, Vista,
	
	

	A2
	Windows 7 / 8
	
	

	A3
	Windows 20xx all editions
	
	

	Section B--Supported Content Types

	B1
	The installation of security patches
	
	

	B2
	The installation of non-security updates (critical and non-critical) and update roll ups
	
	

	B3
	The installation of critical driver updates
	
	

	Section C--System Configuration and Security

	C1
	Supports a distributed hierarchical management support architecture with delegated administrator permissions
	
	

	C2
	Supports a deployment hierarchy in geographically distributed environment
	
	

	C3
	Permits the enterprise administrator to specify the frequency (daily or weekly) for checking for and downloading new updates from the update provider for possible deployment at the Client
	
	

	C4
	Permits the enterprise administrator to specify the products and content types for which new updates should be downloaded from the update service provider
	
	

	C5
	Permits the enterprise administrator to perform pre-deployment testing
	
	

	C6
	Distribution of an agent (if applicable) on the managed client PC can be automated
	
	

	C7
	The administrator GUI can be accessed remotely
	
	

	C8
	The system allows for specification of relationships between updates to check for and verify update prerequisites
	
	

	C9
	The system allows for specification of relationships between updates for update bundle relationships
	
	

	C10
	The system allows for specification of relationships between updates for update supers-updates
	
	

	C11
	Administrator console provides detailed information for updates, approvals, target groups and managed systems, system health, and update management statistics
	
	

	C12
	Administrator console provides aggregated and summary information for updates by target groups and managed systems
	
	

	C13
	The system management console(s) support the sharing of approved update packages
	
	

	C14
	Support the signing of all downloaded files from the service update provider to ensure they are authentic and that they have not been tampered with
	
	

	C15
	Support the verification of authenticity and integrity of updates before install
	
	

	C16
	Alerts the enterprise administrator when new patches are available
	
	

	Section D--Update Management

	D1
	Automatically detect the operating system and supported products installed on each managed system and generate a report of missing updates for the operating system and each supported product
	
	

	D2
	Allows identification of all managed systems missing a specific update or set of updates
	
	

	D3
	Allows new updates to be downloaded automatically from the update service provider
	
	

	D4
	Allow definition of groups of systems for targeting update management actions to install updates. Please list the different methods supported to target groups of managed PCs.
	
	

	D5
	Able to accept EULA agreements on behalf of the managed PC
	
	

	D6
	Does not require administrative privileges for successful software update installation on managed
	
	

	D7
	Managed PCs can be configured to automatically install Client approved updates on a specified install schedule
	
	

	D8
	Administrator can specify a deadline by which an update must be installed and the system will force installation of the update accordingly
	
	

	D9
	Updates can be customized prior to being deployed at the Client
	
	

	D10
	Ability to rollback managed PCs to a pre-patched state
	
	

	Section E--Network Optimization

	E1
	Automatically resumes downloading from point of network interruption once connection is re-established
	
	

	E2
	Downloads are done with little or no impact on network performance--dramatically reduces data transmission volumes associated with update management via use of advanced binary delta updating and compression technologies
	
	

	Section F--Reporting

	F1
	Standard canned reports provide status information on a per update, per computer, or per workgroup basis for missing updates, update downloads, pending updates, update installs
	
	

	F2
	Standard canned reports provide an aggregated view of the entire enterprise for missing updates, update downloads, pending updates, update installs
	
	

	Section G--Managed PC User Experience

	G1
	For updates that require a reboot, the reboot can be deferred to eliminate the need for any user interruption
	
	

	G2
	Updates not requiring a reboot on installation can be installed without user interruption
	
	

	G3
	When the install deadline has passed or an update needs to be installed immediately, users receive notification of the impending reboot allowing them to save their work
	
	

	G4
	The product supports the deletion of all temporary files created/used as part of the deployment
	
	


ATTACHMENT C

ELECTIVE SYSTEM REQUIREMENTS

No.: This column indicates a unique number/letter for each requirement. A separate response is expected for each requirement. 

Description: The description identifies capabilities or functions expected in the package software. 

Proposer Response: Please enter a 2 (Core Function), 1 (Optional Module) or 0 (Not Available) using the coding scheme described below: 

· Core Function is to be indicated if the system “out of the box” function satisfies the Client need/requirement. 

· Optional Module is to be indicated if the acquisition of software products offered by Proposer, other than the base system configuration, will satisfy the requirements without the need to modify the package. In addition, the module must be currently available in general release.

· Not Available is to be indicated if the requirement is beyond the scope of the current application software’s capabilities. 

If a 1 is entered in the Proposer Response column, enter the name of the optional module in the Comments column.

If a feature/requirement is not supported by all of the platforms in Section A of Attachments B and C, enter the name of the platform and indicate “Not Supported” in the Comments column. 

Include sufficient information in the Comments column (or an attachment) to clarify that all requirements are met (failure to do so may result in a lower score). 

	No.
	Description
	Proposer Response
	Comments

	Section A--Supported Platforms

	A1
	Windows 9x
	
	

	A2
	Windows XP Tablet Edition
	
	

	A3
	Windows Server 2003
	
	

	A4
	Unix (various versions)
	
	

	Section B--Handheld

	B1
	Perform Palm OS updates
	
	

	B2
	Perform Palm application updates
	
	

	B3
	Force Palm device to reset to default
	
	

	B4
	Perform Windows CE updates
	
	

	B5
	Perform Windows CE application updates
	
	

	B6
	Force Windows CE device to reset default
	
	

	Section C--Supported Content Types

	C1
	Perform installation of service packs
	
	

	C2
	Perform installation and update of software applications
	
	

	Section D--Proposed System Database Supported

	D1
	System specification supports the use of an enterprise class database such as Oracle or SQL
	
	

	Section E--System Configuration and Security

	E1
	Enterprise administrator can specify the port to be used for update service communication
	
	

	E2
	Allows specification of user name and password to be used in authenticating to a firewall/proxy server that mediates connection to the update service provider
	
	

	E3
	Communications between the Client and the update service provider are encrypted
	
	

	E4
	Able to determine the role of a computer to evaluate the risk of restarting computer
	
	

	E5
	Client-server and server-server communications can be configured to be encrypted
	
	

	E6
	Access to the administrator GUI requires separate authentication
	
	

	E7
	Provides the ability to “lock” a managed PC from the network when administrator-determined criteria is not met
	
	

	E8
	Provides a notification to the administrator for those devices powered off during deployment
	
	

	E9
	Provides ability for delegated administrators to solicit updates be approved and made available by the enterprise administrator
	
	

	E10
	Ability to add or remove specific named files by defined group on managed PCs
	
	

	E11
	Provides ability for enterprise administrator to assign priority type category to deployments such as “Scheduled” for a planned rollout or as “Emergency” for rapid rollout
	
	

	Section F--Reporting

	F1
	Supports the creation of customized reports
	
	

	F2
	Supports real-time reporting through a GUI interface that refreshes according to a pre-defined timed/polled setting
	
	

	F3
	Scans against a list of administrator approved updates and desktop configuration settings and provides a comprehensive report that scores a computer’s security readiness and provides an explanation of each result and details recommended changes to correctly address issues found
	
	

	F4
	Report data can be exported in a delimited text format
	
	

	Section G--Update Management

	G1
	Perform software update uninstalls by a server-side defined grouping for managed PCs
	
	

	G2
	Perform a scan for missing updates by a server-side defined grouping for managed PCs
	
	

	G3
	Can define target groups based on client-side registry settings for managed PCs
	
	

	G4
	Can define target groups based on subnet IP addresses for managed PCs
	
	

	G5
	Enterprise administrator non-approved updates are not available for download or installation on managed PCs
	
	

	G6
	Enterprise administrator can approve updates for installation on specific target groups or all managed PCs
	
	

	G7
	The enterprise administrator can define rules to auto-approve updates for installation to specific target groups
	
	

	G8
	The enterprise administrator can specify the frequency with which managed PCs check or are checked for missing updates
	
	

	G9
	Upon receipt of enterprise administrator approval, decentralized testing of updates can occur
	
	

	G10
	Upon receipt of enterprise administrator approval, decentralized distribution/deployment of updates can occur
	
	

	G11
	Able to identify and categorize by hardware type for distributions
	
	

	G12
	Able to identify misconfigured security settings for Windows 20xx SP3 on managed PCs
	
	

	G13
	Able to identify misconfigured security settings for Windows XP SP1
	
	

	G14
	Able to identify misconfigured security settings for Windows XP SP2 on managed PCs
	
	

	G15
	Able to identify misconfigured security settings for version 6 and later of Internet Explorer on managed PCs
	
	

	G16
	Able to identify misconfigured security settings for Microsoft Office 20xx or later on managed PCs
	
	

	G17
	Able to track approved configuration exceptions for certain managed PCs
	
	

	Section H--Network Optimization

	H1
	Have the ability to perform a pre-deployment network check to determine risk assessment prior to deploying
	
	

	

	I1
	Provides an option for the user to solicit a software update
	
	

	I2
	Supports the remote control of a managed PC
	
	

	I3
	Supports remotely rebooting/ restarting a managed PC
	
	

	I4
	Performs remote diagnostics on a managed PC
	
	

	Section J--Asset Tracking

	J1
	Performs hardware inventory on managed PCs
	
	

	J2
	Performs software inventory on managed PCs
	
	

	J3
	Performs software metering for managed PCs
	
	

	Section K--Malware/Spyware Management

	K1
	Support the scanning for existence of and complete removal of Malware/Spyware from a managed PC
	
	


ATTACHMENT D

SYSTEM INFORMATION

	No.
	Description
	Proposer Response

	A1
	What is the name of the product and the version for which your response is based?
	

	A2
	Is this version of the product currently available for purchase?
	

	A3
	Is this product a standalone product or part of a required suite of products? 
	

	A4
	Does the patch management product use an agent or is it agentless?
	

	A5
	Please identify the supported methods for deploying the agent (if an agent is used)
	

	A6
	Please identify the supported methods for performing discovery of unmanaged PCs.
	

	A7
	Does the proposed product digitally sign and repackage the update source software files from originating vendors?
	

	A8
	Please identify the elapsed time to release new security patches.
	

	A9
	Does the proposed product employ the use of the mssecure.cab database? If yes, please discuss the use.
	

	A10
	Identify the supported databases for the core system.
	

	A11
	Identify the requirement for using Active Directory for targeting deployments.
	

	A12
	Discuss how the proposed system is capable of interfacing with the Client existing Zenworks environment.
	

	A13
	Discuss the options for the Client to migrate/convert existing Zenworks application objects to the proposed system format.
	


The Client does not intend to purchase server hardware and system software such as operating system and/or database software (if non-proprietary) from Proposers. The Client intends to competitively bid these items as soon as the selection for an automated patch and computer management solution is determined. Provide information regarding additional hardware and software the Client will need to purchase for proposed system deployment and integration. 

	No.
	Description
	Proposer Response

	B1
	If the proposed system requires a core server or servers for centralized data storage, event or log aggregation, or other system functions, please describe function and hardware/operating system.
	

	B2
	If the proposed system requires additional software such as Oracle, SQL, or Web applications to reside on additional servers, please describe function and requirements.
	

	B3
	The Client plans to utilize at least three (3) hierarchically distributed management/ deployment hubs. Describe if the management hub requires dedicated workstation or could reside on existing workstations. Describe if the deployment hub requires dedicated equipment or could reside on existing workstations.
	


Exhibit C: Solution Architecture

	No.
	Description
	Proposer Response
	Comments

	Section C--System Configuration and Security

	C1
	Supports a distributed hierarchical management support architecture with delegated administrator permissions
	
	



