
Single sign-on is enabled once a user’s identities at the identity provider and service provider are federated. 

Identity federation means that a user, for example Alice Smith, is known both at the identity provider (maybe as asmith) and at the service provider (maybe as alices). Each site must know Alice’s name identifier.

A federation is optionally created the first time a user logs in to a service provider using an identity provider (so-called “opt-in account linking”). The identity provider and the service provider can create their own handle (name identifier) for a user. Alternatively, a service provider may not create a handle for a user if it doesn’t want to maintain information about that user.  The handle used by the identity provider and service provider links the user’s accounts at both sites. 
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Users may choose to federate in one of two ways (or a combination of both): 

· One identity provider and multiple service providers: The identity provider creates a name identifier and manages the user’s identity for the federated service providers.

· One service provider and multiple identity providers: The user accesses a service provider from different clients, thus requiring different identities.
Federation can be undone by either the identity provider or the service provider using the Federation Termination Notification protocol.

Communication between Identity Provider and Service Provider 

To enable single sign-on, a service provider obtains a SAML assertion for a user agent from an identity provider. 

Communication between the identity provider and service provider sites can be supported in two ways, based on the Web Browser Profiles of SAML.

· Back channel communication using the SAML artifact-based, pull model: Information is passed by sending SOAP messages from identity provider to service provider sites directly. 

· Front channel communication using the push (or POST) model: Information is passed between the identity provider and service provider sites over HTTP redirects through the user agent (browser). 

ID-FF 1.2 and SAML 2.0

ID-FF 1.2 is being rolled into SAML 2.0, thus merging two standards into a powerful customer solution, and allowing the Liberty Alliance Project to concentrate on the upper layers of the Liberty architecture (ID-WSF and ID-SIS). 

SAML 2.0 will not be compatible with its predecessors (SAML 1.x versions), but incompatibility is more syntactic than semantic (i.e., SAML 2.0 does similar things in different ways). SAML 2.0 is going through non-trivial modifications, however. For example, SAML 2.0 will include new ID-FF-based, federation-related protocols (e.g., name identifier mapping protocol and federated name registration and deregistration protocols). 
ID-WSF

As seen in the previous section, ID-FF addresses the problems of federated network identity. ID-WSF builds upon ID-FF to provide a framework for identity-based web services in a federated network identity environment.  

ID-WSF Use Case Scenario

In a typical situation, a user may have a corporate account with his company and a personal account with an Internet service provider (ISP) describing his employee profile and personal profile, respectively. The user may choose to federate his corporate and personal accounts. 

The user may want to set permissions at his ISP such that he is asked for permission before personal profile attributes can be released to service providers affiliated with the ISP. The ISP uses the Liberty Interaction Service (described in the next section) to query the user for permission to release selected personal profile attributes.

Alternatively, the user may set his own personal profile service on a mobile device. The user can set permissions for his telephone area code, gender, and age, for example, to be available to service providers, which allows him to get personalized service when he visits those service providers. 

Employee and personal profile information can be provided by data services implemented as web services defined by ID-WSF, hosted by attribute providers.

ID-WSF Overview

ID-WSF defines a SOAP-based invocation framework (i.e., ID-WSF defines a SOAP binding whereby SOAP header blocks and processing rules enable invocation of identity services via SOAP requests and responses). ID-WSF does not specify any contents for the SOAP body, allowing the development of identity services within the context of ID-WSF.

ID-WSF provides the following services to ID-FF-based circles of trust: 

· ID-WSF Security Profiles: Define the requirements for securing discovery and use of identity services. The ID-WSF Security Profiles specification includes security requirements for privacy as well as integrity and confidentiality of messages exchanged between service providers.

· ID-WSF Discovery Service: Allows an entity such as a service provider to dynamically discover a principal’s registered identity services (attribute providers). Typically, a service provider queries the Discovery Service, which responds by providing a Web Service Description Language (WSDL) file describing the requested identity service (Note: A WSDL file defines the request sent to a web service and the response provided by the web service as well as the type of transport used (SOAP over HTTP in this case)).

· ID-WSF Data Services Template: A set of protocols (XML schemas) for querying and modifying a principal’s attributes exposed by a data service (i.e., a web service supporting the storage and modification of a principal’s data attributes, such as name, email address, etc.).

· ID-WSF Interaction Service: Protocols and profiles for interactions enabling an identity service to get permission from a user to allow the identity service to share data with requesting services.

· Liberty-Enabled User Agent or Device (LUAD): Describes the profiles and requirements for Liberty-enabled clients interacting with a SOAP-based authentication service.

· Metadata: Schemas and protocols are designed to facilitate real-time requests for metadata (e.g., cryptographic keys information), as opposed to requesting that information through out-of-band communication.

· Reverse HTTP Binding: Enables an HTTP-bound user agent to receive SOAP requests inside an HTTP response, thus allowing end users to host identity services on their user agents without running an HTTP server or being Internet Protocol (IP) addressable.  

· SOAP Authentication Service: Defines how to authenticate parties using SOAP messages. This specification also defines an identity-based authentication security token service.

ID-SIS

ID-SIS defines components delivered as web services. ID-SIS components are built upon the Liberty foundation (ID-FF) and the Liberty framework (ID-WSF).

ID-SIS components are instances of the ID-WSF Data Services Template. Because they are delivered as web services, ID-SIS components are defined by XML schemas and described in WSDL files.

Each ID-SIS component defines discovery keywords to be included in discovery registrations and queries as mandated by the ID-WSF Discovery Service. Queries are executed using XPath expressions, as described in the ID-WSF Data Services Template.

The ID-SIS module initially consists of two components:

· ID-SIS Personal Profile (ID-SIS-PP): provides identity information about principals themselves.

· ID-SIS Employee Profile (ID-SIS-EP): provides identity information about principals in the context of their employment.

Liberty will provide additional component definitions to address various identity services that may be required by the industry. 
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Figure 1: ID-FF Single Sign-On and Federation









