
Siteminder Design Constraints
The following section discusses the constraints placed on the design of the Tech Company framework by business and the choice of application software.

1.1 Business Constraints

· The architecture should support current applications, which are unwilling to change any application code or perform any testing to get SSO to the SiteMinder protected resources.

1.2 Technical Constraints

· This architecture only supports security for web-enabled applications and for remote access using RADIUS.

1.3 Timing Constraints

None

1.4 Resource Constraints

None. 

Conceptual Architecture

1.5 Overview

The design principles and a layered service approach stated earlier in the document define the conceptual architecture. The design operates within the constraints defined in the previous section. The following figure depicts the layered services model adopted by this architecture: 
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Logical Model
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The above figure depicts the logical components that will participate in the SSO architecture. The target architecture will not include components that are marked for harvesting. The model above exhibits the following characteristics:

1. With the expect of the remote access devices SSO is required among all the application tier members

2. In transition it is required to perform SSO across all applications regardless of the ENL site and version that is used for user login.

1.6 Building Blocks

The following section describes the features of all the building blocks of the Tech Company SSO architecture. Function, configuration and administration of each component are discussed.

1.6.1 LDAP User Stores

1.6.1.1 Internal AD User Store

  The internal corporate AD deployment will be used to authenticate internal Tech Company users. The directory services team maintains the DIT for this user store. This directory structure is not in production. DCE will be used to authenticate internal users until users can be cut over to AD.

External AD User Store

The external AD serves the following functions:

1. User store for all group memberships. Primarily all group authorizations will need to be performed against this directory. When co-existing with DCE synchronization scripts will need to be developed to migrate and maintain the groups in AD.

2. External User Store: When self-registration is enabled through Visitor Management all external users will be created in the external AD. Exiting external users in DCE will need to be migrated to the external AD in order to completely harvest DCE.

The following target DIT structure is suggested for the external AD user store.
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All LDAP User Stores will be configured in a load balanced and fail over configuration in SiteMinder.

1.6.2 ODBC User Stores

There are currently no ODBC user stores that SiteMinder interfaces with in the Tech Company SSO environment

1.6.3 WinNT User Stores

WinNT domains are used for desktop login in the Tech Company IT environments. It is currently not envisioned that any applications will be used against this user store.

Custom User Stores

 In the initial phases of deployment until a time at which the directory services architecture has been deployed and stabilized, SiteMinder will need to authenticate users against DCE. To achieve this Tech Company has developed a custom directory provider to authenticate users. The directory provider does not currently support policy enforcement using group using DCE. SiteMinder interfaces with a PC-DCE client, which achieves fail over and redundancy transparent to the directory provider.

1.6.4 Policy and Key Store

MSSQL will be used as the policy and key store. However, based on the design principle of externalizing policy data it is recommended that the policy store be made a separate database and the scheme not be combined with other databases hosted in the clustered environment. The policy store will be deployed in a redundant clustered environment. The choice of policy store is based on the following rationale:

1. There is an already existing robust and redundant SQL database architecture.

2. The initial deployment of the Tech Company SSO architecture is highly centralized. 

However when it is required to enable a distributed SSO architecture, it is recommended that the policy store be moved to an easily replicated technology like LDAP.  In order to preserve SSO it is recommended that the policy and key store be maintained in the same database or directory. It is however possible to maintain SSO across the enterprise with disparate policy stores (in a case where a division wants to maintain and administer their own policy store) if the following constraints are met:

1. All policy servers must point to the same key store with a common encryption key. 

2. All users must be authenticated in a directory with the same name and type. SSO across disparate user store technologies cannot be achieved for separate SiteMinder deployments.

Allowing disparate policy stores allows the owners complete control over their environments without affecting the corporate deployment. 

1.6.5 Policy Server

The Policy Server is the central security engine that manages all web authentication and authorization requests in Tech Company environment. The Policy server will need to be configured to interface with all user stores, communicate with web agents. The physical system specifications are described in the System Architecture section. The system load and the number of web agents that need to be serviced determine the number of policy servers.

The following best practices must be followed for configuring policy servers:

Policy Cache

Policy Store Cache - Always set to preload 100% of each policy domain 

L2 Cache - Always set on 

User Authorization Cache: 

Entry size = (40 bytes + sizeof (User DN) + sizeof (Object Class)) 

Set Maximum Cache Entries as high as possible 

Web Agents/Web Servers

Web agents are clients to the policy server acting as part of a web server that intercept web requests and make sure all requests are in compliant with the enterprise security policies. The following table lists the types of web agents that will be configured in Tech Company environment:

	Agent Type
	Agent Version
	# of agents
	Agent identities/agent

	Apache agents
	V9QMR2
	~ 30
	1

	iPlanet Agent
	V9QMR2
	~ 10
	1

	Domino Agents
	V9QMR2
	 ??
	1

	Custom Agents (TAI+ Login Servlets + monitoring scripts)
	V9.8SP1 SDK
	~20
	1


The following best practices should be followed for web agent cache management:

Resource Cache: 

· Entry size = length of URL + 1Kb of internal data 

· Static URLs - Set maximum resource cache size to more than the number of possible URLs + 10% 

· Base cache timeout to expire resources before the cache fills 

· Dynamic URLs (More than 60% of URLs are unique (query string changes)) - Limit maximum number of entries to reduce LRU cost 

· Lower cache timeout to reduce the chance of a LRU 

User Session Cache: 

· Static URLs - Set User Session Cache to 5 * Resource Cache 

· Dynamic URLs - Set User Session Cache to 2000 

· Default recommended settings: 

· Resource Cache = 20000 

· User Session Cache = 2000 

1.6.6 Application Server Agents

The choice of application server for the Tech Company environment is WebSphere. SSO with WebSphere applications including the portal is achieved by using the TAI (Trust Association Interceptor) provided by IBM. Integration workflows with the TAI are discussed in the application integration sections.

1.6.7 Identity Management Services

The architecture for identity management can be divide into two categories:

1. Internal User Management

2. Visitor/External User Management.

It has yet to be determined what software will be used to achieve the above. The use cases for the above are beyond the scope of this document.

1.6.8 Password Services

It has been determined that password services will be maintained outside of SiteMinder, in Visitor Management interfaces or in the ENL implementations.

Log Database

All audit logs for administrative and user activity will be stored in an MSSQL database. The database needs to be independent of the policy store. The database needs to be sized based on usage metrics. The following calculation will be helpful in determining the size of the database. This is only a sample and should be used to properly size the database based on usage metrics.

Daily number of hits to policy server = 200,000 which is equivalent to 100,000 login scenarios per day. A login scenario is described as one Authentication and one Authorization.

The above would generate 200,000 log entries and if we say that on average a single log entry is 200 bytes in database we will need 40Megs a day approximately to accommodate the logs. The log entries will be purged on the first of every month to keep the database from growing. Summary statistics (not defined as yet) will be kept in the database to facilitate easy retrieval of statistics for purged data. Detailed description of scripts used to create and maintain the databases can be found in the operations document.

1.6.9 SAML Affiliate Agents

SAML Affiliate agents may be deployed in the future to enable business partner integration. The integration scenarios with affiliate agents are discussed in the application integration scenarios.

1.6.10 ERP Connectors

In order to enable SSO with ERP applications hosted on the web, it is recommended that the Netegrity two tier connectors be deployed. The Peoplesoft connector will be deployed in the Tech Company SSO environment during later phases of the implementation. The integration workflow will be presented in the application integration scenarios.

1.6.11 Network Zones (Firewalls, DMZ)

Firewalls must be configured to allow the following communication between components:

· Allow inbound HTTP and HTTPS traffic to web servers in the DMZ

· Allow TCP traffic to Policy Servers on ports 44441, 44442, 44443 from web servers with web agents only

· Allow TCP traffic to the user store (port 1521 for ODBC and for port 389 and 636 for LDAP) from the policy servers. 

· Allow Application server traffic from web servers (DMZ) to the application server.

1.6.12 Radius Agents

Tech Company supports a distributed remote access and VNP services know as the RLA/VPN environment. In order to support this environment it is required to have a distributed SiteMinder environment. Since SSO is not a requirement for this service, localized SiteMinder deployments can satisfy the requirements for authentication network access devices. However in case these deployments need to satisfy SSO requirements for applications the deployments need to satisfy the constraints specified in the previous section. 

Communication Protocols between Components

The following table lists the recommended communication protocols to be used between the following components:

	From 
	To
	Protocol

	Client 
	Web Servers
	HTTP/HTTPS. It is recommended that whenever any sensitive data is exchanged between a user and a site HTTPS be used. Specifically on the ENL sites it is recommended that SSL be always used.

	Web Agents 
	Policy Server
	128 bit RC4 encrypted stream

	SMSESSION cookies
	Client
	128 bit RC2 block cipher

	Policy Server 
	DCE
	Encrypted

	Policy Server 
	Active Directory
	LDAP/LDAPS. It is recommended that LDAPS be used against any directory that will be used to authenticate users; since both internal and external AD will be used to authenticate users it is recommended that SSL be enabled on both the instances.

	Policy Server
	Policy Store
	Un-encrypted SQL

	Policy Server
	Audit Database
	Un-encrypted SQL

	Web Servers 
	Application Servers
	Jserv protocol (un-encrypted)

	Custom Agents
	Policy Server
	128 bit RC4 encrypted stream, custom agents use the Agent API, which is the same as the web agents.
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