
SiteMinderAutoLogin SSO Field Notes
Purpose
Purpose of the project is to produce .net component providing auto login facility. As windows operating system user identity and the web application user identity is the same mapped from LDAP Active directory, the auto login feature will provide SSO (single sign on) to the web application users in Deere network. User will not be forced to log on to the intranet after they had already logged on to the company domain. 

Solution Architecture Diagram
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Solution Description

The figure depicts the message flow across the network and machine nodes involved in Auto Login process. 

Internet explorer: The first task that needs to be performed is that of setting up the browser to automatically pass the windows logged in user details to Login page (Login.aspx) of web application (SiteMinderAutoLogin) deployed on IIS when authentication is requested. The explorer will point to application URL deployed on IIS appended with target URL as a parameter invoking the destination application/website. 

Settings: For an intranet, each browser accessing the intranet must be configured this way. From within Internet Explorer, go to Tools -> Internet Options and a dialog box will appear. Select the “Security” tab, select the “Internet” zone, select “Custom level”. Now a list is displayed, scroll to the bottom of the list where it says “User authentication”, select the option “Automatic logon with current user name and password” and click “OK”. 

This tells the browser to automatically attempt a requested logon using the currently windows logged on user’s user name and password. Repeat the above process for the “Intranet” zone as well. 

Note: 
All the browser installations on company network have Auto logon option set as default, hence explicit setting is not required. However users outside the network must do above browser setting.

IIS Server 6x - 7x: Once the SiteMinderAutoLogin .net web application is deployed on IIS web server its security settings of application virtual directory needs modification.

Settings: To modify the security settings of web application in IIS, first select the server host name, expand the “web sites” folder, expand “default website”, then right-click on SiteMinderAutoLogin web application in the list that appears and select properties. In the dialog box that then appears, select the “Directory Security” tab and click the “edit” button underneath “Directory Access and Authentication Control”. In the next window, ensure the “Anonymous Access” and “Basic Authentication” check boxes are unchecked, and make sure the box labeled “Integrated Windows authentication” is checked. 
This configures IIS to retrieve authentication information sent via browser request. Further on SiteMinderAutoLogin application uses .net security API’s to retrieve user credentials. User credentials sent over by the browser does not send the password. Hence the application makes connection to windows LDAP Active Directory through .net directory service API’s 

It retrieves user password for the given user. Required connection details are provided for obtaining LDAP server connection. The password is retrieved by querying the LDAP server with the username as parameter. It returns encrypted password for the user. The password is decrypted using RC4 decryption algorithm. 

Along with user credential the application connects to Siteminder policy server for user authentication.  This authentication is provided via SOAP service (myinfo). A C#, .net client SOAP client stub is generated to allow interaction with SOAP server.

User name and password is passed by SOAP client method to the SOAP service and authentication is done. The service returns SMSESSION cookie containing name and value parameters in the response object.
SiteMinderAutoLogin application defines .net HTTPSession cookie and sets siteminder returned SMSESSION cookie name and value into it. The .net HTTPSession cookie is then set into the response for the original request made to Login.aspx.  


_1765202361.vsd
LDAP: Active Directory Server


Siteminder: Policy Server


IIS 8.x / 10.x: Web Server


4


5


2


3


IE: Browser


1


Websphere: Production Application Deployment Server


7


6



