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Scope

This standard applies to all suppliers of goods and services to corporate. It specifies the minimum security controls these suppliers are required to have in place in order to use the brand of corporate or handle data on behalf of corporate.

Supplier Security Standard

Corporate’s business functions rely upon the integrity, confidentiality, and availability of its computer systems and the information assets stored within them.   Responsibilities and procedures for the management, operation and security of all information processing facilities must be established.  This standard supports the stated objectives.


Roles & Responsibilities

The IT Custodian (Supplier) is responsible for defining and implementing security measures and controls to ensure the system(s)/application(s) are managed and operated in a manner consistent with this standard and relevant standards under “Defined Standards” section.

The Business Owner is responsible for ensuring that the IT Custodian (Supplier) complies with this standard and relevant standards under “Defined Standards” section.

The Chief Information Security Officer has overall responsibility for security standard, and in conjunction with the Information Security Department will be responsible for defining, implementing, managing, monitoring and reviewing compliance with this Standard.

The Information Security Department will assist End Users and IT Custodians in assessing, defining, implementing, managing and monitoring appropriate controls and security measures. 

The Information Security Department will audit and review the adequacy of controls and security measures in place to measure and enforce conformance to this standard.

Requirements and Implementations

Suppliers are classified under different tiers (Tier 3, Tier 2, Tier 1 and Tier 0) by the level of negative impact that will result on corporate if they were compromised. For details on classification, please refer to the Supplier Tier Classification Standard.

Exceptions under this policy must be detailed in a Risk Acceptance form approved by the System/Application Business Owner, Executive Lines of Business representative and the IT Custodian and the Information Security Compliance Department.
