VOIP Segregation of Duties

Job Roles and Descriptions

Voice and Data Networks Manager
Provides overall coordination and guidelines to Corporate as it relates to all Voice and Wireless data networks services.
Responsible for network strategy planning and design and oversees day-to-day operations.
Responsibilities

· Responsible for network strategy and oversees the network team.
· Responsible for voice and data network architecture and standards for the enterprise.
· Monitors vendor products and participates in sourcing evaluations.
· Monitors and analyzes the regulatory environment for impact on Corporate.
· Oversees the configuration, installation, and that quality control standards are met for network systems.
· Responsible for network operations (proactive and reactive) through use of software/hardware diagnostic tools, problem diagnosing and network recovery process.
· Ensures that direct reports develop, create, and maintain current management databases, network device configurations, circuit information and operations network diagrams for network infrastructure including the development of database requirements, and establishment of data file backups.
· Defines and monitors training programs for network staff 
· Directly involved with project planning decisions including staff allocation, installation of software/hardware, and/or network equipment/applications.
· Oversees and monitors the overall voice and data budget, investment, spending and planning 
· Defines financial metrics and measurement procedures, and manages how network performance is calculated and reported and oversees cost allocations.
· Acts as the liaison between IT and business unit groups to identify and fulfill network requirements in the field.
· Oversees the day-to-day operation of network initiatives and the delivery of services, pricing, funding, cost recovery, and service provider billing and reporting services. 
· Provide direction on all vendor and contract management duties including procurement of network services and managing the ongoing relationship between Corporate and its network providers.
· When needed on-call coverage responsibilities
Interactions

Works with IT leadership and network peer network managers across all of IT to integrate business and technology requirements with network strategies.
· Provide oversight and direction to network architecture team 
· Involved with project planning with internal and external customers dealing with installation of complex software/hardware, and/or network/equipment/ application performance problems.
· Coordinate with PMO on planning, getting approval, and scheduling network projects
· Works with vendors and/or other technical support staff to reconcile problems.
· Works with other IT Management functions to integrate network functions into the infrastructure.
Voice and Data Networks Supervisor

Provides overall coordination and guidelines to Corporate as it relates to all Voice and Wireless data networks services.

Responsible for network strategy planning and design and oversees day-to-day operations.
Same responsibilities as Manager, Voice & Data Networks in smaller, less complex technical environment
Responsibilities

· Responsible for network strategy and oversees the network team.
· Responsible for voice and data network architecture and standards for the enterprise.
· Monitors vendor products and participates in sourcing evaluations.
· Monitors and analyzes the regulatory environment for impact on Corporate.
· Oversees the configuration, installation, and that quality control standards are met for network systems.
· Responsible for network operations (proactive and reactive) through use of software/hardware diagnostic tools, problem diagnosing and network recovery process.
· Ensures that direct reports develop, create, and maintain current management databases, network device configurations, circuit information and operations network diagrams for network infrastructure including the development of database requirements, and establishment of data file backups.
· Defines and monitors training programs for network staff 
· Directly involved with project planning decisions including staff allocation, installation of software/hardware, and/or network equipment/applications.
· Oversees and monitors the overall voice and data budget, investment, spending and planning 
· Defines financial metrics and measurement procedures, and manages how network performance is calculated and reported and oversees cost allocations.
· Acts as the liaison between IT and business unit groups to identify and fulfill network requirements in the field.
· Oversees the day-to-day operation of network initiatives and the delivery of services, pricing, funding, cost recovery, and service provider billing and reporting services. 
· Provide direction on all vendor and contract management duties including procurement of network services and managing the ongoing relationship between Corporate and its network providers.
· Will require some on-call coverage responsibilities
Interactions

· Works with IT leadership and network peer network managers across all of IT to integrate business and technology requirements with network strategies.
· Provide oversight and direction to network architecture team 
· Involved with project planning with internal and external customers dealing with installation of complex software/hardware, and/or network/equipment/ application performance problems.
· Coordinate with PMO on planning, getting approval, and scheduling network projects
· Works with vendors and/or other technical support staff to reconcile problems.
· Works with other IT Management functions to integrate network functions into the infrastructure.
Voice and Data Network Engineer

Provides overall coordination and guidelines to Corporate as it relates to all Voice and Wireless data networks services.

Participates in network strategy planning and design and performs oversees day-to-day operational support.
Responsibilities

· Assumes a Level II network engineer that provides support across both voice and data networks
· Participates in definition of voice and data network architecture and standards for the enterprise.
· Evaluates vendor products and participates in sourcing evaluations.
· Manages the configuration, installation, and quality control standards for network systems.
· Performs network operations (proactive and reactive) through use of software/hardware diagnostic tools, problem diagnosing and network recovery process.
· Develops, creates, and maintains current management databases, network device configurations, circuit information and operations network diagrams for network infrastructure including the development of database requirements, and establishment of data file backups.
· Involved with project planning, installation of software/hardware, and/or network equipment/applications.
· Performs moves/adds/changes, as needed
· Provides statistics of network performance 
· Acts as the liaison between IT and business areas to identify and fulfill network requirements in the field.
· Participates in vendor and contract management duties including procurement of network services and managing the ongoing relationship between Corporate and its network providers.
· Will require some on-call coverage responsibilities
Interactions

· Works with IT leadership and network peer network managers across all of IT to integrate business and technology requirements with network strategies.

· Involved with project planning with internal and external customers dealing with installation of complex software/hardware, and/or network/equipment/ application performance problems.
· Coordinate with PMO on planning, getting approval, and scheduling network projects
· Works with vendors and/or other technical support staff to reconcile problems.
· Works with other IT Management functions to integrate network functions into the infrastructure.
Financial Voice and Data Analyst
Responsibilities

· Assists in defining and managing the process of network investment, budgeting, and tracking of actual spending to plan.

· Performs variance analysis and interprets data for the purpose of determining past financial performance and/or to project a financial probability.

· Performs cost benefit analysis related to projects and/or programs.
· Collects, consolidates, and audits vendor invoices for accuracy, completeness, and compliance with the contracts. 

· Maintains network contract inventory.
· Assists Finance Manager with quarterly forecasts and annual budgets.
· Interacts with vendors to correct any billing errors.
· Uses various software applications, such as spreadsheets, relational databases, statistical packages, and graphics packages to assemble, manipulate and/or format data and/or reports.

· Generates ad-hoc financial analysis and modeling as needed.
· Keeps financial metrics up to date in accordance with measurement procedures, calculates and reports on network financial performance 
· Manages telecom pricing, funding, cost recovery, service provider billing and reporting services.

· Manages collection and audit of vendor invoices. 
· Participates in the procurement process to determine appropriate product and service rates.

· Defines the business case for proposed network solutions. 
· Consolidates information across all regions for enterprise-wide reporting and service / contract visibility.
·  Provides management to staff and assistance in hiring decisions, performance management, coaching and career development.

Interactions

· Interacts with vendors to correct any billing errors.
· Liaisons with the IT Contracts and Budgets function (Vendor Management) to ensure standards and procedures are updated appropriately in a timely manner as business needs change.
· Coordinate network budget information with IT leadership to establish new network budgets and assess current network financials
Voice Network Engineer I

Under the supervision of technical management and guidance of Voice Engineer III’s,  performs a wide range of technical duties assisting with the implementation and support of the Corporate local voice networks and services.
Responsibilities

· Performs tasks associated with evaluation, design, installation, configuration, upgrades, testing, documentation, and expansion for PBX, voice mail, conference bridging and other voice/data technologies (e.g., VoIP).

· Analyzes network usage and network performance to optimize services and track adherence to SLAs.

· Supports end users for effective use of telecom technology - provides level 2 support for problems sent from Help Desk
· Performs moves/adds/changes as needed
· Performs process to inventory all telecommunication equipment; performs periodic inventory audits / reviews; maintains network circuit inventory.

· Will require some on-call coverage responsibilities
Interactions

· Maintains close working relationship Voice Network II and III staff for projects and daily operational support
· Coordinates problem resolution with Help Desk.
Voice Network Engineer II

Under the supervision of technical management and guidance of Voice Engineer III’s,  performs a wide range of technical duties assisting with the implementation and support of the Corporate local voice networks and services.
Responsibilities

· Performs tasks associated with evaluation, design, installation, configuration, upgrades, testing, documentation, and expansion for PBX, voice mail, conference bridging and other voice/data technologies (e.g., VoIP).

· Analyzes service portfolio, network usage and network performance to optimize services and track adherence to SLAs.

· Participates in collaborative development of technology solutions.
· Supports end users for effective use of telecom technology - provides level 2 support for problems sent from Help Desk
· Performs moves/adds/changes, as needed
· Develops process to inventory all telecommunication equipment; performs periodic inventory audits / reviews; maintains network circuit inventory.

· Assists with procurement of products/services to meet business requirements; resolves issues as necessary initially and on an ongoing basis.
· Will require some on-call coverage responsibilities
Interactions

· Maintains close working relationships other IT Management functions to integrate voice projects and changes into the infrastructure.  
· Provides technical input to vendor negotiations to ensure cost effective services are delivered to the organization.

Voice Network Engineer III


Performs a wide range of technical duties assisting with the implementation and support of the Corporate local voice networks and services.
Responsibilities

· Leads tasks associated with evaluation, design, installation, configuration, upgrades, testing, documentation, and expansion for PBX, voice mail, conference bridging and other voice/data technologies (e.g., VoIP).

· Leads development of voice network architecture
· Participates in enterprise architecture teams and Corporate-wide architecture planning and integration
· Analyzes service portfolio, network usage and network performance to optimize services and track adherence to SLAs.

· Performs network operations (proactive and reactive) through use of software/hardware diagnostic tools, problem diagnosing and network recovery process.
· Develops, creates, and maintains current management databases, network device configurations, circuit information and operations network diagrams for network infrastructure including the development of database requirements, and establishment of data file backups.
· Provides statistics of network performance 
· Leads in collaborative development of technology solutions.
· Supports end users for effective use of telecom technology – provides level 3 voice support
· Develops process to inventory all telecommunication equipment; performs periodic inventory audits / reviews; maintains network circuit inventory.

· Leads analysis and procurement of products/services to meet business requirements; resolves issues as necessary initially and on an ongoing basis.
· Will require some on-call coverage responsibilities
Interactions

· Maintains close working relationships with suppliers and vendors to effectively represent the business requirements of Corporate.  

· Provides technical input to vendor negotiations to ensure cost effective services are delivered to the organization.

· Works with service level management (Client and Vendor) to establish voice network SLA targets and ensure their achievement
· Identify voice improvement projects and coordinate with IT performance function
· Some Level III’s will participate in enterprise architecture teams
