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CA Privileged Identity Manager (formerly CA ControlMinder) 

CA ControlMinder
· Privileged user password management (Administration / Root)
· Virtualization-aware automation of security controls (Paas, Saas, Iaas)
· Fine-grained access controls 
· UNIX authentication bridging 
· User activity reporting (Compliance and auditing)
· Segregation of duties (OS-Level, Application, Database, Storage, Networking, Cloud, etc…)
· Hypervisor hardening 
· File integrity monitoring 
· Application white listing

CA ControlMinder products provide a comprehensive solution for privileged identity management that includes both breadth and depth of capabilities. From fine-grained access controls to security policy automation in virtual environments, CA ControlMinder meets key customer needs for securing their physical and virtual data centers and helps organizations: Enable privileged users accountability.

Control and monitor how privileged users access and use enterprise data, enabling accountability and segregation of duties. Secure both physical and virtual environments. 

Control privileged users on physical systems, virtual machines, and the hypervisor. Facilitate compliance (including the virtual data center!). Address regulatory compliance by proactively reporting on the status of key compliance policies, through hypervisor security controls and privileged identity management. 

Reduce IT costs through automation. Increase automation, including password management, on both physical and virtual systems. Improve security through automation.  Use policy-based automation to reduce human error, enabling required changes to happen in real-time, and improve security.

Expedite adoption of virtualization. Control privileged user actions in virtual machines and the hypervisor, enabling you to virtualize even your most critical servers. 

Prevent password theft and sharing. Prevent password sharing and “over the shoulder” password theft, while also eliminating the need to cut and paste passwords. 

Create a secure multi-tenant environment. Use network zoning and hypervisor hardening capabilities to enable secure multi-tenancy.

Reduce UNIX/Linux administration costs. Reduce the cost of UNIX/Linux account management by authenticating your users to Microsoft® Active Directory and providing single sign-on capabilities. 

CA Session Recording creates a “video” recording of all user activities, enabling compliance even for applications that do not produce logs.
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