



Solution Architecture Overview

Business Requirements and Goals

Corporate is subject to the provisions of Sarbanes Oxley. Sarbanes Oxley (Public Law 107-204) was enacted “to protect investors by improving the reliability and accuracy of corporate disclosures made pursuant to the security laws and for other purposes.” 
The architecture described in the body of this document is intended to address Corporate’s obligations under Title 404 of this legislation, specifically, by applying strict controls to those applications which impact on Corporate’s ability to collect process and disclose the information required for the parent company’s quarterly and annual financial reports.

The company must report in its annual report on management’s assessment of the design and operational effectiveness at year end.  Specifically, the internal controls must be adequate to detect and report errors and fraud.

Business Drivers

Corporate outlined the following requirements for the proposed solution. The proposed solution must be in respect to the main goals outlined above.

Solution Requirements 

· Provide the ability for users to reset their own passwords thus reducing the costs of enterprise-wide password management.

· Help facilitate the reduction in the number of passwords and perceived accounts that users require to access the applications that they need to do their jobs. Ideally, with this solution in place, users will only have to log in once giving them the perception that they only have one account.

· Provide corporate employees the ability to access applications without requiring additional logons.

· Provide a means to enforce corporate password policies.

· Provide user account life cycle management for access to managed systems.

· Provide improved automation to the account provisioning and de-provisioning processes.

· Provide features and functionality that will assist corporate in meeting their regulatory compliance requirements. This includes providing a means to monitor the physical status of security controls, and to provide a means to analyze historical data to assess the quality of the controls.

· High Level Metrics for Success (SLA’s / OLA’s)
· Provide life cycle management for 80 – 100 percent of all user accounts in the systems to be managed.

· All accounts for a new user will be created in one hour or less.

· The disablement of a user’s accounts will occur in five minutes or less.

· Provide solution that will handle 90 percent of the new account creations for the following managed end points:

· Microsoft Active Directory Services

· Email – Microsoft Exchange 2003 and 2010

· Email – Microsoft Exchange 2003 including web mail client and future 2010
· Directory Services – LDAP (Identity Lifecycle Management)
· For in office employees and approved third parties (temp, workers, consultants, contractors, and so forth) eliminate additional logins for the following applications:

· Provide audit information for 100 percent provisioning and authentication of user accounts managed by the system.

· Reduce Help desk password reset to a point where 60 percent are handled as self password resets.

· Validate that 70 percent of the managed accounts follow corporate password reset policies.

Solution Architecture Boundary

· ID Administrations ability to provision to managed end points is dependent on being able to access those end points. If for any reason the required end points are not accessible, provisioning requests will not complete successfully.

· ID provisioning to mainframe/outsourced applications is out of scope for this proposal.

· The current plan is to provide Simplified Login or a Single Sign-On and Provisioning support as follows:

	APPLICATION
	SINGLE SIGN-ON
	PROVISIONING

	Microsoft Active Directory Services
	In Scope
	In Scope

	Email – Microsoft Exchange
	In Scope
	In Scope

	Directory Services – LDAP
	In Scope
	In Scope


Provisioning Scope

· Detailed Analysis of existing employee entitlements will be required to design and implement the roles and policies that will be required to support the provisioning of Corporate users.

· The web eTrust SSO solution being proposed is intended to support web applications that run on web servers that are currently supported by eTrust SSO. If support for a given web server is not available then an alternative redirection method must be used. Support is available for the following web servers:

· Microsoft Internet Information Service (IIS) Version 6.0 or 7.0 

· iPlanet Web Server Enterprise Edition

· Apache Web Server
· If a managed end point supports replication, the managed end point will be responsible for replicating changes. This includes attribute changes such as phone numbers and passwords. For example, if a phone number is changed on one Microsoft Active Directory Services domain it will be the responsibility of Microsoft Active Directory Services to replicate that change to the other Microsoft Active Directory Services domains.

· This document does not intend to provide operational guidance or ongoing support guidance.

Business Model

Organizational Context

This solution affects the workflow and notification processes of Department Managers, Business Managers, and the Technical Service Groups associated with the provisioning and de-provisioning of user accounts. In addition to streamlining the provisioning and de-provisioning processes, this solution also affects all of the users by providing a simpler sign-on experience for both internally hosted applications and a select number of web- based externally hosted vendor applications.

Organizational Context

The Corporate enterprise is structured by divisional operating centers with the span of control extending to local plants and offices. Administrators act independently at the divisional level with coordination at each plant and office level for local administration.  There are X divisional centers, one in Location x, and one in Location x, each having several plants and offices reporting to them. Both divisions share the same Active Directory domain controller with a common network structure. 

Current Situation

Current reporting, notification and auditing functions are provided by numerous non-standard, internally-developed or non-existent processes. No central repository of the required security events is provided at any level in the existing environment, leading to a fragmented view of security information.

Potential security issues discovered during the interview process fall into four categories: 
· Threat Management, 
· Identity Management, 
· Access Management and Security Information Management
Which are currently being implemented to circumvent some of the noted issues related to threat vulnerabilities. The issues discovered are detailed below (Solution Requirements) and summarized in the following categories:

Threat Management:

· Wireless access vulnerability is currently unknown variable

· Currently lack Intrusion Detection monitoring and notification process

· Currently no filtering / control of outgoing proprietary content (email, files, etc.)

· No policy in place for locking workstations / logoff from workstations after specified timeframe

· Exposure from users accessing corporate systems from remote access machines (lack of virus protection, etc.)

· No process in place for controlling external consultants (auditors) plugging into network within Corporate (lack of virus protection, etc.)

· No virus protection exists on any wireless / smart devices
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