
Identity Management-Vendor Discovery

Product Information

Architecture- Platform Support
	Ref. #
	Description
	Vendor Solution/Comments

	5.1.1
	What platforms will your product run on?
	

	5.1.2
	Does your product integrate with:

LDAP

RACF

RADIS

AIX

AS400

LINUX

NT

RISC

Sun

ZOS

Cerner

CSC

Cypress

Dictaphone

EPIC

Exchange

McKesson Series

McKesson Star

McKesson Home Horizon

Meditech

Misys Lab

MS Active Directory/MMS

PACS

Siemens

Stat2

SunCare

USA Patriot

Windows 20xx
Windows 7 / 8

	

	5.1.3
	Clients: NT 4.0, NT2K, Windows98, Windows 7 / 8, AIX, RISC, ZOS, etc.


	


Scalability
	Ref. #
	Description
	Vendor Solution/Comments

	5.2.1
	What is the largest number of objects that have ever been held in a single installation of the proposed directory product?  Describe the implementation including the nature of the content, platform, physical distribution, and performance results.
	

	5.2.2
	What are the practical limits to the number of objects in your database (from published documents or non-published estimates)?  List publications, if applicable.
	

	5.2.3
	What is the largest deployed installation of your product in terms of number of users?  
	

	5.2.4
	What is the largest deployed installation of your product in terms of number of servers?
	

	5.2.5
	What is the largest deployed installation of your product in terms of LDAP queries per unit of time?  
	

	5.2.6
	What is the recommended number of servers per number of users for the proposed directory product?
	

	5.2.7
	State your performance and scalability benchmarks for your directory solution.
	

	5.2.8
	Has your product been tested by independent third party performance testing agencies? Please list.
	

	5.2.9
	Have you performed scalability testing on your own product? Please describe.
	

	5.2.10
	Include scalability test information on number of objects. Differentiate between single database tests and distributed database tests.  Also include testing agency, tools and methodology.
	

	5.2.11
	Include scalability test information on searching (LDAP, DAP or proprietary).  Differentiate between single database tests and distributed database tests.  Also include testing agency, tools and methodology.
	

	5.2.12
	Indicate architectural support for cross-platform directory implementation.
	

	5.2.13
	May queries be prioritized?
	

	5.2.14
	Indicate architectural support for cross-platform directory migration (e.g. conversion of an existing LDAP directory to the proposed directory server).
	


Content Management - Naming and Reference
	Ref. #
	Description
	Vendor Solution/Comments

	5.3.1
	Describe how your product guarantees that all distinguished names are globally unique.
	

	5.3.2
	Describe how your product supports aliases.
	

	5.3.3
	How does a user authenticate under an alias?
	

	5.3.4
	Describe how your product automatically maintains alias references when names change.
	

	5.3.5
	Can you specify what attributes of an object are part of the distinguished name? (For example: can the Employee ID attribute be used?)
	

	5.3.6
	How is the indirect reference returned to the client?  (Indirection defined as providing a location reference to directory objects and applications)
	

	5.3.7
	Describe how your product protects the accuracy of the indirect reference to a database external to the directory.
	

	5.3.8
	State your product’s support for the ITU X.500 specification.
	


Schema
	Ref. #
	Description
	Vendor Solution/Comments

	5.4.1
	Describe how your product’s schema is extensible (new object classes and extensions to existing object classes). 
	eTrust Directory’s schema is completely user-configurable and extensible.  eTrust Directory supports the extension of existing object classes, and the addition of new object classes and attributes.

	5.4.2
	Describe the object inheritance capabilities of the schema. Support abstract classes?  Provide object hierarchy. 
	DXserver supports multiple inheritance of object class. This means that an object class can inherit attributes from more than one parent object class.

	5.4.3
	Describe how your product supports virtual attributes such as attributes calculated or retrieved from alternate sources at query time.
	

	5.4.4
	What GUI tools exist to make design changes and implement schema modifications in your product?  Is there a GUI tool available?  Can it be used remotely?   Is it web-based?   What features are provided?   How does it represent class hierarchies, sub-typing, multi-valued attributes, and other schema design issues?
	eTrust Directory’s Java-based client application, JXplorer, can be used to view the directory schema.  eTrust Directory also supports importing schema in LDIF format, which can be obtained from other schema editing tools.

	5.4.5
	Does your product support schema discovery? Explain.
	eTrust Directory supports the discovery of schema from other LDAP V3 compliant directory servers through the use of command-line tools.  eTrust Directory also supports routing of user requests to other directories with unknown schemas.

	5.4.6
	Describe how your product supports customer / user changes to the schema.
	eTrust Directory is a mission-critical directory server application, and only supports schema modification by an administrator.

	5.4.7
	When changes are effected in the schema, is a system reboot required?  Are any interruptions in service required?
	eTrust Directory supports changes to the directory schema without requiring a reboot or service interruption.

	5.4.8
	When changes are effected in the schema, are users required to re-login to take advantage of the updates?
	eTrust Directory publishes schema changes immediately, but client applications will need to re-read the schema to take advantage of the updates.

	5.4.9
	After an object class has been instantiated in the directory, can it be removed?   What is involved in this process?
	

	5.4.10
	What kind of information is appropriate or inappropriate for storing in the directory?  Please provide published or unpublished information and specify details.
	

	5.4.11
	Does your product adhere to X.501 base schema?

Support x.520?

Support x.521?
	eTrust Directory implements the ITU X.501, X.520, & X.521 specifications.  This is outlined in “Appendix A: Supported Standards” of the Getting Started Guide.

	5.4.12
	What is your methodology for schema design?  What is your change management process for schema changes?
	

	5.4.13
	Does your product support LDAP v3 extensions?  Identify deviations.
	

	5.4.14
	Does your product support LDAP v3 auxiliary classes via LDAP v3?  Identify deviations
	


Data Organization
	Ref. #
	Description
	Vendor Solution/Comments

	5.5.1
	Describe how your product supports the X.500 organizational model.
	

	5.5.2
	Describe how your product supports non-hierarchical information.
	

	5.5.3
	Describe how your product supports: 

Relational information

List information

Linked information

Container objects

List objects

Group objects

Role objects

Self-service lists

Complex data (images, sound, digital certificates, etc.)
	


Data Store
	Ref. #
	Description
	Vendor Solution/Comments

	5.6.1
	What is the nature of the directory’s data store (b-tree, relational database, proprietary, etc.)?
	Advantage Ingres. This is an independent comercial product which has been optimized for use with eTrust Directory

	5.6.2
	If the data store is a relational database, what aspects of the database are exposed for access by applications (e.g. views, triggers, etc.)?
	eTrust Directory has exclusive use of Ingres for the each directory instance. 

	5.6.3
	Describe how your product’s data store supports indexed retrieval for base and custom object classes.
	eTrust Directory configures Ingres using 13 tables which are optimized for interaction with each other. The number of tables is fixed and eTrust Directory has included the database utilities relieving the users from relying Ingres database tools.

	5.6.4
	Describe how your product’s data store supports standard and custom attribute validation.

Standard validation (e.g. Boolean values, edit lists, data type validation)

Custom validation (e.g. specify executable program to validate the directory entry)
	

	5.6.5
	Explain how your directory product supports relational database concepts such as:

Views – Ability to join multiple data sources into a single result set in response to a query

Triggers – Capability to initiate activities based upon pre-determined events (e.g. a new employee added to the directory could trigger the creation of an NT user id)

Stored Procedures – Ability to develop complex and database-tuned programs using a common and well-tested methodology

SQL queries – Use of an industry standard language for interacting with data stores allows for greater portability between directory interfaces and database interfaces

Sorted Results – Standardized methodology for performing a server-side sorting

Paged Results – Standardized methodology for paging large result sets before returning response to the client
	

	5.6.6
	Describe how your product supports splitting of instances of the data store into multiple data stores.
	

	5.6.7
	Describe how your product allows a single server to store multiple instances of different parts of the overall data store.
	


Integrity
	Ref. #
	Description
	Vendor Solution/Comments

	5.7.1
	How does your product provide transactional writes?
	

	5.7.2
	List and describe the repair tools for the database.
	

	5.7.3
	Can database repairs be performed while the directory is functioning?
	

	5.7.4
	Describe how does your product support referential integrity for distinguished names held in attribute values.
	

	5.7.5
	Does your product provide any protection for name relationship?    Explain.
	

	5.7.6
	Describe how your product provides automatic protection for the creation of invalid name relationships.  Can this be circumvented by a custom application?
	

	5.7.7
	Will your product’s data store support referential integrity for base and custom object classes? 
	

	5.7.8
	Will your product’s data store support transaction management for updates and bulk updates?
	

	5.7.9
	Describe how your product provides support for name relationships to external databases.
	


Indexing
	Ref. #
	Description
	Vendor Solution/Comments

	5.8.1
	Describe how your product provides indexed views of the directory.
	

	5.8.2
	Describe how your product provides administrator configurable indexes.
	

	5.8.3
	Does your product automatically index any of its data?  Please explain.
	

	5.8.4
	Describe how your indexes can be centralized.
	

	5.8.5
	Describe how your product maintains indices automatically.
	

	5.8.6
	When returning index queries does the product violate access control rules?  (You can see items in index responses that you are not permitted to see by direct query.)
	

	5.8.7
	Describe how your product allows any attribute to be an index key.
	

	5.8.8
	Describe how your product supports compound keys.
	

	5.8.9
	Standards Supported.  Please list all relevant standards that your product supports for this section.
	

	5.8.10
	How do the indexing capabilities affect directory performance and size?
	


Caching
	Ref. #
	Description
	Vendor Solution/Comments

	5.9.1
	Describe how your product has the ability to place data close to where it is used.
	

	5.9.2
	Can data be pre-cached?
	

	5.9.3
	Describe how your product supports any non-deterministic caching methodologies.
	

	5.9.4
	Are cached copies of replicated objects kept accurate?  What is the frequency of update?
	

	5.9.5
	Describe how authentication occurs to cached objects.
	

	5.9.6
	Does your proposed product support X.501 XREFs?  (External References)
	


Integration - Application Development
	Ref. #
	Description
	Vendor Solution/Comments

	5.10.1
	Is your directory server LDAP v3.0 compliant?  What extensions are employed?  What deviations exist?
	

	5.10.2
	Can your directory be administered completely using LDAP? If so, describe the administration.

Indicate areas that require non-LDAP support?  
	

	5.10.3
	State your support for existing IETF RFCs 2251, 2252, 2253, 2254, 2255, 2256, 25819 & 3377.
	

	5.10.4
	List any COM or ActiveX controls for developing to your directory.
	

	5.10.5
	Are there JAVA beans available for developing to your directory?
	

	5.10.6
	Can web servlets access your directory service?
	

	5.10.7
	Can Unix Applications access your directory service? (List access mechanisms)
	

	5.10.8
	Describe how your directory supports XML, XSL technologies for application development.
	

	5.10.9
	Does your directory have an SDK available?  What functionality is provided?  What languages?
	

	5.10.10
	Does your directory have a Web Developer Tool available?
	

	5.10.11
	List integrated development environments that support your SDK for your directory service product.  What platforms?
	

	5.10.12
	List any client software installations other than a standard web browser required in order to access the directory service as an application developer.
	

	5.10.13
	Describe how your product supports:

ODBC, HTTP, ADSI, DNS, DHCP, LDAP v2,

JDBC, XML, DAP or DAP derivatives, SSL, CORBA support, RMI support
	


Retrieval Techniques
	Ref. #
	Description
	Vendor Solution/Comments

	5.11.1
	Under what conditions will your directory follow referrals?   Describe the implementation.

Referrals – directory refers the request for information to another directory.  The secondary directory returns the result to the client.
	

	5.11.2
	Describe your directory product’s support for chaining.

Chaining – directory refers the request for information to another directory.  The secondary directory returns the result to the originating directory that in turn passes the result to the client.
	

	5.11.3
	Describe your directory product’s support for multi-valued referrals.
	

	5.11.4
	List all supported retrieval standards in addition to LDAP v3. (E.g. SQL or ODBC).
	

	5.11.5
	Describe your directory product’s support for federation.
	

	5.11.6
	Describe how your directory supports de-referencing of See Also and/or Aliases.
	


Administration

Directory Management
	Ref. #
	Description
	Vendor Solution/Comments

	6.1.1
	What tools are available to manage the directory?  Enumerate and indicate whether these tools are remote tools, GUI tools, and/or web-based tools.    

Object navigation

Schema design

Schema maintenance

Partitioning

Replication

Synchronization

Backup and Recovery

User Management

ACL Design and Maintenance 

Monitoring

Error logging
	

	6.1.2
	What third party GUI management tools support your proposed directory?  Describe the purpose and implementation of each tool.
	

	6.1.2
	Describe how your directory can support remote administration.
	

	6.1.4
	Describe how your directory can support remote administration with a standard browser.
	

	6.1.5
	Does the directory solution provide bulk loading, bulk deleting and bulk modification utilities?   Are these GUI utilities?   Can they be operated remotely?  Can they be operated from the command line?  Are they web-based? 
	

	6.1.6
	Is your directory required to be off-line for bulk processing?
	

	6.1.7
	Does the directory solution provide a GUI tool for object management?  Can the tool be operated remotely?  Is it web-based?  
	

	6.1.8
	Describe how objects and sub-trees are moved from their current tree location to any other portion of the tree.
	

	6.1.9
	Describe what access control privileges of the tree apply to the objects moved.
	

	6.1.10
	State your support for RFC 2605 (MADMAN).
	

	6.1.11
	What activities performed on the directory server require that the directory be out-of-service (e.g. schema changes, backup, recovery, bulk loading and processing, etc.)?
	

	6.1.12
	What additional utilities are available to support directory administration?
	

	6.1.13
	List any client software installations other than a standard web browser required in order to access the directory service as an administrator.
	


Meta-Directory and Directory Synchronization
	Ref. #
	Description
	Vendor Solution/Comments

	6.2.1
	Is a meta-directory tool available?  Describe the features and implementation.
	

	6.2.2
	What directory products can be synchronized using the meta-directory tool? Is this bi-directional?
	

	6.2.3
	What external data sources can be accessed by the meta-directory tool? (e.g. ODBC, native relational databases such as Oracle, Sybase, DB/2, etc.)  Is this bi-directional?
	

	6.2.4
	What external applications can be accessed by the meta-directory tool? (e.g. Cerner, Siemens, MS Exchange, McKesson Series, etc.) Is this bi-directional?
	

	6.2.5
	Describe how the directory supports synchronization functions as follows:

Time of day schedules (by individual system) 

Dir-synch on-demand for each system as well as automatic scheduled synchronization

Notification upon error conditions during synchronization. 

Offer real management tools for determining synch errors as opposed to the proverbial “log” file Updates to directories incrementally rather than total replacement (field level modifications, additions, or deletions) 

Provides a mechanism for managing concurrent dissimilar updates to the same directory listing (e.g. one event updates the person’s name while another updates the person’s phone number)

Allow for total repopulating from a central LDAP source
	

	6.2.6
	How does your directory support integration with standard relational database engines (Oracle, Sybase, DB/2) other than using the Meta-Directory tool?
	

	6.2.7
	Does your directory support integration with proprietary sources of data (e.g. Cerner, Siemens, etc.) other than using the Meta-Directory tool?
	

	6.2.8
	Describe your directory or meta-directory methodology for mapping of dissimilar schema attribute names for the purposes of synchronization.
	

	6.2.9
	Describe your directory methodology for handling out-of-sync directory entries.
	

	6.2.10
	Can data in your directory be synchronized to other directories?  What is involved in establishing synchronization between these foreign directories? 

IBM

Lotus Notes R4 and R5

Microsoft Active Directory

Netscape Directory

Novell Directory Services

Microsoft Exchange

Other
	

	6.2.11
	Describe how your product supports the joining of information from different authoritative sources.  For example attaching pay grade information from a human resources database to the user information surfaced in the directory.   How are these data ownership rules configured and enforced?
	

	6.2.12
	Describe how your product supports the merging of disparate directories.
	

	6.2.13
	Describe how your proposed product supports X.501 federation.
	


Publication and Distribution
	Ref. #
	Description
	Vendor Solution/Comments

	6.3.1
	Describe how your directory can be distributed across multiple servers.
	

	6.3.2
	Can separate sub-trees be mastered on different servers and replicated to other servers?
	

	6.3.2
	Describe how your product allows users to post information self-serve to the directory.
	

	6.3.4
	Describe how your product allows restriction of what information can be posted to the directory.
	

	6.3.5
	Describe how your product permits different collections of users different posting privileges.
	

	6.3.6
	Do you have any products that dynamically publish directory information, i.e. HTML, XML/XSL?
	

	6.3.7
	Does your product notify others of changes in the directory when a change of event occurs in the directory?   Describe the features and implementation of these event-driven notifications.
	

	6.3.8
	Describe how your directory database can be distributed.
	

	6.3.9
	Describe how distributed components (segments) of the database can be rejoined.
	

	6.3.10
	How many directory segments can be maintained on one machine?  Supply published or unpublished records.
	

	6.3.11
	Describe how your product supports multiple LDAP directories.
	

	6.3.12
	Are your security policies independent of segment boundaries?  Explain.
	

	6.3.13
	Describe how database distribution operations can be conducted on running databases.
	

	6.3.14
	Describe how your product provides replication of data.  At the entry time? At the attribute level?
	

	6.3.15
	Does your product replicate data on change or on poll?  Please explain.
	

	6.3.16
	Describe how your product automatically redirects queries on a directory server failure.
	

	6.3.17
	Does or will your product support the LDUP Change log state Draft (IETF)?  When and what release?
	

	6.3.17
	Describe your current mechanism for directory replication; state your plans for conformity to the IETF proposals on directory replication.
	

	6.3.18
	State support for server clustering.
	


Security

Off-Line / Remote Access
	Ref. #
	Description
	Vendor Solution/Comments

	7.1.1
	Explain how your directory is accessed off-line or in a remote configuration.
	eTrust Directory allows both a synchronous DAP connection thru telnet (local host only) or an asynchronous LDAP for both local and remote.

	7.1.2
	Explain how your directory synchronizes in a remote distributed environment.
	eTrust directory has several synchronization options including DISP (Directory Information Shadowing Protocol) and Multi-write DSP.  Multi-write DSP is a higher function synchronization using a write-through method.


Authentication
	Ref. #
	Description
	Vendor Solution/Comments

	7.2.1
	Does your product support strong authentication?
	Yes.

	7.2.2
	Describe the types of user authentication supported by your directory (e.g. passwords, digital certificates, smart cards, biometrics, etc.)
	Anonymous—no credentials required

 Simple—name and password authentication

SSL—X.509 certificate based authentication

	7.2.3
	Describe how authentication occurs to any directory server.
	Unlike other directory implementations, the eTrust Directory DSA handles DAP, LDAP, DSP and DISP protocols through a single port in SSL-encrypted and unencrypted forms. Where SSL encryption or decryption is required, the DSA passes the packets to the SSLD to perform the SSL operation. When a client binds to a DXserver using SSL, the following sequence of events occur:

1. If the DXserver is not already connected, it connects to the SSLD (assuming it is running – see note below).

2. DXserver passes all SSL handshaking to the SSLD to establish the SSL connection with the client.

3. DXserver uses SSLD to decrypt requests and encrypt responses.



	7.2.4
	Does the user’s password traverse the wire?  If so is it encrypted?
	Yes.  Encrypted.

	7.2.5
	Do user id’s and passwords traverse the wire together?
	Yes.  Encrypted.

	7.2.6
	If the user’s password traverses the wire are there any unencrypted modes?
	No.

	7.2.7
	Are user passwords string-readable in the directory?
	The DXserver can store user passwords in a number of formats. The formats reported are:

■ oem-hash 

■ oem-encrypt 

■ sha-1 

■ crypt



	7.2.8
	Can directory administrators be prevented from viewing or obtaining user passwords?
	Yes, using access control mechanisms described in 7.3.11..

	7.2.9
	Describe how the levels of user access vary with different levels of authentication (e.g. two-factor authentication will grant lower access rights than three-factor authentication).
	Described in 7.3.11.

	7.2.10
	Describe how your product supports X.509 certificate authentication.
	SSLD holds certificates in its configuration directory where authentication transactions occur. There are two types of certificates used:

■ Trusted root certificates (“trusted.pem”) that contain one or more certificates of trusted Certification Authorities. 

■ Personality certificates that identify the one or more DXservers that are communicating with the SSL server. There is one per DSA (dsaName.pem), and each one contains a private key; however, if a Hardware Security Module (HSM) is in use, it would be a hardware reference.



	7.2.11
	Describe how your product supports a custom configurable authentication policy.
	Authentication for users is provided for anonymous, simple password or x.509 certificates to bind to the directory. Systems and applications bind to the directory in a similar method. Authentication references can utilize the directory for cutom use of complex queries and compare functions.

	7.2.12
	Describe how your product supports authentication for external applications.
	

	7.2.13
	Describe how your product supports Single Sign On functionality. List all platforms supported without custom code or scripting.  Describe the features and functionality of the Single Sign On component.
	

	7.2.14
	Describe how your product allows objects other than users to authenticate to the directory.
	

	7.2.15
	Describe how your product permits the creation of new object types that can authenticate to the directory.
	

	7.2.16
	State your plans for support of current IETF activity for authentication. 
	<see Attachment ‘C”>

	7.2.17
	Does your product include facilities and interfaces for user self-registration (allowing a user to create his/her own user account)?   If so, describe the features and functionality.
	The eTrust Brand has included these functions in eTrust Admin and eTrust Web Access Control specifically for this purpose. Both of these products leverage eTrust Directory as the underlying repository.

	7.2.18
	Does your product include facilities and interfaces for user self-enrollment (allowing a user to sign up for access to various application services)? If so, describe the features and functionality.
	The eTrust Brand has included these functions in eTrust Admin and eTrust Web Access Control specifically for this purpose. Both of these products leverage eTrust Directory as the underlying repository.

	7.2.19
	Does your product include facilities and interfaces for back-end authorization (identifying user authorization from external applications such as Oracle or DB/2)? If so, describe the features and functionality.
	eTrust Directory includes an interface for connecting to any LDAP compliant solution using DXLink

	7.2.20
	Does your product support configurable time-outs for users?   If so, can the time-outs be configured based on user?  User group?  Application?   Device?
	Yes. Timenouts can be configured based upon inactivity, number or requests, etc.

	7.2.21
	Does your product support enforcement of user id rules and user password rules (e.g. length and forbidden characters)?
	This is an enhancement in version 4.1 due for general availability in October 2003. 

	7.2.22
	Does your product have the ability to pass authentication information to web servers located outside the firewall?
	Yes. We recommend the use of encryption technology Secure Sockets Layer or Transport layer security on non-protected network segments.

	7.2.23
	Does your product have the ability to accept authentication information from web servers located outside the firewall in order to provide limited access to internal systems?  With which VPN (Virtual Private Network) solutions will your directory solution integrate?
	Any LDAP compliant or x.500 compliant request can be fulfilled with eTrust Directory by default.  Other interfaces that are standard to eTrust Directory depending on the configuration include xML and UDDI, as well as others.

	7.2.24
	How is anonymous client access handled?  Will binding occur is anonymous access is not allowed?
	Anonymous binds can be configured to allow access to only certain attributes with limited functionality, such as READ.  However, eTrust Directory can be configured to disallow anonlymous binds. These attempts can be logged.

	7.2.25
	How does your product support active and inactive users?
	User configurations be set to unbind after a certain threashhold of inactivity (set by seconds).  Active users can be dropped by using the management console – DXConsole.

	7.2.26
	Does your product have an administrative tool for user revocation and password resetting?    Is it a GUI tool?  Is it web-based?
	Yes. Administrators can use JXPlorer for administering user revocation and resetting passwords. DXManage can also be configured for a web-browser based solution.


Access Control
	Ref. #
	Description
	Vendor Solution/Comments

	7.3.1
	Describe how your product provides access control.
	Access Control functions at defined access points of the directory informaiton tree. Access Controls can also be define for each particular attribute.

	7.3.2
	Does your product allow for administration by multiple levels of authority?
	Yes.

	7.3.3
	Describe how multiple levels of authority are bound.
	Access points within the directory information tree can be defined for authorization using the 1993 x.500 access controls for subtrees, entries and attributes. Users and service can be defined according to the desired level of access as above, including delegated rights.

	7.3.4
	Does your product’s access control allow for rules that govern groups of users as well as individual users?
	Yes.

	7.3.5
	Can access control rules be defined at the tree level?   The sub-tree level?  The object level?   The attribute level?  For individual values of multi-valued attributes?
	Yes. 

	7.3.6
	What is your recommendation on the use of ACLs?
	You may set up the security domain for implicitly allow which means that each attribute you wish control

	7.3.7
	Can a user add himself to a group without being an owner of the group and without being able to modify another user’s membership?
	If Access Control has been configured to allow it.

	7.3.8
	Does the directory support access control policy objects that can be used to govern various objects?
	Yes.

	7.3.9
	Describe how user self-service is implemented in your directory. 
	Access Control rules can allow users to access only information under their entry, and these attributes may have further access controls (e.g. User ID read-only).

	7.3.10
	Does your product have any access methods that circumvent the access control mechanism (especially non-LDAP access)?
	Not thru the directory service iteself. Access to the host of the Directory DSA would be required.

	7.3.11
	Does your product provide for access control policies that depend on access methods?  Please explain.
	Yes. This is accomplished through  a variety of methods including the x.500 security controls. In addition, access to the entire tree can be allowed or denied and access controls on individual subtrees, entries and attributes can function as exclusions to the entire tree rules.

	7.3.12
	How does your directory support independent control on objects in the directory?
	Through Access Control rules.

	7.3.13
	How does your product support vertical and horizontal resolution of access control lists?

Vertical – access control rules that are inherited at each level in the directory tree structure

Horizontal – access control rules for referrals and ‘See Also’s 
	Vertical access controls can be accomplished by defining access controls at the tree or subtree level for example by defining a directory access point.

Horizontal rules can be applied to each class or attribute and applied across the entire directory domain.


Cryptographic Support
	Ref. #
	Description
	Vendor Solution/Comments

	7.4.1
	Does your product include a Public Key Infrastructure?  Describe the nature of the PKI and the standards to which it adheres.
	Our directory supports any X.509 PKI solution but does not include it within eTrust Directory. Furthermore, CA has a X.509 PKI solution that could be purchased separately and works seamlessly with eTrust Directory.

http://www3.ca.com/Solutions/Product.asp?ID=2623

	7.4.2
	Does your product support third party PKI software? List and describe.
	Yes, we support any industry standard X.509 PKI solution

	7.4.3
	Does your product include a Certificate Authority? If not, which Certificate Authorities can be utilized by your directory product?
	eTrust Directory will work with any X.509 solution so within a PKI there is a certificate authority that is created. Therefore we can work with a certificate Authority but we do not provide this out of the box.

	7.4.4
	List your current cryptographic technologies.  
	eTrust PKI

	7.4.5
	Describe how the directory will simultaneously support users within the US (128-bit encryption) and foreign users (40-bit encryption).
	

	7.4.6
	Does or will your product support the LDAP Mandatory Authentication Mechanisms (Key lengths)?  When and what release?
	Yes, up to LDAP v3

	7.4.7
	Does your product support the PKCS standards? List those supported.
	Al, can you help with the blanks here?


Auditing
	Ref. #
	Description
	Vendor Solution/Comments

	7.5.1
	List directory operations that can be logged.
	

	7.5.2
	Describe how all operations on the directory can be independently audited.
	

	7.5.3
	Describe how the audit logs can be protected from administrative users.
	

	7.5.4
	Describe how audit information can be exported.  List export formats.
	

	7.5.5
	Describe your audit log reporting feature.  Can it be used remotely?  Is it web-based?
	

	7.5.6
	Describe how auditing policies are configured and enforced.
	

	7.5.7
	Describe the auditing system support for auditing of non-directory objects.  (i.e. file system)
	

	7.5.8
	Can the audit log be configured to prevent logging of sensitive information such as user passwords?
	


Recovery
	Ref. #
	Description
	Vendor Solution/Comments

	7.6.1
	Describe your directory’s backup and restore procedures.
	

	7.6.2
	Describe how your directory is restored.
	

	7.6.3
	Can backup and restore occur while the directory is functioning?  
	


Other Security Issues
	Ref. #
	Description
	Vendor Solution/Comments

	7.7.1
	List all known security holes and their solution, if available.
	eTrust Directory is one of the most secure solutions. We rely on the X.500 protocol, which is the securest in the market place. However, CA offers both X.500 and LDAP compliancy so you get the best of both worlds. Easy client access with stringent and scalable distribution and replication.

	7.7.2
	Describe how your directory security policies extend to any firewall products.
	

	7.7.3
	Is there a customizable GUI available for user login and authentication? Please describe.
	Yes. JXPlorer and DXManage each allow for graphical interfaces to the directory. Each of them require the authetication method required by the directory security policies.

	7.7.4
	How does the directory support storage of confidential information in a secured manner?
	

	7.7.5
	How does the directory support transport of confidential information in a secured manner?
	

	7.7.6
	List all relevant standards that your product supports for secured communications and storage.
	


Capacity Planning
	Ref. #
	Description
	Vendor Solution/Comments

	8.1
	How many segments of the directory can be contained on one server?  Include published and non-published information.
	eTrust Directory follows the x.500 convention of directory instances called Directory System Agents (DSA’s).  This is theorectically unlimited on a single platform. <Please refer to the attached Best Practices Guide for detailed information.>

	8.2
	How many copies of directory segments are recommended?  Include published and non-published information.
	Depending on the critical nature of the directory solution, several DSA’s would be recommended with a minimum of 3 for high availability planning.

	8.3
	In the proposed directory product, how many segments for:

15,000 objects

100,000 objects

1 million objects
	Objects can assume different forms in the directory such as directory entries and attributes.  Since eTrust directory indexes each attribute in the directory, the capacity planning should be based on this reference. eTrust Directory can service 1 million object with a minimum number of servers depending on the computing power of the platforms and the geographic nature of the implementation.

	8.4
	In the directory product, how many megabytes of disk storage are required for :

15,000 objects

100,000 objects

1 million objects
	Our minimum recommended server would meet the 100,000 entry sizing with approx. 20/40 Gigabytes of disks space.  For 1 million entries, we would recommend 200 GB to 280 GB of storage capacity. <Please refer to the attached Best Practices Guide for detailed information.>



