The “Natural Weaknesses” of a Security Policy
Before attempting to develop a security policy that will not fall under its own weight, one must acknowledge certain weaknesses in the process of securing any asset. Failure to respect these weaknesses and develop compensating maintenance processes will subject the policy to the inevitable decay of time and entropy.

Why Security Policies Fail
1 – Security is a Barrier to Progress

Protective measures for security or disaster planning are (by definition) either obstacles or impediments to commerce. Other than mitigating specific threats, they typically add zero benefit, and always hamper on some level the ability to freely share information. Human nature begets desire—for more information, for greater access, for faster response. Imagine waiting for a traffic light. Obviously, the light exists for safety, but if the intersection is vacant, the light’s “protection” is annoying and wastes time. Our patience has a limit, and we at some point proceed through the red light, under the assumption that the light is broken, or the guise that the wait time was unacceptable.

Every network user reaches a “red light” limit with compliance as well. At some level of annoyance, we conclude that compliance is ultimately not in our own self-interest. Policy plans, rarely measured by impact on users and the business process, can lead—at least—to a false sense of security. Worse, disparate compliance can result in a security breach. If you give up on the red light just as another car approaches on the green…

2 – Security is a Learned Behavior

Self-preservation is instinctual behavior; securing assets is not. It is a higher-level function that must be learned and occasionally reinforced. Information security procedures are often not intuitive. Without proper education, users may not recognize the value of assets, risks, and costs of compromise. A user who is unaware of the value of an asset (or the reasons for protecting it) is more likely to think, “that’s a stupid policy.”

Even some self-preservation practices must be learned: children do not just know to look both ways before crossing the street, or to wait an hour after eating before swimming; these are learned behavior. It is also imperative that management is taught the value of information assets, the risks associated with these assets, and the appropriate protection policies. If management is unaware of the security policy and its justification, it is unlikely that proper funding or commitment will be secured either. Managers need not know the technical minutiae; educating managers on security policy should merely focus on the potential impact of lax security on information assets.

3 – Expect the Unexpected

Any process designed for a global enterprise will involve many users making many transactions at all hours. The more complex a policy or process is to accommodate these users, the more likely it is to fail. A good security officer expects failures and disasters, and constantly checks the radar for signs of “bad weather.” Even friendly, common-sense security measures reduce productivity. The balance between security and disruption differs for each company.

· Teach and preach your policy. Tailor the training for each audience

· Preparation, planning and practice keep your skills up. They also weed out faults and loopholes before they cause breaches

4 – There Is No Perfect Mousetrap

You can never be finished. Securing assets is a continuous process. Technology is rapidly changing; systems become outdated, and systems either fail or lose effectiveness over time. Threats will always exist, and policy and procedures must also grow and change to remain effective. Every process and policy should undergo regular health checkups in good weather and in bad.

