
Managing Logical Access

Introduction

The purpose of this policy is to describe the design and configurations of the hosting environment, including customer systems and supporting infrastructure.

Policy

To prevent potential security exposure, MSP secures access through network, operating system (OS), and database access layers of technology. Customers and MSP employees must log into systems through approved secure connectivity options. Customers and MSP employees authorized to access the networks, operating systems, and databases have accounts and passwords that conform to standards.

Access to systems is secured by using named accounts, except when the task to be performed requires the use of a generic login name, or a named account is otherwise not available to the associate.

Scope

This policy applies to the hosting environment information for all sites. Failure to comply with this policy may result in disciplinary action up to and including termination.

Control Objective

Controls provide reasonable assurance that logical access to networks, programs, and data is restricted to appropriately authorized personnel.

Associated Controls

For a list of controls and audit mechanisms, refer to the topic Associated Controls/Audit Mechanisms later in this document.

Policy
The foundation of logical access is made up of attributes or configurations of the systems/environments. These attributes are listed below:

· Internal and customer systems must have authentication and password technology implemented on the network to prevent unauthorized access.

· Remote access tools used to connect to MSP hosted systems must use a minimum of 256-bit encryption where appropriate and feasible. 

· VPN access for customer systems must be configured to limit customer access to their own systems based on their specific IP address.

· An inspection firewall must exist to filter unauthorized inbound network traffic from the Internet.

· Distinct networks and firewalls exist to separate customer network traffic from MSP employees’ network traffic.

· Database configurations must prevent unauthorized viewing or modification of customer data by other customers in shared environments.

· Changes to the Operating System, Database and Network security configuration must follow the defined change management process.

· Key documents such as security policies, change management policies, configuration standards must be secured to prevent unauthorized changes to those documents.

· Access rights to Customer production environments (e.g., network, operating system, and database) must be removed in a timely manner for separated MSP employees and contractors.

· Customer access requests to the MSP managed production environment (e.g., network, operating system, and database) must be documented and require approval from
an Authorized Customer Representative.

· Where customer technology feature permits, access to Customer production environments (e.g., network, operating system, and database) must be authenticated with a unique user ID and password. Standard password composition rules and account lockout settings must be in place as per the Password Standards in this document.
· Customer Network traffic must be restricted to the MSP production environment with VLAN security rules, Firewall rule sets, and IP addressing.

· Firewall rules must filter (inappropriate) inbound traffic from the Internet into the MSP network.

· Access to the Firewalls must be restricted to authorized MSP personnel.

Appropriately Authorizing Access

Managers must provide appropriate authorization for their employees to access the various layers of technology on the systems, based on their role. The access per role is described in the Levels of Access matrix below.

Levels of Access
The Levels of Access   assumes the principal of least privilege. Access to all environment to be evaluated and approved by respective Manager or Supervisor by using SAR Once SAR is initiated; access must be authorized, validated and approved by respective group.   
Performing the Semi-Annual Authorization

Twice a year, a list of all team members is approved to indicate (as of that point in time) that they are appropriately authorized to access customer systems. This list will serve as the baseline.

The table below describes the process to perform the baseline.
	Stage
	Description

	1
	Create a list of users and their access levels according to the matrix.

	2
	Send an e-mail to the Vice President of Service Delivery asking for approval for these users.

	3
	The Vice President e-mails back the response, which serves as a reference for the baseline.


Performing Semi-Annual Verification of User Logins

There are three purposes to performing a semi-annual verification of user logins:

1. To clean up terminated users. To ensure all terminated employees are removed from each system, semi-annually check that all employee logins are correct. 

2. To change passwords for MSP-owned generic accounts.

3. To change password for MSP-named accounts if the account does not have an expiration attribute.

The table below explains how to perform each verification.
	Task
	Steps

	Clean up the users
	Before beginning this process:

· Obtain the terminated employee list, and

· Use the available reporting tools to include which servers have terminated employees.

After obtaining the list and using the reporting tool:

· Disable or delete the employees, and

· Document that it has been completed using the spreadsheet template (Baseline Evidence).

	Change passwords for MSP-owned generic accounts
	· Use reporting tools, and the knowledge of how systems are configured, to conclude generic passwords exist on the layers of technology,

· Change the password, and 

· Document that it was changed using the spreadsheet template (Baseline Evidence).

	Change password for MSP-named accounts if the account does not have an expiration attribute
	· Use reporting tools, and the knowledge of what systems or layers of technology do not have the expiration attribute, 

· Change the password, and 

· Document that it was changed using the spreadsheet template (Baseline Evidence).


Changing the Generic Password

MSP must change the generic operating system password every six months or when there is a personnel turnover of users with access to the generic operating system password. 
Since many of the monitoring and backup servers require an update, changing the generic operating system password must be planned and coordinated. Follow the steps listed below to change the generic password. 
Note: 
This is a unique process for changing the passwords for the generic operating system administrative accounts that are used for monitoring.
	Stage
	Description

	1
	Notify the following departments or people the generic password is changing:

· Network Operations Center.

· Internal Systems.

· MSP-Systems Engineering and Development.

· Client Managers.

· Change Advisory Board.

· Developer of Internal Systems.

	2
	Select a new password.

	3
	Stop backups and update Data Protector and Evault with the new password.

	4
	Update Data Protector and  Evault and restart backup jobs.

	5
	Verify password change completed by e-mailing the following groups and people with new password:

· Network Operations Center.

· Internal Systems.

· MSP-Systems Engineering and Development.

· Client Managers.

· Change Advisory Board.

· Developer of Internal Systems.


Using a Generic Password

The table below describes the various scenarios when using generic passwords.
	IF…
	THEN…

	A generic login is used to access a system or perform a task
	Declare that the associate used the login by sending an e-mail to generic@MSP.com. The Subject should be the server name and the Message body should include admin account used, as pictured.

Picture here…



	An associate encounters a system that does not have an admin account created for them
	· Logon using the known generic admin account,

· follow the tracking process for logging that account usage, and

· Create a named admin account.

Note: Once that is complete, the associate can logout and go back in as the newly created named admin account.


Establishing Change Approvers

The Change Approver is the formally named Customer employee that may instruct MSP to make changes to the Customer’s system and/or incur expense on behalf of the Customer. 

Follow the process below to authorize an individual as a Change Approver.
	Stage
	Description

	1
	The Client Manager creates a ticket requesting the change to track the process.

	2
	The Client Manager drafts a Declaration of Change Approvers naming the new Change Approvers and/or Incur Expense designees.

	3
	Customer signs the Declaration of Change Approvers, accepting responsibility for this change.

	4
	The Client Manager forwards the signed change order to Contracts Administration.

	5
	The Client Manager adds the contact information for the Change Approvers and/or Incur Expense individuals to the authorized list and closes the ticket.


Granting and Terminating Customer User Access

Only Change Approvers can request customer user’s access to their systems. Follow the process below to grant or terminate customer access.
	Stage
	Description

	1
	Change Approver requests that the Client Manager or Help Desk create, modify or terminate a user’s access to their system. This must be done in writing, by e-mail or through the portal.

	2
	Client Manager or Help Desk opens a ticket.

	3
	User is created, modified or terminated by the Help Desk or by Client Manager resources.

	4
	Customer is notified.

	5
	Client Manager or Help Desk closes the ticket.


Password Standards

MSP configures passwords using the following standards.

· Password expires in 180 days. (90 Days for PCI customers)
· Minimum password length is 8 characters.

· Passwords cannot contain part of the user’s name.

· Lockout after 5 failed login attempts  
· Lockout duration is 30 minutes.

· Minimum password age to allow changes is 1 day.

· Number of passwords remembered is 8  
· Passwords must use three of the four available character types: lowercase letters, uppercase letters, numbers, and symbols.

