
Approval Template for Middleware Teams
Team Name:  Messaging Integration Middleware (MIM)

Software Products Supported: WebSphere Message Broker

Middleware Sudo Project Focal Point: 
Primary:                Backup: 
Product names, versions: WebSphere Message Broker (All currently available versions - up to V7)

OS Platforms in scope for this request: AIX, Linux

The following configuration details are to be used for management approvals, in userid team requests, and change management records:

Paste this section into the Request Record(s) submitted to the Userid Management Team.

Middleware Team Name:

Account:

Servers:

Users Affected (add rows as needed):

	Userid
	Name
	Notes Mail Address
	Serial #
	Country Code

	
	
	
	
	

	
	
	
	
	


List the userids or Unix group names that have write access to any of the files executed as root using the sudo privileges below, and the userids or Unix group names that have write access to any directory in the path to the files executed as root using the sudo privileges below:

<insert list of userids or Unix group names here>

Note to IAM team:

Ensure that authorizations for each of those users to have ‘system and security administrative privileges’ are on file prior to implementation.

Users who can modify any file that is executed via sudo are considered to have ‘system and security administrative privileges' and must have appropriate authorization and secondary controls.

Standard BAU sudo entries:

Note to all IBM teams:

IBM teams implementing a 'su - {$userid} command must understand the ITCS-104 requirements to maintain individual accountability, command by command, at all times, and should review the recommendations for capturing 'per command' logging located at:  https://w3.tap.ibm.com/w3ki07/display/sudocomp/Secondary+Logging

It is the responsibility of the owner of the “$userid” in the example above to ensure they have some appropriate logging method in place before authorizing others to share the account’s credentials to issue commands..

Needed all the time on AIX and Linux:

%<my_midware_team> ALL = /usr/bin/su - <%wmbadmin>

B- Standard “Change/Installation Window” entries:

Needed on both AIX and Linux only during the change window used for product installation / maintenance:

%<my_midware_team> ALL = /usr/bin/su - root


