
CyberArk Policy

Introduction

The system does not contain or store PHI or PII. System is used to manage privileged user accounts. The exception is for break glass support, no direct access to corporate systems and no access to data. 
Support could be provided by escort through WebEx if needed. CyberArk will not take control of the session at any time; Corporate would follow steps directed by CyberArk.

The scope of this request is for

System-Wide

Brief overview of technology and its current/intended use at Corporate
CyberArk’s Privileged Account Security solution includes the Enterprise Password Vault and SSH Key Manager to provide full lifecycle management of all privileged accounts, whether those are username/password combinations or SSH key pairs. 
The credentials are securely stored in CyberArk’s patented Digital Vault, and passwords and keys are rotated according to your policies so that they are all unique and complex, and never fall out of compliance. 
Each credential is only accessible to the user(s) who are permitted access, and even those individuals do not need to know the credential in order to use it. In this way, security is increased while at the same time simplifying things from an operations perspective for end users and administrators alike.
Information Security Risk Assessment: (completed by Security Official)

Risk Statement 

Risk is Low: 

CyberArk will only use offshore support in a crisis situation in the US. CyberArk will never take control of our system and would prefer to talk us through any issues we may come across. CyberArk will not have access to any PHI or PII.

CyberArk's US support is around the clock, support does not have direct access to Corporate's data or systems on-shore or offshore. Any access to view the environment would be WebEx escorted. 

Risk Severity

· The risk severity is Low by implementing this request.
See Appendix for details

	Section / Control Description
	Overall
	Comments

	General: Overall purpose and function for use of offshore resources.
	 
	 

	Are services performed at a location, which utilizes offshore employees, contractor or subcontractors? 
	YES
	Break the glass support, no access to system no access to data. Escorted access through WebEx if needed. CyberArk does not take control of the session at any time, Corporate would follow steps directed by CyberArk. 

	Provide Offshore Subcontractor Name, if applicable
	NO
	 

	Provide Offshore Employee / Contractor / Subcontractor Country
	YES
	

	Provide Offshore Employee / Contractor / Subcontractor Address
	N/A
	 

	Does the offshore employees, contractor or subcontracting: receive, view, process, transfer, handle, store or access protected health information at an offshore location in oral, written or electronic form?
	NO
	 

	What is the proposed or Actual Effective Date for Offshore Employee / Contractor / Subcontractor 
	N/A
	 

	Describe the PHI that will be provided to Offshore Employee / Contractor / Subcontractor.
	N/A
	 

	Describe alternatives considered to avoid providing PHI, and why each alternative was rejected.
	N/A
	 

	Explain why providing PHI is necessary to accomplish the Offshore Employee / Subcontractor objectives.
	N/A
	 

	Describe the Offshore Employee / Contractor / Subcontractor functions.
	PARTIAL
	Break the glass support only.

	Secure Facility: Services are performed from within a secure facility with access restricted to authorized personnel. 
	YES
	 

	Clean Room: Access to Corporate data is performed within a physically segmented and secure "clean room" where:
	PARTIAL
	This is a standard office.

	Workstations: Supplier personnel will use dedicated workstations that are:
	PARTIAL
	They use laptops that are not locked down to a clean room.

	Personnel Management: 
	PARTIAL
	 

	Liability & Risk
	YES
	 

	General: Overall purpose and function for use of offshore resources.
	
	

	Secure Network - Supplier will leverage a secure network with appropriate controls for prevention, detection and response to unauthorized access, misuse, and/or disruption. At a minimum, the Supplier will: use a VPN to access Corporate data; implement Firewall / IDS / IPS; logically segment network resources; and analyze network activity for anomalous behavior.
	PARTIAL
	CyberArk has no direct access to our system, so therefore does not need a VPN or segmented network to access Corporate information. 

	User Activity Monitoring - User access to Corporate information and resources supporting such access (e.g., workstations, networks, servers, facilities, etc.) will be monitored for unauthorized and/or inappropriate behavior.
	N/A
	 No access to Corporate environment 


	Section / Control Description
	Overall
	Comments

	Identity and Access Management
	N/A
	 No access to Corporate environment

	Information Security Program Audit
	PARTIAL
	 Working on obtaining ISO certification

	Additional Questions for Systems with PHI
	N/A
	 No access to Corporate environment


Appendix
	Section / Control Description
	Overall
	Comments

	Section  /  Control Description
	Overall
	Comments

	General: Overall purpose and function for use of offshore resources.
	Yes
	 

	Are services performed at a location, which utilizes offshore employees, contractor or subcontractors? 
	YES
	Break the glass support, no access to system no access to data. Escorted access through WebEx if needed. CyberArk does not take control of the session at any time, Corporate would follow steps directed by CyberArk. 

	Provide Offshore Subcontractor Name, if applicable
	NO
	 

	Provide Offshore Employee / Contractor / Subcontractor Country
	YES
	

	Provide Offshore Employee / Contractor / Subcontractor Address
	N / A
	 

	Does the offshore employees, contractor or subcontracting: receive, view, process, transfer, handle, store or access protected health information at an offshore location in oral, written or electronic form?
	NO
	 

	What is the proposed or Actual Effective Date for Offshore Employee / Contractor / Subcontractor 
	N / A
	 

	Describe the PHI that will be provided to Offshore Employee / Contractor / Subcontractor.
	N / A
	 

	Describe alternatives considered to avoid providing PHI, and why each alternative was rejected.
	N / A
	 

	Explain why providing PHI is necessary to accomplish the Offshore Employee / Subcontractor objectives.
	N / A
	 

	
	
	


	Section / Control Description
	Overall
	Comments

	Describe the Offshore Employee / Contractor / Subcontractor functions.
	PARTIAL
	Break the glass support only.

	Secure Facility: Services are performed from within a secure facility with access restricted to authorized personnel. 
	YES
	 

	Is secure badge entry is required to control and monitor physical access to the facility?
	YES
	 

	Are visitor logs maintained documenting all individuals who are not employed by the Supplier who gain access to the facility where services are performed?
	YES
	 

	Is an escort assigned for the duration of their visit?
	YES
	 

	Where applicable - Clean Room: Access to Corporate data is performed within a physically segmented and secure "clean room" where:
	PARTIAL
	 

	Secure badge entry is required to control and monitor physical access to the clean room.
	NO
	 

	Personal property is strictly prohibited.
	NO
	 

	Portable electronic devices capable of capturing video, voice and / or image are prohibited within the clean room.
	NO
	 

	Printers are prohibited.
	NO
	 

	Individuals are prohibited from removing physical and / or electronic media and / or equipment from the clean room.
	NO
	 

	Supervisors will be present in the clean room at all times.
	YES
	Standard office, they do not have a clean room, supervisors are in the office at all times. Some employees work from home.

	Individuals entering the clean room must be subject to visual inspection.
	NO
	 

	Workstations: Supplier personnel will use dedicated workstations that are:
	PARTIAL
	 

	Physically secured.
	YES
	 

	Printing disabled.
	NO
	 

	USB and other peripheral ports supporting the use of portable electronic media and / or external data transfer must be disabled (including docking stations).
	NO
	 

	Uses a physical connection (i.e., Ethernet) to the Supplier network / Wireless Access prohibited.
	NO
	 

	All unnecessary processes, features, options, services, networks and software must be disabled.
	NO
	 

	Endpoint protection in the form of anti-malware and personal firewall / host intrusion prevention.
	YES
	 

	Access to local or network storage for the purposes of copying / downloading data is disabled.
	NO
	 

	Data, if cached or otherwise stored locally, will only be accessible through software application and for the minimum duration of time necessary for the individual / software to perform the assigned task.
	NO
	 

	Workstation sessions will automatically lock following a period of inactivity not to exceed fifteen (15) minutes.
	N / A
	 


	Section / Control Description
	Overall
	Comments

	Disable simultaneous connection to multiple networks (split tunneling).
	NO
	 

	Disable access to the internet.
	NO
	 

	Encrypted.
	YES
	 

	Personnel Management: 
	PARTIAL
	 

	Does the offshore employee / contractor / subcontracting arrangement prohibit access to data not associated with the contract?
	NO
	 

	All Supplier personnel have successfully completed a background check (criminal, reference, education, professional certification  /  accreditation validation, Watch List  /  Exclusions, etc.) prior to accessing:
	YES
	 

	(i) Corporate data and / or systems; or
	 
	 

	(ii) Systems or resources used to support Corporate.
	 
	 

	Provide a copy of the policy and the type(s) of check that are performed.
	 
	 

	All Supplier personnel will be provided training in subject areas relevant to the scope of services performed including, but not limited to: Compliance with applicable U.S. Laws; Confidentiality; Privacy and Security; Supplier to ensure appropriate use prior to accessing Corporate data.
	YES
	 

	Supplier has arrangements in place with policies and procedures for offshore employee / contractor / subcontracting that allow for immediate termination of the resource upon discovery of a significant security breach.
	YES
	 

	Supplier to provide a copy of the policies and procedures that document the process used for the immediate termination of the employee    contractor / subcontract upon discovery of a significant security breach. 
	N / A
	 

	Supplier has offshore employee / contractor / subcontractor arrangements that have policies and procedures in place to ensure that PHI and other personal information remains secure. Supplier to provide a copy of the policies and procedures that document the process used to ensure the security of PHI and other personal information.
	N / A
	 

	Liability & Risk
	YES
	 

	The Supplier - incorporated in the United States - indemnifies Corporate for any damages related to Off-shoring
	YES
	 

	The Supplier carries insurance in adequate amount to protect Corporate from loss or damage, including breach notifications and mitigation costs and expenses. (Include amount and details)
	YES
	

	Secure Network - Supplier will leverage a secure network with appropriate controls for prevention, detection and response to unauthorized access, misuse, and / or disruption. At a minimum, the Supplier will: use a VPN to access Corporate data; implement Firewall / IDS / IPS; logically segment network resources; and analyze network activity for anomalous behavior.
	PARTIAL
	 

	Supplier will access Corporate data over a secure point-to-point Virtual Private Network (VPN) that terminates in both U.S. and Offshore locations under direct control of the Supplier.
	NO
	 No VPN, no direct access to Corporate Networks


	Section / Control Description
	Overall
	Comments

	Supplier will use, at a minimum, firewall, intrusion detection, and intrusion prevention technology.
	YES
	 

	Individuals and resources (i.e., workstations) used to access Corporate information and / or supporting information systems will be logically segmented from resources and individuals that do not need access to Corporate information and / or supporting information systems.
	NO
	 

	Firewall, IDS, IPS and other network equipment (e.g., routers, switches) will log all activity.
	YES
	 

	Network logs will be monitored for unusual, anomalous or unauthorized activity.
	YES
	 

	User Activity Monitoring - User access to Corporate information and resources supporting such access (e.g., workstations, networks, servers, facilities, etc.) will be monitored for unauthorized and / or inappropriate behavior.
	N / A
	 

	Is User access to Corporate information monitored for unauthorized and / or inappropriate activity?
	N / A
	 

	User access to and use of resources supporting services performed for or on behalf of Corporate will be monitored for unauthorized and / or inappropriate activity.
	N / A
	 

	Identity and Access Management
	N / A
	 

	All users will use a user ID that uniquely identifies the individual when accessing Corporate information.
	N / A
	 

	Users will authenticate their identity using strong passwords that include the use of: No less than eight (8) characters, at least one (1) number, at least one (1) letter, at least one (1) capital letter, etc.
	N / A
	 

	Passwords will be changed at the least every ninety (90) days or shorter if there is reason to suspect the password has been compromised.
	N / A
	 

	User access will be recertified: Quarterly for administrator / privileged users; and every six (6) months for non-privileged users.
	N / A
	 

	Users no longer requiring access to Corporate data will promptly have such access disabled.
	N / A
	 

	Information Security Program Audit
	PARTIAL
	 

	Supplier has obtained and maintains a certification and / or independent validation of compliance with regulatory and / or industry standards for information security (e.g., ISO, HITRUST, AICPA, PCI, etc.).
	YES
	 

	Soc2 Type 2?
	N / A
	 

	If Yes, attach copy of report
	 
	 

	ISO27000 series?
	PARTIAL
	Working to obtain an ISO certification

	If Yes, attach copy of certificate and / or transmittal letter for independent validation
	 
	 

	PCI-DSS?
	N / A
	 

	If Yes, attach copy of certificate and / or transmittal letter from qualified assessor
	 
	 

	HITRUST?
	N / A
	 

	If Yes, attach copy of certificate and / or transmittal letter
	 
	 


	Section / Control Description
	Overall
	Comments

	Does the Supplier conduct self assessments of their information security program and - at a minimum - is periodically validated by an Internal Audit or similar internally independent compliance function?
	YES
	The results and the gap closing plan are presented and reviewed by the board's audit committee.

	Does the supplier conduct - or has conducted on their behalf - annual information security audits of offshore employee / contractor / sub-contractor?
	YES
	The same audits done in the US are performed in all CyberArk Global offices

	Does the Supplier conduct - or has conducted on their behalf - annual onsite audits / assessments for each offshore facility / location to validate effective implementation of information security controls?
	YES
	Same assessments are performed and controls are implemented in all CyberArk Global offices

	Are audit results used to evaluate the continuation of the relationship with the offshore resource?
	N / A
	 

	Does participating Supplier agree to share offshore resources’ audit results upon request?
	N / A
	 

	Additional Questions for Systems with PHI
	N / A
	 

	Do Off-shore subcontracting arrangement include all required Medicare Part C and D language (e.g., record retention requirements, compliance with all Medicare Part C and D requirements, etc.)?
	N / A
	 



