
Server Installation Request Process
Information Security Policy Summary
Key Points:

Company information resources are reserved for business purposes and must be managed according to information security requirements

· Information shall be labeled according to its value, legal requirements, sensitivity, and criticality, and Information Owners are responsible for appropriate handling of information

· Access to information and information resources is granted based on least privilege

· Computer systems and software must operate with an approved secure configuration

· Changes that affect information and systems must consider impact to confidentiality, integrity, availability

· Information resources and third parties must be periodically assessed for technology risk

· Managers are responsible for ensuring that they and their subordinates read, understand, and comply with the policy

When transmitted, sensitive data must be encrypted using a secure transmission protocol Information Classification and Handling requirements Sensitive data stored on portable media must be encrypted Strengthened third party controls Strengthened Application Development controls Documented Standards for all areas to fully explain the technical controls that are required.
Business Continuity Policy Summary
A formal business impact analysis (BIA) will be conducted every two years for each Business area or business unit. Business unit management must ensure continuity plans are developed and maintained in order to recover critical processes after a significant disruption or disaster.

· Plans will be tested periodically according to their level of criticality.

· Plan activation requires involvement of local management and Enterprise Business Continuity.

Server Installation Request / Tracking Process




Hardware Tasks:

· Capacity Requirements Reviewed / Finalized







· Requirements confirmed; ready to order








Order Placed:

· PO Tracking Spreadsheet Populated







· Columns to update








· Notification to distribution list of order/attach spreadsheet






Service Catalog server install request entered:

· Request entered by Capacity Planning







· Separate requests for new installs vs. upgrades






· Separate requests for each Data Center location






Hardware Tasks: 

· Hardware Support Team and Off Hours Hardware Support Team




Overview: 
Process flow is designed for the day Hardware team to do the project coordination and planning, setting up the actual hands on installation work to be done off hours in most cases.  The Off Hours Hardware team should take the information provided by the day Hardware team along with information available in the Server Procurement Tracking Spreadsheet to develop and implement an install plan.



Day Hardware Team Tasks (Hardware Team = [Vendor])






· [Vendor] reviews information in Server Purchase Tracking Master Spreadsheet works with Server Capacity team to resolve any issues; info in spreadsheet is what Hardware teams will work off of

· [Vendor] provides primary [Vendor] point of contact for each project / server type

· [Vendor] confirms the standard configuration for each server type to be installed; ensure doc matches
· Confirms to Server Build Teams of configuration to expect / validate





· [Vendor] creates Install Checklist (Internal Hardware Department Document; stored in Hardware SharePoint site) receives notification of install primary contact for service request work order included in email distribution list from Server Capacity department checklist is to be named the name of the order with a version number
One tab per each server type in order

· Hardware Server Checklists to be stored in Hardware SharePoint site

· Hardware folder; Projects: Server Installs

· Hardware Server Checklists updated Tuesdays; prior to Wed status meeting

· Updated spreadsheet sent to Capacity

· Update version number on spreadsheet file name





[Vendor] receives server Hardware









· Validates PO, project assigned to







· Notifies server capacity team








[Vendor] review racks install location








· Communicates/resolves any conflicts w server capacity team





· Updates are made to master server purchase spreadsheet




[Vendor] reviews fiber requirements








· Validate existing fiber available or orders new fiber






· Stages required fiber for installation







[Vendor] notifies Server Build Teams of pending installation






· Provides location of servers to be installed







· Provides location and layout of fiber to be connected; end points and connection points



· Provides due date for servers to be connected






· Provides vendor coordination for vendor installed Hardware (Dell, HP, IBM, SUN)




· Provides vendor contact info to Server Build Teams





Off Hours Hardware Team Tasks (Off Hours Hardware Team = Server Build Teams)




Central Point of Contact for the Off Hours Hardware Team will be the Split Shift/M-F role person.  This person will coordinate the work with the end of the week Hardware personnel.





Workload is to be distributed to meet due dates.  All tasks that will not be completed on time/schedule must be communicated to [Vendor] point of contact.
Server Build Teams is to use information provided by the [Vendor] as well as the information contained in the Server Purchase Tracking master spreadsheet to complete the installation.
Specific Install tasks for the Server Build Teams include:
· Server Build Teams installs required fiber; per info from [Vendor]




· Email [Vendor] contact when complete; notify of any issues




· Provide cable s/n's as required






· Server Build Teams to stage servers in the data center





· Server Build Teams to unpack servers







· Dispose of all trash prior to end of shift; not to be left on data center floor.



· Server Build Teams to validate configuration received




· Compare against standard configuration for the server type.




· Notify [Vendor] of any discrepancies






Server Build Teams racks equipment per instructions






· Server Build Teams Connects fiber, network, other cabling per standard config doc



· Server Build Teams performs logical config tasks as directed by [Vendor]



· HP Enclosures; update OA







· Server Build Teams labels server; per host name in spreadsheet





· Server Build Teams RFID tags server







Server Build Teams will email [Vendor] point of contact with completion status of install tasks before

· End of shift and they leave for the day







· [Vendor] will update server install checklist





Installation Project Tracking









Installation Status Tracking will be performed via the Server Install Checklist




· Server Build Teams provides updates daily







· [Vendor] updates server install checklist







· All updates to be complete by Tues noon local time each week.




· [Vendor] mandatory participation in Wed server/infrastructure status meeting





[Vendor] provide Wednesday meeting updates





· All departments to attend; Capacity, architects, Hardware, Network, Storage, other….
· Server Capacity Team update purchase tracking spreadsheet milestones


· Server Capacity Planning Team to provide Meeting Minutes/Summary to be distributed attach updated PO Tracking Spreadsheet




Installation Complete










· [Vendor] - Hardware Server Checklists completed; notification sent to distribution list

· [Vendor] - Status confirmed in Wed meeting.






· [Vendor] - Closed server install checklist version marked FINAL; move to archive folder


