Sample VPN Configuration Worksheet

	Purpose

	This VPN Configuration Worksheet is to provide and gather information needed to establish VPN connectivity between the Client and Corporate. VPN access may be granted to an individual user or support person as well as between a business partner LAN and the Corporate LAN.  Please be as specific as possible when completing this form.


	Selections

	Following sections are applied to you

	Client Information
	

	Contact Information
	See Below

	Product Selection (please check one)

	VPN Client Access using Cisco VPN Client Software ( to client Lan)
	

	VPN Client Access using Microsoft VPN Client  (to client Lan)
	

	(Preferred) - Traditional VPN Tunnel Link (Geographical LAN to  client LAN)
	Yes

	
	

	
	

	
	


	Contact Information

	Description
	Client
	Corporate

	Project Manager

	· Name

· Telephone

· Cellular/Pager

· e-mail
	          
	

	
	       -        -          x.          
	

	
	       -        -          
	

	
	
	

	Network / Technical  Contact 

	· Name

· Telephone

· Cellular/Pager

· e-mail
	          
	

	
	       -        -          x.          
	

	
	       -        -          
	

	
	
	

	Address

	· Company Name

· Street Address

· City

· State

· Zip Code
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	VPN Client Access

	Network Information

	Description
	Client
	Corporate

	VPN Unit WAN Interface
	VPN
	VPN User

	IP Address (Endpoint)
	
	xxx.xxx.xxx.xxx

	User-ID
	
	N/A

	Password
	
	N/A

	Port
	
	N/A


	Traditional VPN Tunnel Link (LAN to LAN)

This connection is a standard VPN Network Tunnel for constant access between business partners.

	Network Information

	Description
	Client
	Corporate

	VPN Unit WAN Interface
	VPN
	VPN

	IP Address Details of firewall (Tunnel endpoint)
	
	xxx.xxx.xxx.xxx Cisco Firewall/VPN device

	VPN IKE Phase 1 Properties
	

	Encryption Scheme 
	
	IKE

	Key Exchange Method
	
	3DES

	Hashing Algorithm
	
	MD5

	Authentication Method
	Pre-shared Secret

(To be agreed and exchanged via other means)

	Agressive Mode Support
	
	No

	Diffie Helmen Group for Phase 1
	
	Group 1

	IKE SA (Phase 1) Lifetime
	
	28,800 Sec

	IKE Phase-2 properties
	
	

	Encryption Scheme
	
	IKE

	Transform (IPSec Protocol)
	
	ESP

	Encryption Algorithm
	
	3DES

	Data Integrity
	
	MD5

	Use Perfect Forward Secrecy (PFS)
	
	No

	Diffie Helmen Group for PFS
	
	Group 2

	IPSEC SA (Phase 2) lifetime
	
	3600 Sec

	Key Exchange for subnets
	
	Yes

	Security Policy Rules: Filter Properties:

What are the accesses granted over the VPN?
	

	VPN LAN Connections (Networks)
	
	

	IP Address 1
	
	

	Subnet Mask 1
	
	

	IP Address 2
	
	

	Subnet Mask 2
	
	

	IP Address 3
	
	

	Subnet Mask 3
	
	

	IP Address 4
	
	

	Subnet Mask 4
	
	

	
	
	

	
	
	

	Host / Device Access 
	Host: ??? TCP Port: ???
	

	Host / Device Access 
	Host: ??? TCP Port: ???
	

	Host / Device Access 
	Host: ??? TCP Port: ???
	

	Host / Device Access 
	Host: ??? TCP Port: ???
	

	Host / Device Access 
	Host: ??? TCP Port: ???
	


