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1.0
Executive Summary

1.1

Executive Overview

The existing LDAP Directory tree used by the Netegrity Siteminder suite needs to be redesigned to accommodate changes based on forthcoming Corporate Web projects. The LDAP schema as it applies to current projects should undergo a similar change, both to better accommodate current projects and to conform to existing standards. No purchases of additional hardware or software will be required by this redesign. Outages will be kept to a minimum, most likely fitting into normal Change Management windows

Highlights include:

1.1.1 Extending the Directory Tree to easily accommodate delegated administration.

1.1.2 Extending the Directory Tree to accommodate various Internal and Financial Institution’s Merchants.

1.1.3 Extending the Directory Tree to accommodate changes based on future needs.

1.1.4 Moving existing schema elements into a single object class to conform to standards.

1.1.5 Renaming existing schema elements to reflect a generic purpose.

1.1.6 Acquiring an Internet Assigned Numbers Authority (IANA) provided OID for tree security.

1.2
High Level Architecture Model

Two tree structures have been proposed. Both fit the general requirements, but further research needs to be done to see which structure fits the application best. 
The first diagram stores Merchant information in a Hierarchal format, where each Merchant could have a sub-Merchant, which in turn could have another sub-Merchant, theoretically ad infinitum. 
The second diagram stores Merchant information in a grouping format, where each sub-Merchant is stored in a group corresponding to the super-Merchant. The exact schema under each Merchant organizational unit is outside the scope of this document.

Schema changes are much easier to consider. The original schema design solely supported the project. As other projects have come under the Siteminder umbrella, more elements have been added, causing confusion for both administrators and developers. 
The new schema places all custom elements into a single object class, making the addition and deletion of new elements easier and less risky.

1.3

Design Assumptions 

The following assumptions were used in the creation of this design.  Subsequent sections of the design may reference these assumptions, where appropriate:

1.4.1 Financial Institution data must be segregated.

1.4.2 Merchant information must be stored with a direct relationship to a specific Financial Institution.

1.4.3 Cardholder data (if any) must be segregated both for privacy and speed.

1.4.4 Tree must support easy auditing and reporting.

1.4.5 Tree should be human readable by looking at the diagram.

1.4.6 UIDs will be unique across the tree.

1.4.7 Delegated administration could be at the Processor or possibly at a Merchant or Sub-Merchant level.

1.4.8 Schema additions will be an ongoing process.

1.4.9 The underlying schema may change without affecting the projects affiliated with Siteminder.

1.4

Design Issues

Each of the proposed Tree designs have issues that must be considered in choosing a Tree:

1.4.1 Scalability of the Hierarchal design must be considered. While it is unlikely any Internal Merchant will have more than 3 sub-Merchants, time searching the tree increases with the depth of the tree.

1.4.2 Breadth of the Grouping design must be considered. The LDAP Directory Server will not be able to validate the grouping relationships. Tools should be written to validate the tree.

1.4.3 Maintenance of either Tree will not be easy. As Merchants and Processors come and go, the Tree should be pruned periodically. IdentityMinder will make this process easier, but checks should be in place to prevent human-caused errors.

1.4.4 As the Tree is used over time, certain lobes will dwarf others. Replication should be used to offload the most-used and heaviest trees to dedicated servers.

1.4.5 Cardholder information (if used) will be duplicated in much of the Tree.
1.4.6 The proposed schema change has fewer issues:

1.4.7 Fewer elements will be required. Username and Password are the only required elements. Requiring elements across the Tree reduces its extensibility.

1.4.8 There must be a naming convention for schema elements. This is not only an accepted practice, it reduces confusion for administrators and developers.

2.0
Current Environment

2.1

Overview

The current LDAP environment has all information in one lobe of the tree. While this is an extremely flat model, it does not meet many of the requirements specified in section 1.3.
2.2

Today’s High-Level Architectural Model

Add here….
2.3

Gap Analysis

During a review of the new system and network requirements of Prepaid, the following gaps were identified within the current infrastructure needed to support the new application.  These gaps are addressed within the proposed designs.

2.3.1 Financial institution and Visa internal information are not easily separated.

2.3.2 Due to a lack of role provisioning, delegated administration would be nearly impossible.

2.3.3 Scalability and node replication would be difficult if not impossible.

2.3.4 Maintenance would become an onerous task.

2.3.5 No use of Role Based security.

2.3.6 Future needs are much harder to add.

3.0
Proposed Low-Level Architecture

3.1

Overview

Each proposed design replaces the concept of directory hierarchy based on connection type with the concept of directory hierarchy based on role. Using roles allows users to leverage IdentityMinder scoping rules for delegated password resets and full user administration with very few changes to their level of access. 
3.2

Low-Level Architecture Model

Reference appendix A for each proposed LDAP model.
3.3

Logical Data Model

There could be redundant and extraneous information in this diagram.

1.4.1 IdentityMinder would be used to perform data entry. The user manager would have to carefully review each user as they are provisioned. Fewer validation rules could be written to assist.

1.4.2 Only a few LDAP groups would be required, and may only be used by Visa internal staff. Groups are shown on the diagram for future requirements.

1.4.3 Logic would be derived to guarantee delegated administration needs.

1.4.4 As merchants and processors come and go, pruning of the tree is trivial. As merchants move processors, care would have to be used to make sure all administration rules are moved also.

This schema reflects the organizational structure the Prepaid project is using. Each merchant contains their own cardholder and employee information.

1.4.1 IdentityMinder would be used to perform data entry, however validation and scoping rules could be used to ensure each user is properly provisioned.

1.4.2 Many LDAP groups would be required however their management would be done through IdentityMinder.

1.4.3 Scoping rules built into IdentityMinder could be used for delegated administration.

1.4.4 As merchants come and go, pruning of the tree is trivial. As merchants move processors, scoping rulesets contained in groups would automatically move with them.

Current design requirements do not place cardholder information in the LDAP tree, however each design could accommodate those needs.

3.4

Conformance to the Technology Plan

In researching this project, either proposed design could fit all requirements and standard design philosophies. There are no standards for an LDAP tree. In consulting with other groups, there is a mix of both hierarchal and grouping style trees in production use.

3.5

Design Comparison

	
	Hierarchal Model
	Grouping Model

	Cost of Infrastructure
	Medium
	Low

	Cost of Development
	Low
	Low

	Ease of Development

(Easy/Medium/Difficult)
	Medium
	Medium

	Time to Market
	Fast
	Fast

	Ease of Integration
	Easy
	Medium

	Cost of Maintenance & Support
	Medium
	Easy

	Interface Capabilities
	Unknown
	Unknown

	Scalability
	Medium
	High

	Reliability
	High
	High

	Availability
	High
	High


The main difference with each design is where the time is spent. Maintenance is harder in the Hierarchal model, but conversion and integration is harder in the grouping model. Each design would be on highly available servers with replication to the datacenter backup sites. The decision on which design to choose would be based on whether time should be spent on the initial installation or on the continuing maintenance of the tree.

4.0
Detailed Design Specifications

4.1

Physical Data Model

The current data models are adequate for each design’s requirements.
4.2

Server Specifications 

The current servers are adequate for each design’s requirements.

4.3

Network Specifications

The current network is adequate for current requirements.
4.4

Storage Specifications

The current storage is adequate for current requirements.
4.5

Other Hardware Specifications

No hardware will need to be procured for this project.
4.6

Platform / Operating System Specifications 

No modifications to currently installed platforms or Operating Systems will be required.
4.7

Systems Management Specifications

No modifications to Systems Management will be required with either model.
4.8

Middleware Specifications

No Middleware will be required.
4.9

Physical Footprint

The current physical footprint is adequate for either design’s requirements.
4.10
Security Specifications

The current security specifications are adequate for either proposed design.

4.11
Global Support Plan

Current support plans and SLAs will be honored with either design.

4.12
Business Recovery Plan (BRP)

No changes to the BRP will be required.

4.13
Capacity Planning Approach 

Current capacity plans will remain in effect for either design.


4.14
Batch Processing 

The current Batch processing models will be used. Schema changes may have to be made to templates.

4.15
SLA Gaps 

The conversion process will not interrupt any SLAs. As a user is moved in the tree, their level of access will not be impacted. Either tree design preserves the existing Visa DPS internal users. Current maintenance windows would be utilized for any outages.

5.0
Test & Training Plan

5.1

Unit (Component) Test

The current lab and development environments will be utilized for testing of each component: Siteminder Policy Server, IdentityMinder, and SunOne LDAP Directory Server.
5.2

Function Test

The Integration environment will be used for end-to-end testing with outside applications. 
5.3

Performance / System Test

The user management teams will test in the Integration environment and provide feedback for both functionality and user experience.
5.4

User Acceptance Test (UAT)

The user management teams will provide feedback regarding acceptance of the new LDAP redesign.

5.5

Infrastructure Training Plan

The user management teams will require very little training. The user interface to the LDAP tree is IdentityMinder, which is user management teams are already familiar with.[image: image1.png]inovant LLC,
A Visa Solutions





