
SDLC - Technology Risk Assessment

	Policy/Question
	N/A
	Yes
	No
	W/P - Remarks

	CONTROL ACTIVITY #1:   A systems development life cycle (SDLC) methodology or equivalent procedures to monitor the development or acquisition process of automated applications is followed.

	a) Are applications developed according to a SDLC methodology?


	
	
	
	

	b) Does the SDLC methodology include the following?

a) Needs analysis

b) System analysis and design

c) Testing

d) Program promotion

e) Implementation

f) Post implementation reviews


	
	
	
	

	c) Is there participation and approval by users, management, data processing, quality assurance group, and internal auditors throughout the various phases of the SDLC process?


	
	
	
	

	d) Is authorization and approval by management and the principal user(s) obtained at key points in the SDLC process (such as after developing the general system design, after detailed system specifications, after system testing, and at system acceptance)? If so, when? 


	
	
	
	

	e) Are internal auditors provided the opportunity to participate in systems design to provide an independent evaluation of proposed controls in the system and to recommend the inclusion of computerized audit routines?


	
	
	
	

	f) Do personnel responsible for quality assurance assist in the following?

a) Formulating systems and programming standards

b) Examining systems design documentation to ensure compliance with standards and that the new system has incorporated adequate functions to facilitate effective control

c) Reviewing program testing, systems testing, and parallel or pilot runs to ensure compliance with standards

d) Reviewing data conversion procedures for compliance with standards

e) Ensure systems and programming practices are in accordance with the standards
	
	
	
	

	g) Is a project master plan developed for large projects?
	
	
	
	

	Circle the level of Control Risk assessed for this Control Procedure:

0 ‑ Low Risk

1 ‑ Moderate Risk

2 ‑ Slightly Less Than Maximum Risk

3 ‑ Maximum Risk


	
	
	
	Risk Assessment Justification:


	CONTROL ACTIVITY #2:    A needs analysis is performed before the system is designed and developed.

	1. Do the standards for the needs analysis include the following?

a) A formal request from the user(s) who desire the application

b) A thorough review of the present system or procedures to evaluate the present system's deficiencies and capabilities and decide if a change is necessary

c) A feasibility study for large projects that includes identification of all costs and benefits

d) Defining and analyzing existing and new information requirements

e) Identification of the effect of the new system requirements on other systems

f) Review of alternative courses of action (including purchasing software vs. developing it in‑house) that satisfy the information requirements of the new system

g) Justification for the selected alternative
	
	
	
	

	2. Is the needs analysis phase documented?
	
	
	
	

	Circle the level of Control Risk assessed for this Control Procedure:

0 ‑ Low Risk

1 ‑ Moderate Risk

2 ‑ Slightly Less Than Maximum Risk

3 ‑ Maximum Risk


	
	
	
	Risk Assessment Justification:


	CONTROL ACTIVITY #3:
  There is a controlled process for designing and developing applications.

	1. Are detailed input, output, file, and processing specifications defined and documented?


	
	
	
	

	2. If a database is to be used, is the content and organization of the database, including logical data relationships, physical storage strategy, and access strategy included in the design?


	
	
	
	

	3. Are there written programming standards?


	
	
	
	

	4. Do programming standards include naming conventions and coding standards?


	
	
	
	

	5. Are programmed controls and audit trails incorporated in the detail design to promote data integrity?


	
	
	
	

	6. Are the specifications reviewed and approved by management and application users before programming starts?


	
	
	
	

	Circle the level of Control Risk assessed for this Control Procedure:

0 ‑ Low Risk

1 ‑ Moderate Risk

2 ‑ Slightly Less Than Maximum Risk

3 ‑ Maximum Risk


	
	
	
	Risk Assessment Justification:


	CONTROL ACTIVITY #4:   Testing procedures are controlled for new and modified programs.

	1. Have system and program testing procedures been established?


	
	
	
	

	2. Does system testing include both the manual and computerized phases of the system?
	
	
	
	

	3. Are programmers prohibited from testing programs against production data files?
	
	
	
	

	4. Is system testing a joint effort of both users and data processing personnel?


	
	
	
	

	5. Is parallel processing performed where applicable?

a) Are the results of parallel processing reconciled before placing the new system into operation?
	
	
	
	

	Circle the level of Control Risk assessed for this Control Procedure:

0 ‑ Low Risk

1 ‑ Moderate Risk

2 ‑ Slightly Less Than Maximum Risk

3 ‑ Maximum Risk


	
	
	
	Risk Assessment Justification:


	CONTROL ACTIVITY #5:   Control procedures are established for the implementation of new and modified systems and programs.

	1. Do (reconciliation) procedures exist to prevent unauthorized changes to data files during conversion from manual records to machine‑readable records?
	
	
	
	

	2. Do these procedures require that manual records be retained until conversion is complete and it is determined that the system is operating correctly?
	
	
	
	

	3. Do final acceptance test criteria need to be met before a new system is placed into operation?
	
	
	
	

	4. Do program promotion standards require:

a. A person, such as the programming manager, to perform the following:

(1) Examine the code to ensure it does what is specified and nothing more

(2) Review program documentation

(3) Test the new or modified program to confirm that it operates as specified

(4) Approve the program for production

b. Once a programmer turns a program in for review, he no longer has access to the program

c. The operations section or a systems programmer use a utility not available to the application programmers to place the program into production status

d. Only programs in official production status be used for live work

e. Each version of a modified program be saved with a historical number that will distinguish it from all other versions

f. Each version of a modified program is archived


	
	
	
	

	5. Are there procedures for controlling changes to production programs in an emergency?


	
	
	
	

	Circle the level of Control Risk assessed for this Control Procedure:

0 ‑ Low Risk

1 ‑ Moderate Risk

2 ‑ Slightly Less Than Maximum Risk

3 ‑ Maximum Risk
	
	
	
	Risk Assessment Justification:


	CONTROL ACTIVITY #6:   A post implementation review is performed for major projects.

	1. Are post‑implementation reviews performed?
	
	
	
	

	2. Does the post implementation review determine the following?

a. If the project has met the user's requirements

b. If each of the SDLC phases have been satisfactorily completed and documented

c. If additional improvements are needed


	
	
	
	

	3. Does Internal Audit or quality assurance conduct the post implementation review?


	
	
	
	

	Circle the level of Control Risk assessed for this Control Procedure:

0 ‑ Low Risk

1 ‑ Moderate Risk

2 ‑ Slightly Less Than Maximum Risk

3 ‑ Maximum Risk


	
	
	
	Risk Assessment Justification:


	CONTROL ACTIVITY #7:  Maintenance of applications is adequately controlled.

	1. Is written authorization/approval from the user obtained for all modifications?
	
	
	
	

	2. Are all program changes approved, thoroughly tested, and reviewed by an independent EDP reviewer and user management?
	
	
	
	

	
	
	
	
	

	3. If there is a database, are there procedures relating to the following?

a. Data changes

b. Data dictionary maintenance, including adding new data names and changing data descriptions
	
	
	
	

	Circle the level of Control Risk assessed for this Control Procedure:

0 ‑ Low Risk

1 ‑ Moderate Risk

2 ‑ Slightly Less Than Maximum Risk

3 ‑ Maximum Risk


	
	
	
	Risk Assessment Justification:


	CONTROL ACTIVITY #8:  There are procedures in place to provide control over changes to systems software.

	1. Are there procedures for the following?

a. Requesting and authorizing modifications to systems software

b. Testing of changes

c. The review of changes by someone other than the original programmer

d. Implementation (loading) of changes by someone other than the original programmer

e. Controlling changes to systems software during an emergency

f. Performing a review to determine that the changes operate properly


	
	
	
	

	Circle the level of Control Risk assessed for this Control Procedure:

0 ‑ Low Risk

1 ‑ Moderate Risk

2 ‑ Slightly Less Than Maximum Risk

3 ‑ Maximum Risk


	
	
	
	Risk Assessment Justification:

	


	CONTROL ACTIVITY #9:
 There are standards for system, program, user, and run documentation.

	1. Do documentation standards include the following?

a. System level documentation

b. Program documentation

c. User documentation

d. Run documentation for use by operations personnel



	
	
	
	

	Circle the level of Control Risk assessed for this Control Procedure:

0 ‑ Low Risk

1 ‑ Moderate Risk

2 ‑ Slightly Less Than Maximum Risk

3 ‑ Maximum Risk


	
	
	
	Risk Assessment Justification:



