Courion to Remedy Functional Interface Requirements

	Functional Requirement ID
	

	Functional Requirement Name
	Courion to Remedy

	Functional Requirement Type
	Interface 

	Version
	1.0

	Complexity
	High

	Priority
	Medium

	 (If High) Priority Reason
	

	Target Date For Req. Completion 
	

	Require By Date
	


Key Business Purpose

[Describe the key business purpose of this request.]
	To use Courion as the authoritative source to add new Remedy profiles, generate access requests to add, change, or remove user accounts on target systems.  Courion will communicate to Remedy creating profiles for new employees and non-employees, and creating Remedy change requests with tasks that will be routed to the appropriate support teams based on the target system and the user’s profile location for the access that is being requested.


Specification Description

[Describe the high level processing steps that are required in both a narrative and diagrammatic form.]
	· For a new user a Remedy profile will be created.  Courion will manage adding, changing, and disabling (offline) Remedy profiles based on the user’s tenure at CHI.

· Approved access request in Courion will trigger the creation of Remedy “change” ticket, through Remedy’s API (or other agreed upon approach), with the detail request being put into the Remedy task for the specified target.

· Remedy needs to automatically route the task(s) to the appropriate Remedy support group of the "target", based on the user’s profile location and the Remedy operational and product classifications; i.e. for someone in Grand Island needing Meditech, Remedy would automatically route the task to the “Meditech Access – Grand Island” support group to provision the account.  Note:  There are current around 30 "targets" defined.

· The "target" support group will act on the access request (add/change/remove) for the person and will close the task.  Upon resolving (closing or cancelling) of all tasks, the Remedy parent ticket will close automatically and send a message back to Courion that the parent ticket is closed and the details of how the tasks were and what tasks were completed successfully or cancelled and the request loop in Courion will be closed.




Business Impact of not Proceeding 

[Describe the business impact of not processing with this request. Include alternative methods of resolution.]

	Not proceeding will require the current manually intensive methods to continue.


Risks and Limitations

[Describe any risks or limitations that may arise in developing an approach to this requirement.]

	Lack of internal resource expertise in both Courion and  Remedy will require using outside consulting resources.


Requirements

Remedy Profile Requirements

· Auto creation of new user profiles in Remedy from Courion request

· Automated update of user profiles in Remedy based on Courion request

· Automated Inactivation of user profiles based on Courion request

Remedy Access Requirements

· Auto generation of tasks based on access request templates

· Creation of access request automated workflow

· Customizing and managing ticket routing based on operational and product categorization

· Need to capture and track requesting location

· Ticket routing to be based on combination of location, operation, profile and product class

· Ability to track the request based on the manager listed in the origonal of the request, not by the person who entered the ticket in the Remedy system

· Ability to receive a report by requestor

· Email users when tickets are generated

· Email users when tasks are completed

· Ability of IDM teams to customize and manage email templates

· Implementation of SLAs on tasks

· Auto close of tickets on completion

· Automated closing of parent ticket and email to both requestor and recipient

Misc. Remedy Requirements

· Project team will need an initial extract of all Remedy profiles to analyze for mapping purposes

· Courion will need a high level system admin account in Remedy (this will be used only by Courion to manage profiles and create tickets)

· Need a copy of production environment built in dev and test as support for all testing with Courion

· Need Remedy support to build in test and production

· Process for creating new Remedy profiles are based on Lawson HR feed for new employees and manager entry in Courion for non-employees

· Need a daily extract of Remedy profiles to automap to existing Courion identity profiles (may be facilitated with a database view in lieu of an extract)

Security

[List any security setup and/or procedures that must be implemented in order to accomplish the key business functions listed.]

	Courion will need a high level system admin account in Remedy to manage profiles and create tickets


Controls

[What kinds of audits and/or controls (e.g. control report, etc.) will be used to ensure correct processing of data.]

	Supervisors and their delegates will only be able to request and approve access to employees that report to them.  Service accounts requests will need to be logged for audit purposes within Remedy.


Volume

[Best estimates of data volume that will be processed by this function.]

	Estimated 16,000 access request (add/change/delete) tickets may be generated on a monthly basis at full build-out of the Identity Life Cycle Management system in 2014.


Frequency

[What is the required frequency.]?

	Real time


Interfacing Systems

[Identify all systems that are involved in this functional specification.]

	Courion, AD, Remedy, Email


Assumptions

[List all assumptions that were taken into consideration when designing this document.]

	Courion and Remedy experts will be available to guide CHI personnel and transfer knowledge.


Issues

[List any potential problems or issues that could prevent key business functions from being met. Include issues surrounding missing data or missing functionality required for application.]

	Need the ability of a user to have multiple supervisors and for supervisors to be able to delegate these tasks to others.


Related Documentation

[List any related documentation that will assist the technical designer in creating a highly detailed specification.]
	CHI Traceability Matrix _Workflow Requirements Definition


Notes

[Include any notes not included in other sections of this document that may be of use.]
	We need to evaluate changing the Remedy authentication methodology and moving off of ADAM authentication and instead using RSA authentication if this is truly a web only application moving forward.  Cannot move off of ADAM authentication if there is a desktop client being used instead.


Page 4 of 4

