
Disaster Recovery - Contingency Organization

The Organization’s normal organizational structure isn't the most effective structure for responding to and recovering from a disaster.  Therefore, the Organization has established a contingency organization structure to be implemented in an emergency.  The contingency organization structure should identify reporting lines as well as responsibilities and accountabilities for key positions. 
Team Assignments
Management Team

Disaster Recovery Administrator:


            Disaster Recovery Coordinator: 


            Team Members:  



Business Recovery Team
            Business Recovery Team Manager:

            Alternate Manager:            

            Team Members:

Resource Recovery Team

Departmental Recovery Team Mgr:
   

            Alternate Manager:

            Team Members:
 

Technology Recovery Team

Computer Recovery Team Manager:
  

            Alternate Manager:


            Team Members:
 

Team Manager Responsibilities
· Proceed to Assembly Site

· Be prepared to travel (if appropriate)

· Bring ID Badges

· Bring copy of DR Manual and Departmental Plans (as appropriate)

· Do not talk to News Media

Team managers hold key positions since they will be responsible for re-establishing processing to acceptable levels within the shortest time frame.  These individuals will:

1. Serve as the prime decision-makers for situations not specifically covered by this plan.

2. Activate disaster recovery teams as needed.

3. Motivate and direct the members of their teams.

4. Create additional contingency positions as needed to assist in recovery activities.

5. Establish progress reporting times (hourly, every two hours, etc.), and work with other disaster recovery team managers to ensure that required activities are performed in a timely manner.

6. Evaluate and critique initial disaster assessment reports and action plans.

7. Submit final disaster assessment reports to the disaster recovery administrator.

8. Track the actual progress/completion of recovery activities against the projected sequence of recovery events (i.e., function as a project manager for the recovery process).

9. Work closely with all disaster recovery team managers to ensure the highest degree of member service possible.

10. Assign team members to the specific responsibilities detailed for each team in each section of the plan.

11. Educate and cross-train team members in special and critical skills which can have a significant impact on the success of the plan and the amount of time required to execute it.

MANAGEMENT TEAM 
GENERAL RESPONSIBILITIES
The Management Team is responsible for performing the following activities:

1.  
Develop and maintain the disaster recovery plan.

2.  
Establish methods for testing the plan.

3.
Coordinate the disaster recovery process.

4.
Assess the level of disaster (0-3).

Upon notification of a disaster, the Disaster Recovery Administrator or Coordinator should attempt to determine the extent of damage.  The Management Team will review the disaster's impact on various departments and the feasibility of performing normal business operations in the main facility.

5. 
Activate the disaster recovery plan.

6. 
Contact the team managers.

7.
Oversee the recovery process.

8. 
Document the status of the recovery.

9.  
Make final decisions.

The two key positions on the Management Team are the Disaster Recovery Administrator and the Disaster Recovery Coordinator.  Each position has specific responsibilities which are detailed below.  In the event the designated administrator or coordinator is unavailable, the alternate will assume the specific responsibilities of that position.

DISASTER RECOVERY ADMINISTRATOR
The Disaster Recovery Administrator has ultimate responsibility for the recovery process and related decisions.  He or she receives first notification of a disaster and activates the recovery process.  Responsibilities include:

1. Receive initial disaster notification.

2. 
Select and establish the Command and Control Center.

3. 
Determine the extent/level of the disaster.

4. 
Activate the disaster recovery plan.

5. 
Establish communications facilities.

6. 
Notify disaster recovery team managers.

7. 
Monitor and document disaster recovery activity.

8. 
Provide direction to all team managers.

9. 
Prepare the disaster assessment report.

DISASTER RECOVERY COORDINATOR
The Disaster Recovery Coordinator acts as the assistant to the Disaster Recovery Administrator.  The coordinator is a member of the Management Team which has overall responsibility for activating the plan and assuring procedural compliance with it.  The Coordinator's responsibilities include:

1.  
Assist in determining the extent/level of the disaster.

2. 
Assist in activating the disaster recovery plan.

3. 
Notify the Management Team members.

4. 
Activate notification procedures.

5. 
Perform disaster recovery team coordination.

6. 
Activate alternate site notification.

7. Supervise and control disaster recovery activities.

8. 
Maintain documentation relative to the disaster recovery process.

9. 
Inform Computer Recovery Team of alternate site status.

10.
Assist in preparing the disaster assessment report.

11.
Collect and evaluate any records recovered from the disaster.

12.
Ensure that the plan is current and properly maintained.

GENERAL RESPONSIBILITIES

· Proceed to Assembly Site

· Be prepared to travel (if appropriate)

· Bring ID Badges

· Bring copy of DR Manual and Departmental Plans (as appropriate)

· Do not talk to News Media
The general responsibilities of the Business Recovery Team include:

1.
Assist with assessing the level of damage to the existing facility. DR2

· Refer to emergency shut-off procedures located. DR5

2. 
Direct and control all salvage efforts related to the facility and records.

3. 
Monitor and control all disaster-related expenses.

4. 
Determine the need to use alternate processing site(s). DR3

5. 
Document status of the recovery, including dates and times.

6. 
Contact appropriate maintenance/repair contractors in the event of damage to facility. DR4

7. 
Obtain replacement or additional office equipment as necessary. DR12

8. 
Obtain/replace voice and data communication lines and equipment as necessary. DR12

9.
Secure ground/air transportation to alternate facilities and storage locations.

10.
Verify personnel status.  DR4

11.
Contact insurance companies, prepare claim forms, etc. DR13

12.
Perform public relations responsibilities.  DR5

13. Provide general accounting information.

14.
Notify vendors of new operational locations.  DR4

GENERAL RESPONSIBILITIES

· Proceed to Assembly Site

· Be prepared to travel (if appropriate)

· Bring ID Badges

· Bring copy of DR Manual and Departmental Plans (as appropriate)

· Do not talk to News Media
It is the responsibility of the Resource Recovery Team to:

1.
Contact operational personnel, including tellers, lending staff, member service staff, bookkeeping staff, etc.

2.
Obtain necessary forms and equipment.  Coordinate with the Business Recovery Team.

3. 
Distribute Data Processing reports for off-line processing and accounting.

4. 
Identify high priority tasks not outlined in the plan.

5. 
Obtain the necessary staff to accomplish the high priority tasks.

6.
Review this section on an annual basis to ensure all critical tasks are properly identified.  

7.
Develop and maintain alternate procedures for critical tasks, assuming on-line data processing system is unavailable to staff and task must be performed from an alternative site.

8.
Distribute alternate procedures to appropriate staff at on-set of the emergency

9.
Team members should be familiar with alternate procedures, in order to respond effectively to staff or member inquiries.

RELATED DOCUMENTS/FORMS REQUIRED TO PERFORM DUTIES:

Refer to the Disaster Recovery Plan for documents and copies of forms necessary to document or provide information relative to the performance of the duties of the Resource Recovery Team.

TECHNOLOGY RECOVERY TEAM
· Proceed to Assembly Site

· Be prepared to travel (if appropriate)

· Bring ID Badges

· Bring copy of DR Manual and Departmental Plans (as appropriate)

· Do not talk to News Media
* REFER TO INFORMATION TECHNOLOGY DISASTER RECOVERY MANUAL

GENERAL RESPONSIBILITIES

The responsibilities of the Technology Recovery Team include:
· Notify the hot site of the disaster.

· Gather necessary information to process at the hot site.

· Arrange travel to the hot site. 

· Provide essential personnel to supervise the computer operations areas.
· Prepare a disaster assessment report.
· Obtain/replace data communications equipment as necessary.

· Restore microcomputer operations.
· Arrange for acquisition of necessary computer supplies and equipment.

· Arrange for support services required for computer operations.
· Supervise the movement of backup programs and files from off-site storage to the processing site.

· Coordinate with the Business Recovery Team regarding the recovery of destroyed/damaged data files, software programs and computer hardware.

· Arrange for basic support services required for operations (i.e., delivery services).

· If needed, contact appropriate construction or service vendors to arrange site preparation for replacement hardware (coordinate with Computer Recovery Team).
EMERGENCY GAS MAIN/WATER MAIN/ELECTRICITY SHUT OFF LOCATIONS
The Business Recovery Team is responsible for turning off gas, water and/or electric power to the Organization facility if the situation warrants such.  The smell of gas, an approaching tornado, or following an earthquake would warrant the turning off of gas to the facility until the proper utility personnel can verify that the situation is safe and/or the potential danger has passed.  If water pipes leading into or within the facility have ruptured, the water main should be shut off until the damaged pipes have been repaired.  Electrical power should be turned off if an earthquake has occurred, flooding within the premise has occurred, or other safety issues warrant.  Electric power should be restored when the safety issue has been resolved or when utility personnel have indicated the situation is safe.

	Facility Location
	Emergency Gas Main Shut-Off Valve Location
	Emergency Water Main Shut-Off Valve Location
	Emergency Electrical Power Shut-Off Panel Location

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


COMMUNICATING WITH THE MEDIA
On the outset of a disaster recovery situation, the Business Recovery Team must contact the local newspaper, radio and television stations so that the membership may become aware of the new Organization operating location.

Some basic do's and don'ts regarding press releases and dealing with the press:


Do
remain as calm as possible when talking to the press.


Do
become aware of and respect press deadlines.


Do
monitor the news coverage of the event and make an effort to bring inaccuracies to the media's attention.


Do
express thanks to the community, employees, and anyone who may have helped during the crisis.


Don't
speculate; release to the press only confirmed facts.


Don't
attempt to blame anyone for the crisis situation, without clear facts that the Organization would be prepared to use in court.


Don't
release specific personal information about employees.  Respect their right to privacy.


Don't
try to mislead or cover up facts.  Never lie.


Don't
make "off the record" statements.


Don't
repeat negative or inflammatory words used by a reporter during an interview, as they might end up as part of your quote.

Radio and television stations usually prefer that the Organization confirm the disaster announcement by a document faxed to their offices, if the situation permits. 
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PRESS RELEASE SCRIPT

The following may be used as a guideline for creating press releases.  As with every disaster, the actual circumstances will be determined at the time, therefore, the following is simply a guide.

SAMPLE PRESS RELEASE

Due to circumstances beyond our control, the administrative offices of , at 7250 Campus Drive are not operational at this time. All Organization business may be conducted at any of our service centers, or through the use of our Entell 24 (NOTE: reference  use of Entell 24 only if it is fully functional). 

In 1998, your Organization implemented a contingency plan that enables the Organization to be fully functional even though the administrative offices are not available.   This plan ensures that all Organization records, and, most importantly, the member account records, are safe and secure.

We apologize for any inconvenience this temporary relocation causes our member.  Thank you for your patience.  We will announce the re-opening of the administrative offices as soon as possible.

CHECKLISTS:

The following checklists are provided for a variety of situations. Not all checklists may be applicable to your situation:

Team Alert Notification         

 Date_______________

Time_______________

Team Leader:___________________________________Status:_______________                          

Cell Phone:______________________Home Phone__________________________

Pager___________________________Work Phone___________________________

Emergency Contact_____________________________________________________

Emergency Contact Phone and Relationship_______________________________

Team Leader Contacts the following. Record the date and time that each person was notified or last attempt made. Status codes – BSY – Busy, NA – No Answer, PNA – Person not available. After the team notification has been completed, give a copy of this checklist to a member of the Management Team.

Name _______________________________Status:__________________________               

Cell Phone:______________________Home Phone__________________________

Pager___________________________Work Phone___________________________

Emergency Contact_____________________________________________________

Emergency Contact Phone and Relationship_______________________________

Name _______________________________Status:__________________________               

Cell Phone:______________________Home Phone__________________________

Pager___________________________Work Phone___________________________

Emergency Contact_____________________________________________________

Emergency Contact Phone and Relationship_______________________________

Name _______________________________Status:__________________________               

Cell Phone:______________________Home Phone__________________________

Pager___________________________Work Phone___________________________

Emergency Contact_____________________________________________________

Emergency Contact Phone and Relationship_______________________________

Name _______________________________Status:__________________________               

Cell Phone:______________________Home Phone__________________________

Pager___________________________Work Phone___________________________

Emergency Contact_____________________________________________________

Emergency Contact Phone and Relationship_______________________________

Name _______________________________Status:__________________________               

Cell Phone:______________________Home Phone__________________________

Pager___________________________Work Phone___________________________

Emergency Contact_____________________________________________________

Emergency Contact Phone and Relationship_______________________________

NOTIFICATION CHECKLIST

To be recorded on Hotline (if possible):
When notified that the Business Recovery Plan has been activated, the team leader or alternate should pass along the following information to department personnel:

1. Brief description of problem ______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

2. Location and Telephone number to Emergency Operations Center or Alternate Facility Location:_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________

3. Immediate Actions to be taken__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

4. Notification to critical personnel to report:_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

5. Whether or not the affected facility can be entered    ( ) yes   ( ) no

All callers should record the status of everyone they call on the Team Notification Listing. Make a reasonable number of attempts if the phone is busy or there was no answer. 

· Place the phone call and say “May I speak with (individual)?”
If available: Provide information, remind the person not to call other co-workers or to make no public statements about the situation. Record status information.

· If not available, say, “Where may I reach (individual)?”
Ask for alternate phone number. Do not discuss information with person answering telephone. Record status information.

· If contact was made with an answering machine. 
Make no statement regarding the situation; provide the phone number to call at the Emergency Operations Center. Record status information.

· If no answer
Record status and place a call to beeper, cell  or alternate numbers. Record status information. 

RECORD OF INBOUND/OUTBOUND CALLS

DATE _________________________

Record all inbound/outbound calls. A disaster or emergency can be confusing and the information passed on by the telephone is critical to our recovery. After an emergency or disaster situation, this record can also help management to identify what went well and what we can improve upon. Please make any appropriate notes for each phone call with the appropriate number listed on the reverse side of this sheet.

	TIME OF CALL
	NAME 
	PURPOSE
	INBOUND/

OUTBOUND
	MESSAGE DELIVERED TO:
	COMPLETED BY:

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Personnel Location Control Form

Department__________________________________

Date___________________

This form should be completed daily and forwarded to Human Resources Disaster Team Members. Each department affected by re-location must have information on the whereabouts of departmental staff, even if it is noted that you cannot locate the individual.

	Name
	Assigned Location
	Recovery Location
	New work extension
	Work Schedule 
	Not Available (Reason)

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Disaster/Emergency Status Report Form

Department________________________________________

Completed by______________________________________

Date______________________________________________

Time______________________________________________

Location__________________________________________

This form should be used to log any significant information on the recovery processes. The team leader is required to submit completed status reports to the DR Management Team on a daily basis. 

Issues:__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Conclusions:______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Comments:____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


