Sample
Employee Internet Usage Policy
1.  Purpose

This policy applies to employee, contractor and temporary worker use of all versions of Electronic Communications as defined below. Compliance with this policy is a condition of continued access to Corporate electronic communications. It is also a condition of continued employment or contract regarding contractor, consultant or temporary services.

2.   Definitions

"Electronic Communications" include all electronic transmissions of any type, sent or received, by using any property, software, or network services provided by Corporate during the course and scope of employment, or contract for services, with the company. Use of the public Internet and the Intranet are examples of communications covered by this definition. It also encompasses, but is not limited to the Corporate intranet and all electronic mail.

The public "Internet" is an open public network that resides outside Corporate’s security firewalls. 

Corporate’s "intranet" is an internal network constructed and operated behind firewalls or other methods of security. 

3.  Use of electronic communications

Corporate provides its employees, contractors and temporary workers with access to electronic communications to further Corporate’s appropriate and legitimate business purposes. Therefore, use of all electronic communications must comply with Corporate’s policies, practices and Code of Ethical Conduct. Occasional use of electronic communications by employees for personal purposes is permissible when such use is not prohibited by this policy.

Inappropriate use of these services is prohibited and may result in losing access and corrective action, including the termination of employment. The following (without limitation) constitute inappropriate uses:

a. unauthorized attempt to access another computer system or  mail account, or giving access to the Corporate intranet to any unauthorized individual;

b. transmission of Corporate confidential or proprietary business information to unauthorized persons or organization;

c. any use which violates Corporate policies or practices or the Corporate Code of Ethical Conduct, including, but not limited to, Corporate’s Solicitation & Distribution Policy, Corporate’s Equal Employment Opportunity Policy and Corporate’s Policy Regarding Racial, Sexual or Other Harassment;

d. any personal use for the purpose of solicitation or  distribution;

e. any use that intentionally restricts another's use of the Internet;

f. knowingly posting, viewing, downloading or transmitting  information or material that is even arguably unlawful, threatening, abusive, defamatory, sexually explicit or otherwise objectionable;

g. unauthorized monitoring of electronic communications or attempts to capture userID and passwords through the use of network sniffers or sniffer software on workstations;

The following practices:

(1) spamming (typically consists of unauthorized mass e-mailings, off-topic posting to bulletin boards, and similar activities prohibited by Corporate’s anti-spamming policy);

(2) flaming (typically consists of excessive hostile communications);

(3) spoofing (typically consists of taking the identity of another person for the purpose of concealing one's own identity);

h. knowingly posting or transmitting any software containing a virus, cancelbot, trojan horse, worm or other harmful component;

i. knowingly uploading, posting, publishing, transmitting, reproducing or distributing information, software or other material that is protected by copyright without obtaining permission of the rights holder; or any other  abuse or fraudulent use of the service, and;

j. knowingly transmitting or distributing information, software or other technical data to a foreign entity in a foreign country that is controlled by the U.S. Government and requires special authority to export;

k. chain letters or other unauthorized transmissions.

4.  Authorization to share Corporate information

Consistent with 3.b. above, the sharing of proprietary, confidential or sensitive Corporate information, both internally and externally, is prohibited except as explicitly authorized in writing. Only an executive of the organization from which the information was derived can provide such authorization. If you cannot determine the source of the information, authorization should be obtained from the Technology Group within Corporate’s Law and Public Policy Department. 

5.  Monitoring of electronic communications 

Use of any Corporate electronic communication services constitutes permission for Corporate to monitor communications on the service, including, but not limited to all electronic mail or any other electronic communication service, for any business purpose, including enforcement of this policy, or as required by law. Accordingly, in the course of their duties, system operators and managers may monitor use of the Internet or review the contents of transmitted data.

This policy constitutes additional notice to all users of the Internet or Corporate intranets that the firewall details every request for access.

6.   Records retention

Information created or received through use of Corporate electronic communications is treated like regular business records and correspondence. Accordingly, Corporate’s records retention policies may apply to such electronic documents. Users of Corporate electronic communications are responsible for ensuring that they comply fully with Corporate’s records retention policies. If you need additional information about such policies, you should contact your organization's management or Corporate’s Records Management Department. 

7.   Conclusion

Any questions regarding this policy should be directed to Corporate’s Enterprise Security Task Force.
