Encryption Matrix

	 
	Restricted
	Personal / Confidential
	Confidential
	Public

	Definition
	Information so sensitive and critical it must be strictly controlled.  Unauthorized disclosure could result in severe or irreparable harm to the corporate.
	Information that pertains to an individual.    

Unauthorized disclosure could be seriously detrimental to employee relations, individual employees, customer relations, individual customers, or the corporate.

Restrictions applied by regulation or legislation.
	Information that is vital to corporate business or proprietary to the corporate Includes business entities such as commercial customers, suppliers, dealers and merchants.  

Unauthorized disclosure could have damaging effects on the corporate, business relations, commercial customers, vendors or business partners.
	Information that generally requires no special handling.  Unauthorized disclosure would generally have very limited effects on the corporate.

	Encryption
	Required when transmitted electronically    

Required when stored electronically

 

Corporate approved technology must be used
	Same as Confidential, plus    

 

Required when electronically transmitting health or medical information, SSN, credit card or account numbers
	Required when electronically transmitting outside of the corporate network Required when transporting outside the corporate on any form of electronic medium Corporate approved technology must be used 

A form of encryption is a website with secured transmission (i.e. PGP or other encryption software)
	Considered if transmitting non-public information across unsecured networks such as the internet Corporate approved technology must be used


