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External Vulnerability Assessment
[Vendor] is pleased to provide the following proposal to ____________________for an External Vulnerability Assessment.


Many Internet perimeter configurations emphasize the enforcement aspect of security; however, the notification aspect of perimeter security tends to be mostly ignored.  An organization can have a well-configured perimeter that provides proper enforcement of security policy; however, if logs and alerts are not monitored an intruder with sufficient motivation has (in theory) an infinite amount of time to breach the perimeter.  For this reason, [Vendor] utilizes only publicly available auditing tools for the assessment since we feel these are the most likely tools to be targeted against an organization.  Many auditing firms utilize commercial scanning products that attempt every exploit ever discovered in rapid-fire fashion; this sudden flood of traffic is almost always noticed by the target organization.  This is not representative of a true attack where the perpetrator desires to remain undetected.  [Vendor] not only tests the enforcement aspect of an organization’s security, but the equally critical notification aspect as well.


[Vendor] security engineers also hold a variety of security certifications including CISSP (http://www.isc2.org), CCSE (http://www.checkpoint.com), and CCNP (http://www.cisco.com).  This breadth of security expertise from both a design/implementation and auditing perspective ensures that the audit is not only performed by a well-rounded security expert who can spot subtle nuances and false positives, but can provide a comprehensive analysis of the results.  In addition [Vendor] can even assist ____________________with security remediation procedures.

[Vendor] audits are performed during regular business hours unless otherwise requested.  While some attempts will be made to avoid detection, [Vendor] will not make an effort to conceal the source IP address of an audit via spoofing or other means.  
Because some auditing techniques can slow or hamper the normal operation of systems and networks, complete contact information for the [Vendor] security engineers is provided ahead of time to ensure ____________________can contact [Vendor] quickly in the event problems arise. 

In addition, [Vendor] monitors the availability of target systems/networks during the audit and will stop the audit and contact ____________________immediately if production is affected.  The intent of the audit is to be non-destructive, and deliberate denial of service attacks will only be performed at the request of the [Client].  

Project Summary: External Vulnerability Assessment of Internet Connection
A key part of validating security architectures and decreasing business risk and liability is performing regular audits of an organization’s externally facing infrastructure by an independent third-party.  This proposed task consists of the following components and is described in further detail in a later section of this document:

a) Baseline Internet Presence Discovery, Public Records Search
b) Baseline Scanning and Mapping – Internet Connection (points of presence and up to 12 network entities)
c) Risk Analysis and Vulnerability Assessment of Results
d) Attempted Exploitation of Discovered Vulnerabilities (Optional)
e) Full-Disclosure Report Detailing Results and Recommendations
f)  Semi-annual Gap Assessment (Optional)

Phase A: Baseline Internet Connection Discovery, Public Records Search
This initial phase of the project seeks to discover the Internet “footprint” of the systems to be scanned in an adversarial manner.  Using only publicly available information, [Vendor] will attempt to discover as much information as possible about the target systems, networks, and domains.  Techniques employed during this phase include searches of public records and search engines for useful information concerning the target, Domain Name Service (DNS) interrogation, discovery of Internet Protocol (IP) netblock allocation, and other reconnaissance techniques to learn as much as possible about the systems to be assessed without actually scanning or attacking them.  


This phase can sometimes be as informative to [Vendor] as it is to the target organization!  When performing this phase for other clients, we have found outdated domain names, disused IP netblocks and other legacy information about their organization that they were not even aware existed.  For this reason we strongly recommend a “blind” approach to this audit where [Vendor] is not provided with details about an organization’s network ahead of time.  

At the conclusion of this phase, a summary of the information gathered shall be presented to ____________________before embarking upon the next phase.  This is done to ensure that a complete and accurate list of target network resources is identified before engaging in activities that many organizations may perceive as hostile.

Phase B: Baseline Scanning and Mapping – Internet
 
Once the correct and complete list of target resources has been identified in Phase A, this phase seeks to determine what specific systems are reachable from the Internet, what network services and possible function they provide, and whether any of those services are potentially vulnerable to exploitation to gain unauthorized access. 

This phase is performed in an adversarial manner with no cooperation from the [Client].  Techniques employed during this phase include ping and traceroute queries, port scanning, operating system fingerprinting, and an exhaustive matching of network service versions and configurations to known security vulnerabilities.  n>

Phase C: Risk Analysis and Vulnerability Assessment of Results
After the data from Task B is compiled, a thorough analysis of the results is performed.  All scan data are manually inspected and verified to reduce the incidents of false-positive security vulnerabilities being reported which is common in automated security tools.  Based on the results, an overall level of risk and vulnerability is deduced and recommendations to improve security derived.

Phase D: Attempted Exploitation of Discovered Vulnerabilities (Optional)
It is one thing to present a report to decision-makers showing the theoretical existence of vulnerabilities in an organization’s network, but an entirely different ballgame when unauthorized access is gained and the auditors pilfer confidential data.  [Vendor] offers this optional phase to organizations desiring to make an impact upon decision-makers, particularly when attempting to gain approval or an increase for the IT security budget.  Based on the risk analysis performed in Phase C, [Vendor] auditors will attempt to exploit discovered vulnerabilities and breach the perimeter of the organization.  Due to the complexity of this phase, it is one of the longest and most expensive in the audit. 

All phases of [Vendor] audits including vulnerability exploitation are usually performed during regular business hours unless otherwise requested by the [Client].  Because some auditing techniques can slow or hamper the normal operation of systems and networks, complete contact information for the [Vendor] security engineers is provided ahead of time to ensure ____________________can contact [Vendor] quickly in the event problems arise.  In addition, [Vendor] monitors the availability of target systems/networks during the audit and will stop the audit and contact ____________________immediately if production is affected.  The intent of the audit is to be non-destructive, and deliberate denial of service attacks will only be performed at the request of [Client]. 

Phase E: Full-Disclosure Written Report
This report discloses all techniques and tools used to gather data in prior phases along with recommendations to improve security.  Risks and possible remediation costs are rated by a “bang for the buck” method in an attempt to highlight remediation of the biggest risks for the lowest costs when possible.

Phase F: Semi-Annual Gap Assessments (Optional)
Regular external assessments are vital to measuring the security posture of an organization.  There are several advantages to retaining the baseline auditors for regular gap assessments.  
The retained auditors can compare the latest audit to the baseline and show how the overall security of the organization has increased or decreased.  
The gap audits can also be performed at roughly a 50% discount to the original audit cost, since the gap audit merely re-verifies the baseline audit and focuses only on what has changed. 

This gap assessment encompasses phases A-E, with the following differences: We determine what new or existing systems are reachable from the Internet, what new or existing network services are accessible, and whether any of those new or existing services are potentially vulnerable to exploitation. 

After compiling the data, [Vendor] engineers compare the results with the previous assessment to determine what hosts, networks, security policies, or services have changed during the gap time period.  This analysis factors in vulnerabilities discovered since the last assessment, and results in a complete, full disclosure report detailing the results of the gap audit and the current state of perimeter security.  The report describes all differences discovered in each of the phases, including full disclosure of vulnerabilities, tools and techniques used, risk analysis of vulnerabilities, and remediation recommendations listed in priority order.  In addition, [Vendor] will provide an overall risk rating for the Internet perimeter along with the change in this risk rating from the previous assessment.

Project Cost:
	Phase 

 
	Description 

 
	Hours 

 
	Rate 

 
	Cost 

 

	Phase A 

 
	Baseline Internet Connection Discovery, Public Records Search 
	2 hrs 

 
	 
	 

	Phase B 

 
	Baseline Scanning and Mapping – Internet 
	3 hrs 

 
	 
	 

	Phase C 

 
	Risk Analysis and Vulnerability Assessment of Results 
	6 hrs 

 
	 
	 

	Phase D 

 
	Attempted Exploitation of Discovered Vulnerabilities (Optional) 
	12 hrs 

 
	 
	 

	Phase E 

 
	Full-Disclosure Written Report
	6 hrs 

 
	 
	 

	Project Total (including phase D): 
	 

	Project Total (not including phase D):  
	 


 
