
Installing CheckPoint FireWall-1 on NT

Preface
This document will assist you in securing Microsoft Windows NT Server Version 4.0 prior to installing CheckPoint FireWall-1. Before the installation of Microsoft Windows NT Server Version 4.0 other security items are mentioned regarding general security. Furthermore additional configuration like service packs, patches and hotfixes are explained prior to installing CheckPoint FireWall-1.

 

General Security 
Explained within O'Reilly & Associates book Computer Security Basics some basic rules should be set: First a password for entering the BIOS configuration and a second (if supported) for making changes within should be installed to provide protection against physical access to the firewall. After this the computer case must be sealed to reduce the chance of resetting the CMOS settings for removing the password protection. Furthermore the boot-up must be configured. It should be set only to the primary boot device with the future operating system. Therefore other boot devices should be disabled within the boot-up process. This includes not only floppy drives, but also CD-ROM drives. This is rather important while installing from CD-ROM and leaving this option enabled after installation. Finally communication ports like IRDA, USB and serial should be disabled within the BIOS, too.

 

Setup of Microsoft Windows NT Server Version 4.0
As first rule for the beginning remember only to install the absolute minimum components you need to get the job done. During text-based OEM setup infection of a virus must be minimized. Therefore installation by bootable CD-ROM is recommended. Nevertheless while supporting third party hardware like hard disk controllers, boot-up by floppy should be monitored by virus detection programs. During the initial operating system installation the only important information for installing CheckPoint FireWall-1 is that NTFS should be chosen as the file system for the partition where Microsoft Windows NT Server Version 4.0 (the operating system) and CheckPoint FireWall-1 software will reside. The Windows NT File System (NTFS) is an advanced file system designed for use specifically within the Windows TN operating system supporting file system recovery, extremely large storage media, long file names and various features for the Portable Operating System Interface (POSIX) subsystem.

 

After entering GUI-based setup, the next important setup step occurs while installing and configuring the network interface setup. Auto-detection might be useful but while supplying the most current version of the network card's drivers directly from the vendor, theses should be selected by Have Disk. Rather than selecting and configuring the network interface you can select during initial setup 'Computer Not Connected To Network'. After Windows NT Server installation you can manually add the installed network interface card drivers by opening Network Neighborhood properties.

 


 Within Network Setup Wizard you will be prompted after the selection of the network interface card which protocols you want to bind to the interface card. As this system is going to service as firewall it is recommended that only TCP/IP Protocol should be installed and any other protocols that may be checked should be deselected.
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After the binding of the protocol the installation askes for the usage of DHCP to assign an IP address to the installed network interface card. It is strongly recommend to select No.
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After this selection a manually configuration of the IP address for all installed network interfaces, DNS and other information must be done. DNS name server IP may be entered after installing CheckPoint FireWall-1 but should be left at this stage blank. 

 

IP Routing
At this stage, two IP routing configurations must be performed. Very important in this case is, that IP Forwarding is enabled. Within the Network properties you must select Protocols where the Microsoft TCP/IP Properties must be opened and the Routing tab must be selected. As shown in the following picture, Enable IP Forwarding must be checked.
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The second important configuration step is that a default route is defined on the external interface. In every firewall installation scenario one network interface performs as the external interface. This interface is connected to the so-called unsecure or untrusted network - mostly the Internet. To ensure, that only the external interface has the Default Gateway set, open as above described the Microsoft TCP/IP Properties and select the IP Address where you can define the IP address for all network interfaces has shown below.

 

[image: image4.png]Microsoft TCP/IP Properties 7]

1P Addies | DN | WINS Adess | DHCP Rl | Fouing |

An P address can be automaticaly assigned 1o tis network card
by 3 DHCP server. I your network. does ot have a DHCP server,
sk yout network sclmiristrator for an address, and then type tin
the space below.

Adapter

€ Dbtain an [P address from  DHP server

@ Specity anIP address

1P Address: 192168 10 100

SubnetMask: [ 285 255 25 0

Defauit Gateway: [ 132 168 10 151

[





 

Warning: None of your installed network interfaces have a default gateway defined except the external network interface - if so, remove the entry.

 

Service
During the initial setup of Microsoft Windows NT Server Version 4.0 the following services are installed as shown in the Network Wizard as mandatory: RPC Configuration, NetBIOS Interface, Server and Workstation. Besides these four services, a fifth, the Computer Browser is installed, too.
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After the initial setup these services should be removed as CheckPoint FireWall-1 does not need them. To remove these five services open Network properties and the Services tab as shown below. Remove all listed services as shown in the second graphic.
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Within the Services tab additional services might be installed by the network card. To check, if these services are needed or not for proper operation, please consult the hardware manufacturer. While removing the services these are also removed in the Bindings of the Network properties. Warning: As SMNP service is required by CheckPoint FireWall-1 Version 3.0 it must be added for SMNP operations but is no longer required for proper CheckPoint FireWall-1 Version 4.0 functionality.

 

WINS Client (TCP/IP)
As described above the services will be removed in the Bindings, too. By opening the Bindings tab they would not be listed if all steps were correctly followed as shown below:
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Furthermore by selecting Show Binding for: 'all protocols' the Wins Client (TCP/IP) must be disabled as shown in the next picture

 

[image: image9.png]Idenifcaton | Senvice | Prtocl | Adsptrs Bindis |

Network bindings are connections between network caids,
prctocols, and setvices installe on tis computer. “You can use this
page to disable network bindings o arange the order n which this
compute finds nfomation on the netwok.

‘Show Bindings for. [al protocols =

#-Y TCP/IP Protocol
= @ WINS Clen(TCPAP)

Enable | [ Disable ‘ ‘

=





 

After these configuration steps the initial setup for Microsoft Windows NT Server Version 4.0 is closed. Re-applying any Microsoft Windows NT service packs and hotfixes may be useful at this stage. After rebooting warning messages might appear as the system comes back online.

 

Devices and Services
Within Control Properties the Devices should opened and the WINS client (TCP/IP) selected. As the device is configured to start automatically during bootup by default it should now be configured as Manual startup.
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This can be done by selecting Startup as shown below:
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The second changing should be done also within Control Properties but now the Services should be opened. There the TCP/IP NetBIOS Helper must be selected. As this service is configured to start automatically during bootup by default it should now be configured as Manual startup. 
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The same configuration for startup change to Manual steps as above mentioned.

 

Service Packs and Hotfixes
SP5 is a collection of current updates and enhancements to Windows NT Server 4.0 and Windows NT Workstation 4.0 since their releases. SP5 is not a required upgrade. If you have deployed or are in the process of deploying a previous Service Pack, you probably need not change your plans. To accommodate customers in this situation, Microsoft provides software updates for critical issues to previous Service Packs. For example, you can continue to obtain Year 2000 (Y2K) software updates if you're using SP4. Currently the following security risks are known within SP5:

 

Document : Q231457 Title: Malformed Request Causes LSA Service to Hang. A specially malformed request to the Microsoft Local Security Authority (LSA) service may be used to exploit a security vulnerability on a Windows NT-based computer. 
A user can abuse this vulnerability to run a program and cause a denial of service attack that may cause the LSA service to stop responding (hang) and require you to restart the computer.

 

Enforcing Strong User Passwords
Windows NT 4.0 Service Pack 2 and later includes a password filter DLL file (Passfilt.dll) that lets you enforce stronger password requirements for users. Passfilt.dll provides enhanced security against "password guessing" or "dictionary attacks" by outside intruders. Passfilt.dll implements the following password policy: Passwords must be at least six (6) characters long. (The minimum password length can be increased further by setting a higher value in the Password Policy for the domain). Passwords must contain characters from at least three (3) of the following four (4) classes: 

Description Examples
English upper case letters: A, B, C, ... Z
English lower case letters: a, b, c, ... z
Westernized Arabic numerals: 0, 1, 2, ... 9
Non-alphanumeric ("special characters") such as punctuation symbols

Passwords may not contain your user name or any part of your full name. These requirements are hard-coded in the Passfilt.dll file and cannot be changed through the user interface or registry. If you wish to raise or lower these requirements, you may write your own .dll and implement it in the same fashion as the Microsoft version that is available with Windows NT 4.0 Service Pack 2. To use Passfilt.Dll, the administrator must configure the password filter DLL in the system registry on all domain controllers. This can be done as follows:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\LSA 
Notification Packages (REG_MULTI_SZ) - Default: "FPNWCLNT" - add string “PASSFILT” (do not remove existing ones).

 

Additional Hardening
The Administrator account must be renamed. Moreover the account should have a strong password (Comment: The password should contain lower and upper letters, numbers and special characters ) to make gaining administrative rights more difficult. Furthermore a fake Administrator account without any rights would be a good bogus account to try to hack. 
Additional limitation of the membership of the local Administrators group is highly recommended as more members are equal to more targets for hackers. Moreover the Guest account must be disabled, as the Guest account is by default on Microsoft Windows NT Workstation enabled whereas it is on Microsoft Windows NT Server disabled. A strong password builds an additional safety measure. Local account policy should ensure strong passwords length of 6 characters and account lockout for local accounts should be enabled.

 

Common Registry Values
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\Current\Version\Winlogon
The Winlogon subkey of HKEY_LOCAL_MACHINE\Software stores configuration data for the Winlogon service that applies to all users of the computer.

DontDisplayLastUsername (REG_SZ) - Default: "0" - set to "1"

Hides the user name in the Logon Information dialog box. By default, Windows NT displays the user name of the last person who logged on successfully in the Logon Information dialog box. If you add this value entry to the Registry and set it to 1, the User name box in the Logon Information dialog box is blank.

CachedLogonsCount (REG_SZ) - Default: "10" - set to "0"
Determines how many user account entries are saved in the logon cache on the local computer. If the value of this entry is 0, Windows NT does not save any user account information in the logon cache.

This value entry does not appear in the Registry unless you add it or use a program that edits the Registry.

 

AutoAdminLogon (REG_SZ) - Default: (Blank value) - remove if enabled
Determines whether the automatic logon feature is enabled. Automatic logon uses the domain, user name, and password stored in the Registry to log you on to the computer when the system starts. The Logon Information dialog box is not displayed. Warning: Automatic logon allows other users to start your computer and log on using your account.

This value entry does not appear in the Registry unless you add it or use a program that edits the Registry.

 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\LSA
By installation of Windows NT 4.0 Service Pack 3, administrators who want to require only authenticated users to list account names, and exclude anonymous connections from doing so, need to make the following change to the registry.

 

RestrictAnonymous (REG_DWORD) - Default: not listed - add and set to "1"

The purpose of the registry value is to configure local system policy for whether authentication is required to perform common enumeration functions. For further information read article-id: Q143474, title: 'Restricting Information Available to Anonymous Logon Users' within Microsoft TechNet.

This value entry does not appear in the Registry unless you add it or use a program that edits the Registry.

 

Displaying a Legal Notice Before Log On
Windows NT can display a message box with the caption and text of your choice before a user logs on. Many organizations use this message box to display a warning message that notifies potential users that they can be held legally liable if they attempt to use the computer without having been properly authorized to do so. The absence of such a notice could be construed as an invitation, without restriction, to enter and browse the system. This is done with the following two registry entries: 

 

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\Current\Version\Winlogon
LegalNoticeCaption (REG_SZ) - Default: (Blank value) - set to "Legal Notice"

Specifies the caption (title bar text) for the message that appears when the user presses CTRL+ALT+DEL to log on. 
For example, in the figure below, the value of LegalNoticeCaption is "Legal Notice."
If the value of this entry is not blank, a dialog box bearing the caption and the message specified in the value of LegalNoticeText appears before the Logon Information dialog box is displayed. The user must click OK in the legal notice dialog box to proceed with logon.

 

LegalNoticeText (REG_SZ) - Default: (Blank value) - set to "Authorized users only"

Specifies the message that appears when the user presses CTRL+ALT+DEL to log on. 
For example, in the figure below, the value of LegalNoticeText is "Authorized users only"

 

Disabling LanManager Password Hash Support
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\LSA
Windows NT supports the following two types of challenge/ response authentication: LanManager (LM) challenge/response and Windows NT challenge/response. To allow access to servers that only support LM authentication, Windows NT clients currently send both authentication types. Microsoft developed a patch that allows clients to be configured to send only Windows NT authentication. This removes the use of LM challenge/response messages from the network. Applying this hot fix, configures the following registry key:

 

LMCompatibilityLevel (REG_DWORD) - Default "0" - set to "2" - Never send LM password form.

If a Windows NT client selects level 2, it cannot connect to servers that support only LM authentication, such as Windows 95 and Windows for Workgroups. For more complete information on this hot fix, please refer to Knowledge Base article number Q147706, title: 'How to Disable LM Authentication on Windows NT'.

 

The Schedule Service (AT Command)
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa
The Schedule service (also known as the AT command) is used to schedule tasks to run automatically at a preset time. Because the scheduled task is run in the context run by the Schedule service (typically the operating system's context), this service should not be used in a highly secure environment. 
By default, only administrators can submit AT commands. To allow system operators to also submit AT commands, use the Registry Editor to create or assign the following registry key value:

Submit Control (REG_DWORD) - Default: not listed - add and set to "1"
There is no way to allow anyone else to submit AT commands. Protecting the registry as explained earlier restricts direct modification of the registry key using the registry editor.

Access to the registry key HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Schedule should also be restricted to Administrators only.


This value entry does not appear in the Registry unless you add it or use a program that edits the Registry.


