
Fail-Over and Redundancy

In a fail-over networking environment, the Nokia IP530 provides fast, seamless recovery of firewall resources. Secure redundant firewall designs are delivered through a combination of features available only on purpose-built Nokia IP Network Application Platforms. By combining the Virtual Router Redundancy Protocol (VRRP) with standard routing protocols such as BGP4, OSPF and RIPv2, and with the Check Point Firewall-1® synchronization feature, Nokia security appliances enable network managers to deploy fully redundant, highly available router firewall configurations.  
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The VRRP is a multicast routing protocol that utilizes 224.0.0.18 to advertise routes. Each Nokia device (the basic cluster contains 2 appliances) uses a virtual IP address that they advertise to the upstream router, along with a virtual MAC address.  Underlying the virtual addresses are real IP and MAC addresses for each system, along with a routing priority number.  The active firewall exchanges traffic data with the standby firewall, and synchronizes all sessions controlled by Check Point.  When one host fails, VRRP detects the failure and notifies the upstream router, which then routes traffic to the MAC address of the active firewall.  The synchronization of traffic data allows for minimal fail-over latency.

The unique Nokia approach to delivering firewall redundancy has several key benefits: 

· Firewall redundancy does not require host or server reconfiguration; 

· Integrated router firewall platform simplifies redundant configuration and setup; 

· Fast "cutover" time in the event of a network failure maximizes network uptime and provides seamless transition; and 

· Load-sharing capabilities allow for maximum use of critical network resources and eliminate firewall bottlenecks. 

The VRRP enables implementation of hot-standby firewall appliances in a way that is transparent to host systems.  Hosts are able to utilize a hot-standby firewall appliance if the primary appliance fails - without the need for any direct host involvement.  By combining VRRP with Check Point Firewall Sync, Nokia firewall appliances can be deployed in configurations that support integrated, redundant, hot-standby routing and firewall services.

The integration of IP routing functionality with support for VRRP and the Check Point FireWall-1 synchronization suite in a single Nokia IP Network Applications Platform makes this high availability configuration an integral part of enterprise networks.
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