This document is provided without warranty, always vet out what works best for you and your organization.

Scope

This standard applies to all corporate equipment and data, including corporate customer data, whether located at a corporate facility or a third party facility, and whether handled by corporate employees, or corporate contractors, vendors, third party service providers, or their staff or agents.  This standard also applies to all wholly owned and partially owned subsidiaries.

The guidance in this standard shall be considered the minimum acceptable requirements for the implementation/use of authentication methods.  This standard sets forth expectations across the entire organization.  Additional guidance and control measures may apply to certain areas of corporate.  This standard shall not be construed to limit application of more stringent requirements where justified by business needs or assessed risks. 

Authentication Standard

Corporate’s business functions rely upon the integrity, confidentiality, and availability of its computer systems and the information assets stored within them.   Responsibilities and procedures for the management, operation and security of all information processing facilities must be established.  This standard supports the stated objectives.

In our ongoing effort to converge all applications to use Single Sign on (SSO) technology, all application’s authentication mechanism should be compatible with LDAP (specifically Win AD) or support the most current SAML framework. In the event a centralized authentication technology cannot be integrated with a resource, we should ensure basic authentication methods, i.e... Passwords, meet the minimum criteria set forth in the Password standard.

Roles & Responsibilities

The End User is responsible for acting upon electronic messages received from the service, usage of the related messaging services in a manner consistent with this Standard, and when such activity is within their span of control, the retention and disposal of electronic messages sent and received.

The IT Custodian is responsible for defining and implementing security measures and controls to ensure the system(s)/application(s) are managed and operated in a secure and effective manner.

The Chief Information Security Officer has overall responsibility for security standard, and in conjunction with the Information Security Department will be responsible for defining, implementing, managing, monitoring and reviewing compliance with the Authentication Standard.

The Information Security Department will assist End Users and IT Custodians in assessing, defining, implementing, managing and monitoring appropriate controls and security measures. 

The Information Security Department will audit and review the adequacy of controls and security measures in place to measure and enforce conformance to this standard.

Requirements and Implementations

Identification

The purpose of authentication is required to verify and confirm an identity before granting authorization to access permitted resources. The reasons for authentication are to maintain the integrity of information and/or restrict disclosure or access of confidential information to only authorized personnel.

However, before we can choose the correct authentication mechanism to impose on a resource, we must first identify the risks in the current environment for which a subject is trying to gain access to an object. For example, routers in a DMZ are more highly visible to intruders than internal routers and therefore we should d impose stronger authentication factors on the administrator before allowing access to change settings of a router sitting in the DMZ. This also applies to “root” accounts or “Enterprise/Domain administrator accounts” where the identity that has this privilege can modify any (including their own) account’s attributes/metadata. Other scenarios may involve data classification or even authorization to make changes to sensitive data. A data repository containing “highly confidential” data would require stronger authentication factors as opposed to a data storage containing lower classification data such as “private”.

Authentication

Authentication can be provided in several different human useable form factors:

	Authentication Factor
	Examples

	Something you know
	A password, passphrase, PIN, cognitive questions via challenge response, etc…

	Something you have
	A challenge-response or time based token, smartcard, etc…

	Something you are/do
	 (Biometrics) Retinal, Iris, or finger scan, finger print, facial or voice recognition etc…


Two factor or Strong Authentication is the combination of two or more forms of authentication methods.  Hence, while a website may ask for a password and a challenge response question, it is not considered strong authentication because both factors are “Something you know”. On the other hand, a website that asks for a PIN and the number displayed on a time-based token device would be considered strong authentication because one factor is “something you know” and the other is “something you have”.

For any application within the scope of Corporate’s operations which require logon credentials, adequate forms of authentication become dependent on the following:

Access privilege level of the identity, 

Classification of the data that needs to be protected, and

The point of entry that is used to access/modify the data.

The following “Data Classification/Access Privilege vs. Risk Impact” table demonstrates the minimum authentication factor that should be considered adequate.

	 
	Higher Risk
	Lower Risk

	Ability to access/modify Highly Confidential / Highly Sensitive Data
	Strong Authentication
	Strong Authentication

	 Ability to access/modify Confidential / Sensitive Data
	Strong Authentication
	Single Factor Authentication

	Ability to access/modify non-sensitive but Private Data
	Single Factor Authentication
	Single Factor Authentication

	Public
	N/A
	N/A


Since passwords are the weakest forms of authentication, any applications that do not support centralized authentication mechanisms (i.e. LDAP) but provide local password authentication, must be able to support the following minimal password criteria. 

Must be able to support a password that is at least 8 characters long.

Must consists of 3 out of the 4 character sets (A~Z, a~z, 0~9, symbols).

Support password aging, e.g. ability to expire after 90 days has elapsed.

Support password history, e.g.  disallow re-use of 5 previous passwords.

Support password complexity, disallow any portion of username up to 4 characters to be used within password.

For applications that support strong authentication, they should be able to support RSA SecureID tokens.

Exceptions under this policy must be detailed in a Risk Acceptance form approved by the System/Application Business Owner, a Executive Lines of Business representative and the IT Custodian and the Information Security Compliance Department.
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