
POC Imprivata Hardware - Software Resources

The following Imprivata-supplied hardware and software will be used for the PoC. 

	Hardware and Software
	Quantity

	OneSign Virtual Appliance (25Gb)
	1

	Proximity Card Readers (example)
	X

	Fingerprint Readers (example)
	X


The following network parameters will be used to setup the OneSign appliance for this PoC.

	IP Address (Static)
	

	Hostname

Note: It will be required to make the appropriate DNS entries in your DNS server
	

	Netmask
	

	Gateway IP Address
	

	Primary DNS Server IP Address
	

	Secondary DNS Server IP Address
	

	SMTP Gateway Server (FQDN)
	

	NTP Server
	

	OneSign Administrator E-Mail

Note: Appliance events and special notifications will be sent to this e-mail address
	


Customer Hardware and Software Resources

The following customer-supplied end-user workstations will be used for the PoC.

	Hostname/IP
	OS
	Type

(thick, thin, zero)
	Use

(single user, kiosk)
	Authentication Devices 

(proximity card, fingerprint)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


The following customer-supplied servers will be used for the PoC.

	Hostname/IP
	OS
	Use 

(Citrix XenApp, VMware View)
	Availability

(local, hosted offsite)
	Can Imprivata software be installed on this server?

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


The process of enabling an application for single sign-on requires the ability to log in, to view all login failure screens, and to view all login success screens. If an application has multiple login levels, then please provide a username for each level. For change password functionality, the change password screen or dialogue must be accessible as well as the change password success screen and change password failure screen. 

The following applications will be enabled for OneSign single sign-on for the PoC.

	Application Name
	Local or Citrix/TS
	Type (TE, Java, Web, etc.)
	Test Username

	Meditech
	
	
	

	Meditech downtime
	
	
	

	Meditech order/forms
	
	
	

	Nursing Consult
	
	
	

	Mosby Nursing Consult            
	
	
	

	Epiphany
	
	
	

	Cardio Server
	
	
	

	Fuji Synapse
	
	
	

	Latric
	
	
	

	Internet Explorer 9 -11
	
	
	

	My Home Drive
	
	
	

	Micromedex
	
	
	

	Outlook
	
	
	

	Adobe Acrobat Reader (latest version)
	
	
	


	Application to be enabled for change password
	


The following application will be enabled for OneSign Anywhere single sign-on for the PoC (optional).

	Application Name
	External URL
	Test Username

	
	
	


User import into OneSign from the directory service is done via LDAP SSL over port 636, by default, or via standard LDAP over port 389. Please ensure that the LDAP or LDAP SSL service is enabled on your domain server. If using LDAP SSL, please ensure that your certificates have not expired.

The following directory service parameters will be used to import users into OneSign for the PoC.

	Directory Service Type 
(Active Directory, etc.)
	

	Domain Name
	

	Hostname / Server (FQDN)
	

	Account Operator’s Username
	



